Frame Relay Protocol Analyzer

Frame Relay

%@? GL's Frame Relay Analyzer

Overview

Frame relay is a commonly used data link protocol based on packet switching technology. Frame relay is mostly used to connect local
area networks with major backbones; also used in public wide area networks and in private network environments with leased lines
over T1 E1 lines.

GL's Frame Relay Protocol Analyzer can be used to analyze and decode frames conforming to Q.921, Q.922, LAPF, Frame Relay Forum
standard -FRF.9 and FRF.12, Multiple Protocol Encapsulation, LCP RFC1661, Q.933 SVC and LMI SNAP, PPP, IP, SMTP, POP3, and so on.

GL Communications supports the following types of Frame Relay analyzers:

e Real-time Frame Relay Analyzer (Pre-requisites: GL's T1 E1 internal cards or USB T1 E1 external units, required licenses and
Windows® Operating System)
e Remote/Offline Frame Relay Analyzers (Pre-requisites: Hardware Dongle, and Windows® Operating System)

For more details, refer Frame Relay Protocol Analyzer webpage.
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Main Features

Display Features

e Displays Summary, Detail, Hex-dump, and Statistics Views
e Detail View:
— Displays decodes of a user-selected frame from the summary view

— Provides options to display or hide the required protocol layers

Contents of this view can also be copied to clipboard

— Provides option to toggle detail view vertically or horizontally as feasible for the user

e Hex dump View displays the frame information in HEX and ASCII format, the contents of this view can also be copied to
clipboard

e Statistics View displays call and MSU statistics at any link or entire link set

e Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to monitor
required protocol fields.

e Option to combine data from multiple columns under one column

e Option to create multiple aggregate column groups and prioritize the groups as per the requirement to display the summary
results efficiently

Supported Protocols
o LAPF
Filtering / Search

e Advanced filtering and search based on any user selected protocol fields

e Supports filtering and search based on LAPF parameters and Q.933 layer parameters such as DLCls, Message Type, FECN, BECN,
DE, NLPID's TCP, IP, SMTP, POP3, and so on

e Allows the user to automatically create search/filter criteria from the current screen selection
Capturing Streams
e Streams can be captured on the selected time slots (contiguous or non-contiguous), sub-channels or full bandwidth
e Frames can be transmitted/captured in either 64 kbps, 56 kbps, n x 64 kbps, or n x 56 kbps data channels (hyper-channels)
e Supports capturing of encapsulated protocols, and long frames up to 16 Kbytes
e Supports decoding of FRF.12 fragment with both UNI-NNI fragmentation and End-to-End fragmentation
e Supports simultaneous decode of multiple streams of Frame Relay traffic on different T1 E1 channels
e Supports decoding of frames with FCS of 16 bits and 32 bits, or none
o Multiple streams of traffic on various T1 E1 channels can be simultaneously decoded with different GUI instances
Export Options
e Exports Summary View information to a comma delimited file for subsequent import into a database or spreadsheet
e Capability to export detailed decode information to an ASCI! file
Remote Monitoring
e Remote monitoring capability using GL's Network Surveillance System
Call Detail Record

e Call details recording feature includes data link groups that help in defining the direction of the calls in a given network and form
logical groups comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links
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Main Features (Contd.)

Additional Features

e Analyzes Permanent Virtual Connection (PVC) and Switched Virtual Connection (SVC) frames
e The following variations are accommodated in the software

— Inverted or non-inverted data

— Byte reversal or non-reversal

o Trace files for analysis can be loaded through simple command-line arguments
e Multiple trace files can be loaded simultaneously with different GUI instances for offline analysis

Summary, Detail, and Hex dump Views

The analyzer displays Summary, Detail, and Hex Dump View in different panes. The Summary View displays Frame Number, Time,
Length, Error, DLCI, DE, BECN, FECN, CTL, NLPID and more. User can select a frame in Summary View to analyze and decode in the
Detail View. The Hex dump View displays the frame information in HEX and ASCII format. The contents of detail and hex dump view
can also be copied to clipboard.

B Frame Relay Protocol Analysis LAPF 64-bit . (m} X
File View Capture Statistics Database Call Detail Records Configure Help
w|a| H 2[S] Azl =(e W w8 %% 0 s %0 ] com|
Dev TSlot SubCh Frame# TIME (Relative) Len Error NLPID Sequence Number Destination IP Address Source |P Address PN
Multiprotocol Encapsulation|  FRF 12.1 Fragment IP IP
e o [ somomon_zel Tovwe L L i EAEIES
2 131 1 00:00:00.000000 SNAP 74.125.135.100 192.168.1.56
2 1-31 2 00:00:00.000713 78 SNAP 74.125128.103 192.168.1.56
2 1-31 3 00:00:00.000713 74 SNAP 74125128103 192.168.1.56
2 1-31 4 00:00:00.055750 76 SNAP 192.168.1.56 74125135100 v
< >
Card2 TimeSlots=1-31 Frame=0 at 00:00:00.000000 OK Len=76 *%% Right click to SHOW/HIDE layeia
HDLC Frame Data + FCS
============ LAPF Layer ============ =
0000 Control bit = 0..... (0)
0000 Ending Fragment T EP Yes
0000 Begining Fragment L Yes
0000 Sequence Number =291 (...0001. 00100011)
0002 EA B et s 0 (0) v
< >
Il_{ex Dump of the Frame Data A
IC3 23 00 D1 03 00 80 00 80 C2 00 07 00 17 CS 74 A N ccd At
EA 94 00 1C CO 1C EA 67 08 00 45 00 00 30 8D 14 él Aeég E 0O
40 00 80 06 D9 F1 CO A8 01 38 44 7D 87 64 09 88 @c URA” 8J31d 1
00 S50 FS S0 2B D4 00 00 00 00 70 02 FF FF C4 60 P0P+0 p WyA"
nn NN N? N4 NS R4 N1 N1 N4 N? AR 2R [3:] ~
== Device # | B _Frame Count(Device #) |
2 52
total 2 52
C:\Program Files\GL Communications Inc\U:|52 Frames 4

Summary, Detail, and Hex dump Views
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Real-time and Offline Analysis

Users can capture and analyze frame relay frames using either real-time or remote analyzers, and record all or filtered traffic into a

trace file. The Frame Relay analyzer supports reassembly and decoding of multiple MFR bundles simultaneously. Each MFR bundle will
reassemble packets from Frame Relay links.

The real-time capturing requires user to specify timeslots, bit inversion, octet bit reversion, hyper channel selection, CRC, and MFR
options (max differential delay). The captured raw data can then be transmitted using the HDLC File Playback application. The recorded
trace file can be used for offline analysis or exported to a comma-delimited file, or ASCII file.

PA¢Frame Relay Protocol Analys:

File View Capture Ste AddBunde | Delte Bundte |

Bunde 1 | Bundie 2|

Addlrk | DeleteLink |

Cad1| Cud1 Cad1 |
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5
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~ Octet Bt Reversion [ MSB <> LS8 )

-

Selected Links [HC 1:1.10HC 1:11.20.75 1:21.30

Stream / Interface Selection
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Filtering and Search

Users can record all or filtered traffic into a trace file and also can create search/filter criteria automatically from the current screen
selection.

The filter and search options add a powerful dimension to the Frame Relay analyzer that isolates required frames from the captured
frames in real-time/remote/offline.

Users can specify custom values for frame length to filter frames during real-time capture. The frames can also be filtered after com-
pletion of capture based on Frame Number, Time, Length, Error, DLCI, DE, BECN, FECN, CTL, NLPID and more.

Similarly, search capability helps user to search for a particular frame based on specific search criteria.

Space Delimited Length List to Exclude
[57

Exclude FISU | Exclude LSSU Clear ALL

~ Filter Selection —CTL Value
i LAPF = Information
@ Data Link Supervisory
=9 LAPF Unnumbered
< DLCI
& DE
& BECN
& FECN >
¥ CIL

< Sequence Number
H % Multipratocol Encapsulatior

w & P

=& TCP -

« | Bl Activate Deactivate I
—all Selected

Layer | Field | Filter Value

LAPF CTL Information, Supervisory, Unnumberec

<] I i

— Conditions for all selections
" AND & OR {* Include (" Exclude Deactivate Sel | Deactivate All

Real-time and Offline Filter
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Aggregate Column Group

The enhanced feature of the protocol analyzer is aggregate column groups. The user can also create multiple aggregate column groups
and prioritize the groups as per the requirement to display the summary results in an efficient way.

If the user has five different aggregate columns and wants to prioritize some columns, the user can create a group of aggregate
columns with the highest priority and will display only the columns of chosen priority. If the values are null, then the next group values
are displayed. The aggregate columns comprising a group will have the same prefix and suffix index as ~0, ~1 ... “N. The group~0 is the
root aggregate group that has the highest priority.

® Aggregate Summary Columns - a X

Save Load Default

B Select summary columns to di...

) Add | Delete | Aliases | Reorder [ Reverse Use '_'in the name for multiline headers
E{: Menu checked options
J .

é'g Protocol standard selection Name | Display Format Summary Columns Separator

ijfﬁ Network/User side selection Group~0 E Concat rg NLPID_Multiprotocol Encapsulation &
Destination IP Address_IP

Time Format — - f—

o Group~1 =/ <Col_Alias>Value S| POP3 Message_POP3

Y View Filter Group~2 Overlay Destination Port_TCP -->

Jjﬂ\fiew Search = ['S Source Port_TCP
Destination Port_UDP

@Pj TCP Connection Options
Periodic Trace Saving Options
F} Startup Options

ﬂg‘:} Data Link Groups

'F;‘F\iiew Font Size

INI Decode Options

. Define Summary Columns
-

Aggregate Summary Columns

‘E:m Capture Options

Aggregate Column Group

The updated results are as shown in the figure below. Here the root aggregate group™~0 summary columns are displayed first and then
Group~1 and Group~2 as per the assigned priority if the higher group values are null.

% Frame Relay Protocol Analysis LAPF 64-bit - m] X
File View Capture Statistics Database Call Detail Records Configure Help
=[a B <o] &mua] =le] W wEwE LA % ] e
TSlot SubCh Frame#t TIME (Relative) Len Group™0 Error NLPID Sequence Number Source IP Address Destination IP A A
Multiprotocol Encapsulation|  FRF 12.1 Fragment IP IP
I ) 00:00:00,000000 & 74 0 | [swnep | 132168156 74.125.135.100
1-31 1 00:00:00.000000 74 | SNAP & 74.125.135.100 SNAP 192.168.1.56 74.125.135.100
1-31 2 00:00:00.000713 76 | SNAP & 74.125.128.103 SNAP 192.168.1.56 74125128103
1-31 3 00:00:00.000713 74 | SNAP & 74.125.128.103 SNAP 192.168.1.56 74.125.128.103
1-31 4 00:00:00.055750 76 | SNAP & 192.168.1.56 SNAP 74.125.135.100 192.168.1.56
1-31 5 00:00:00.055750 74 | SNAP & 192.168.1.56 SNAP 74.125.135.100 192.168.1.56
1-31 3 00:00:00.056463 B8 | SNAP & 74.125.135.100 SNAP 192.168.1.56 74.125.135.100
1-31 7 00:00:00.056463 66 | SNAP & 74.125.135.100 SNAP 192.168.1.56 74.125.135.100
1-31 8 00:00:00.057141 76 | SNAP & 74.125.128.103 SNAP 192.168.1.56 74.125128.103
1-31 9 00:00:00.057141 74 | SNAP & 74.125.128.103 SNAP 192.168.1.56 74.125.128.103
1-31 10 00:00:00.088036 76 | SNAP &192.168.1.56 SNAP 74125128103 192.168.1.56
1-31 " 00:00:00.088036 74 | SNAP & 192.168.1.56 SNAP 74125128103 192.168.1.56 v
- = et - e— e oyt S
Card2 TimeSlots=1-31 Frame=0 at 00:00:00.000000 OK Len=76 »%% Right click to SHOW/HIDE layer details ox a
DLC Frame Data + FCS
============ LAPF Layer ============ =
0000 Control bit = .00 (D)
0000 Ending Fragment = .1...... Yes
0000 Begining Fragment =1....... Yes
0000 Sequence Number = 291 (...0001. 00100011)
0002 EA = e 0 (o)
0002 C/R = ......0. Command(User). Response(Network)
0002 DLCI = 13 (000000.. 1101....)
0003 EA = . 1 (1)
0003 DE = 0. (0)
0003 BECN = ... 0 (0)
nnn: FECN = n fny N
< >
Off-line Viewing. C:\Program Files\GL Communications Inc\USB T |52 Frames Y/

Display of Aggregate Column Group in Summary View
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Call Detail Record and Statistics View

Important call specific parameters like Call ID, Call Status, Call duration, Called/Calling Number, CRV, Release Cause, and so on are
calculated and displayed in Call Detail View. Additionally, users are provided with the option to search a particular call detail record
from the captured traces. Various statistics can be obtained to study the performance and trend in the Frame Relay network based on
protocol fields and parameters.

x|
Fiedd Names ~NLPID
Use Type (single selection]
[ Loyers = se Type (. )
- Physical Link Total
- @ LAPF Field
=9 Multiprotocol Encapsulation
i (G0 o T
N Pad Octet Statistic Type(s) (calculated, multiple selection)
@ IP Frame Percent
=& TCP Bute C
yte Count
[« Q UDP Byte Percent Ll
- NetBIOS Name Service
€ IP Mobiity Registration
@& SMTP
© & POP3
& STUN 7
®-& DNS
@« § DHCP
& HTTP
© & FTP
w8 SNMP ~| Add/Mod ] Remove |
 Selected Statistic Information
| Lager | FieldName | UseType | Statistic Type RemoveSelI
Physical ... Device # Total
Multiprot... NLPID Key Frame Count Remove All

2 0 13 000002195675 45 416 0 0 0 Unnu.. PPPnframerelay 1
2 0 14 000002398612 45 416 0 0 0 Unou.. PPPinfamerelay |
/10 15 00.00:02445718 20 56 0 0 0 Unnu.. PPPintiamerelay |
1 0 16 00:00:02.545199 16 0 0 0 0 Unnu... 0933 =

(=B Devie# | @ NLPID | & Frame counthep... |

1 Q933 (8) 54

1 PPPin frame relay (207) 108

fotal 1 Total 162

2 Reserved NLPID x09-7F (127) 5

2 PPP inframe relay (207) 33

fotal 2 Total 38

calp | Call Status | CalingNum | Called Num | Call Start Date & Time | Call Duration |

< |

=

(e _— = U IRESE f

Statistics and Call Detail Record View
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Save / Load All Configuration Settings

Protocol Configuration window provides a consolidated interface for all the important settings required in the analyzer. This includes
various options such as protocol selection, startup options, stream/interface selection, filter/search criteria and so on. All the
configuration settings can be saved to a file and then loaded for future operations, or user may just revert to the default values using
the default option.

Il Menu checked options i Inl-)_q
Save Load Defauk
p; Select summary columns to dsplay Al
7 Meru checked options 7 View Lotest Frame/Packet
)k Protocol standard selection
oy NetworkjUser side selection ¥ Enable Periodic Trace Saving
(P e Formet 21x]
7 View Fiker Saveir: | LD Usb E1 Anslyzer > «®ckE-
{30 vew search ) A-Law Samples Fiter Fles P CWinCher
gjb- TCP Connection Optio AR ) FrameRelsy CProfiesamples
'&4 | atm ) Gicview C)ProtocoiClassfier
; Periodc Trace Saving | )Ber DGpes L)ReleaseNotes
IL‘,J Sartup Options | Bn2Frame D603 5805
1 | BRFies )Gsm ) signaling transiticns
......Duolmkcvw ) catdata Chdc_jsdn st
£ F, owFont sce ) capdats @t ss7
I coma D IsdnEmudator D RrpChart
5:3/ 1M Decode Options |-300t CMaes O
« :"Caotuo Options LI 0sgral Echo Canceler  (JMLPPP Cnwaity
! ) docs CMd Fies Cumes
J ) dmé CONetwork Survellance (L) VSxProt
«| | |
File name: |FreProtansizer | Save I
Saveastype: | Configuration Files *ACF) | Cancel |

Save / Load Configuration

Frame Relay and Multi-Link Frame Relay Emulation

Automated testing of FR and MFR can be accomplished using an optional client-server based Multi-link Frame Relay Emulator
application. The MFR Emulator sends and receives FR links and MFR bundles with or without impairments.

For more details, visit Client Server based Multi-link Frame Relay (MFR) Emulator webpage.

[ romencior 110 e ol

Ble Edt Yiew Connect Scrgt Log User Heb
D@ * "R @nB Dol BEDHE &8 2

OK
inform task 3 "CREATE VC HC #1:1..31 DLCI 1 FRAG FORMAT END TO END FRAGSIZE 256";
oK

inform task 3 "Tx: HC #1:1..31 DLCI 1 CONT FIXLEN 1500 SEQNUM MSB4"™;
OK

inform task 3 "START TX HC #1:1..31 DLCI 1"}

oK

query task 3;

Task 3:

Simulation=Frame Relay, Total FR Links=1, Active FR Links=1, Sclected Link=1:1..31, Link Status=Active,

s=zszs HDLC Stats ======, Tx Octets=9159516, Tx Frames=35502, Rx Octets=0, Rx Frames=0, Tx Over/Under
Runs=0, Rx OverfUnder Rumxﬂ CRC Error Count=0,

==z=2= Virtual Channel Stats ======, Number of VC's on FR Link: *1:1..31'=1,

VC 1, DLCI=1, Tx Frames=5917, Tx Frags=35502, Rx Frames=0, Rx Frags=0, Lost Frags=0, Received count=0,
Matched count=0, Modified count=0, Inserted count=0, Deleted count=0 =

OK Sl
V'fm Blo Acton Smstion  Heb
f8=0,E=0 for in °
M [Bmdes Tswis | uekview | acton| vc tstes TafRxVorfcotin | e 2t |
inform tosk 11 | o o |
nform task 1 * [ T [rxcr [MatchedCrt [ Modfied Crk | tnsertedCrt | DeletedCrt |
nform task 1 1 10483 1699 182 2 [) 2
inform task 1 { 2 18483 18389 18157 7 0 2
lfinform task 1 . 3 18477 18388 18326 s 0 s
nform task 1 Tod 55443 55170 54815 178 ) )

inform task 1 *(

nform task 1°* E—
nform task 1+ Sndeiol3

inform task 1 "] 8 | _osee |
e - el B
Nerabl M Z]

Client-Server based Multi-link Frame Relay Emulation
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Supported Protocol Standards

The supported protocol standards in SS7 analyzer are SS7 ITU, SS7 ANSI, SS7 ETSI, SS7 CHINA, and SS7 UK.

Supported Protocols

LAPF

Multi-Protocol Encapsulation

IP RFC 791

TCP RFC 793

ubP RFC 768

SMTP RFC 2821

POP3 RFC 1939
STUN RFC 3489

FTP RFC 959

SNMP RFC 1157,1155,1902,3416,2863,2578,3418,2011,2012 etc.
DNS RFC 1035
DHCP RFC 1533, 2131
HTTP RFC 2616

RIP RFC 2453
NBNS (NetBIOS Name Service) RFC 1002
IPMReg (IPv4 Registration Message) RFC 3220
Q933FRel Q.933

SNAP RFC 1042

PPP over Frame Relay RFC 1661

FRF.12, FRF12.1, FRF.15
LCP

SVC Signaling

LMI Signaling

Specification Used

ITU-T Q.922
ETSI EN -301-192

FRF.12, FRF12.1, FRF.15
RFC 1661
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Buyer’s Guide

Item No Product Description

XX130 T1 E1 Real-Time Frame Relay Analyzer

OLV130 T1 E1 Offline/Remote Frame Relay Analyzer

Item No Related Hardware

PTEOO1 tProbe™ Dual T1 E1 Laptop Analyzer (Require Basic Software)
FTEO01 QuadXpress T1 E1 Main Board (Quad Port)

ETEOO1 OctalXpress T1 E1 Daughter boards (Octal Port)

TTEOO1 tScan16™ T1 E1 Boards

XTEOO1 Dual Express (PCle) T1 E1 Boards

Item No Related Software

XX600 Basic Client/Server Scripted Control Software (Included with Basic Software)
XX655 Client-Server MFR Emulation

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, refer Frame Relay Protocol Analyzer webpage.
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