MAPS™ 5G N10 Interface Emulator
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Overview

GL’s MAPS™ 5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in
3GPP TS 23.501 (Release 17). The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON) as the
application layer serialization protocol.

GL’s MAPS™ 5G N51 emulates a Session Management Function (SMF) within the 5G Core, which requests services from the Unified
Data Management (UDM) through the Nudm service. In the above network setup, N10 acts as an interface between UDM and SMF,
allowing both nodes to function as servers and clients. However, SMF primarily initiates service calls, while the UDM acts as a
producer.

The NFs, UDM and SMF are the entities in 5G Core Network (5GC), which support the following services:

e Nudm_SubscriberDataManagement : Get Data Retrieval, Subscribe, Modify Subscription, Unsubscribe Notification procedures
o Nudm_UEContextManagement: SMF Registration, Deregistration, Get and Update, UDM Initiated SMF Deregistration
Notification, and UDM Initiated P-CSCF-Restoration Notification procedures

Besides emulating UDM and SMF, It also supports error tracking, regression testing, load testing. It can run pre-defined test
scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax allow user to create

conformance test cases based on their test plan.

MAPS™ 5G N10 Interface Emulator supports powerful utilities like Script Editor and Profile Editor which allow new scenarios to be
created or existing scenarios to be modified using messages and parameters.

For more information, refer to MAPS™ 5G N10 Interface Emulator webpage.

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) www.gl.com - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) info@gl.com
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Main Features
e Emulate Unified Data Management (UDM) and Session Management Function (SMF) elements
e Supports Nudm_SubscriberDataManagement and Nudm_UEContextManagement Services
e Services use REST APIs based on HTTP and JSON data format

e Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs

e Supports TLS and TCP transports

e Supports scripted call generation and automated call reception

e Supports customization of call flow and message templates using Script and JSON Messages
e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Emulate Multiple Subscribers using CSV Profiles

e Automation, Remote access, and Schedulers to run tests 24/7

Testbed Configuration

The testbed setup window allow user to setup the required test configurations in N10 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest
of the test network. End user configuration profile is used to configure MAPS™ 5G N10 interface with the supported SMF and UDM

- F X

Edit

parameters.
MAPS SMF (M10 RELEASE1T) - [Testbed Setup -TestBedDefault]
[8" Configurations Emulator Reports Editor Debug Tools Windows Help
Qg & e 0 )
HE
Config Value IV Enable
H=l SMF 1
L= sMF1
SMF IP Address 152.168.12.170
SMF Server Port 6666
URI 5cheme HTTP
SMF Client Name Client1
= UDM 1
L= upm 1
UDM IP Address 192.168.12.198
F UDM Port 6666
=] UDM API Versions
UE Authentication Service vl
Context Management Service vl
Subscriber Data Management Service v2
Event Exposure Service vl
Parameter Provision Service vl
MNIDD Authorization Service w2
U=l UE Sirmulation Parameters
Type Of UE Simulation Profiles
F End User Configuration UE_Profiles.xml
=] Auto Generated Users Info
Mo Of Users To Be Simulated 4000
Starting IMSI 001013012041631
MSIM 3012041631
Auto Generated End User Configuration AutoGeneratedUser Profilescml Start
@ Initialisation Errors

@ Error Eve

© GL Communications Inc.
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Pre-processing Tools

SCRIPT EDITOR - The script editor allow user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

endif
if (CallFlowDebug==1)
ToggleScriptFlow (1) :// Utility to enable scriptFlow

¥ ScriptEditor - [C:\Program Files\GL Communications Inc\MAPS3G-M10WMAPS\N1\RELEASETTSMP\Scripts\Mudm_SDM_Control.gls] - O x
% File View Edit Shortcuts Tools Help - 8 4
DEE X =% B2 o 2

Command Window LIES | ] Nudm_SDM_Control bX 3
Action CallFlowDebug=0; Q 2
Conditional & Flow Control if (EnableCLI) 3
Variable CallFlowDebug=l; //To log MessageSequence, messsage cOntentes g

Maps CLI
-Logs [ Comment

nit

hild Script endif
[#-DataBase
-~ Send Report GetLengch (RecvApiName, RecvApiLength) ¢
-~ Resume Getlength (ResthApiCallld, ResthApiCallTldLength) ;
~Return
--Indude // Initialization
- Exit ErrorCode = "NHULL";

- Utility Functions
-Traffic Commands

ErrorDetail = "NHULL";
SUPIStr="SUPI : ";
KeyIdentifier:SUPIStr, SUPI;
ReportEvent (Script = "Rur
LoopCountl = 0;
MsgSeqgCount = 07

flEERE Added for Python CLI
22! ReportEvent (StartStatus =
23! if (IsApiClient)

ng");
LI Received Call

24 EnableCLI = 1;

25 endif

26! if (EnableCLI)

27 ErrorLog("N10 Script Started"):

endif

if (RestApiCallIdLength==0) v

Figure: Script Editor

PROFILE EDITOR - This feature allows loading profile to edit the values of variables using GUI, replacing the original value of variables
in the message template. An XML file defines a set of multiple profiles with varying parameter values which allow users to configure
call instances in call generation to receive calls. These Profiles include 5G parameters, that is required to configure multiple UEs to
emulate Signaling and Traffic.

MAPS SMF (N10 RELEASETT) - [Profile Editor -UE_Profiles] - [m| X

[W'] Configurations Emulater Reports Editor DebugTools Windows Help - 8 x

It LA ] IEXT TR EEICE
HE . ]

Profiles (Edit-F2] # |Config |\|’a\ue ¥ Enable
1 UEProfiedoot I=) UEProfile0001
2 UEProfile0nnz H=l Subscriber Info
L sup 001013012041631
3 UsProfie0oos L SMF Client Selection Client!
4 UEProfile0004 H=l PLMNID
5 UEProfiedoos |: McC 001
MNC o
& UEProfi=000g H=l UECM Service Parameters
7 UEProfilenoo? |: UECM Service Request SMF Registration
8 UEProfie0nos PDU Sessionld 1
i L=l SDM Service Parameters
2 EProfie0oos SDM Service Request Get SM-Data
10 UEProfiedo10 Dnn Internet
11 UEProfie0nii Subscription Expires 2022-08-02T025:09:13.445Z
Immediate Report False
12 UEProfiedn12 .
=l SessionManagementSubscriptionData
13 UEProfile0013 L) SessianManagementSubscriptionData 1
14 UEProfile014 L3 Single Nssai
=| Single Nssai 1
15 UEProfied015s L‘J inge Nssal
t S5T 1 Add | Insert Delete
16 UEProfied016
w D o Properties

Insert Delete Clear

@ _Initialisation Errors | @ _Error Events | 8 C 4

Figure: Profile Editor

© GL Communications Inc.
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Nudm_SubscriberDataManagement Service:

Session Management Subscription Data Retrieval
MAPS™ for 5G N10 interface emulate services between UDM and SMF network functions.

The NF service consumer (e.g. SMF) sends a request to the UDM to receive the UE's session management subscription data. The
request contains the UE's identity (/{supi}), the type of the requested information (/sm-data), and query parameters (single-nssai,
dnn, supported-features, plmn-id).

5GC Network

GET.../{supi}/sm-data

v

200 OK (SessionManagementSubscriptionData)
404 Not Found

e The NF service consumer sends a GET request to the resource representing the UE's session management subscription data,
with query parameters indicating the selected network slice /the DNN/ supported-features / plmn-id.
e On Success, the UDM responds with "200 OK"

e [f there is no valid subscription data for the UE, or if the UE subscription data exists, but the requested session management
subscription is not available, HTTP status code "404 Not Found" shall be returned.

e On Failure, the appropriate HTTP status code indicating the error shall be returned.
Subscription to Notifications of Data Change

The NF service consumer sends a request to the UDM to subscribe to notifications of data change. The request contains a callback
URI and the URI of the monitored resource.

5GC Network

— POST.../{supi}/sdm-Subscription (SdmSubscription) —>

201 Created (SdmSubscription)
€ 404 Not Found

501 Not Implemented

e The NF service consumer sends a POST request to the parent resources, to create a subscription as present in message body
e On Success, the UDM responds with "201 Created"
e |f there is no valid subscription data for the UE, HTTP status code "404 Not Found" shall be returned

o [f the UE subscription data exist, but the requested subscription to data change notification cannot be created. HTTP status
code "501 Not Implemented" shall be returned

e On Failure, the appropriate HTTP status code indicating the error shall be returned

© GL Communications Inc.
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Nudm_SubscriberDataManagement Service (Contd.)

Modification of a Subscription to Notifications of Data Change

The NF service consumer sends a request to the UDM to modify a subscription to notifications of data changes. The request contains
the URI previously received in the Location HTTP header of the response to the subscription.

5GC Network

PATCH.../{supi}/sdm-Subscriptions/{Subscriptionid}
(SdmSubsModification) >

200 OK (SdmSubscription)
404 Not Found

N

e The NF service consumer sends a PATCH request to the resource identified by the URI previously received during subscription
creation

e The NF service consumer may include "monitoredResourceUris" to replace the existing monitored resource URIs

e On Success, the UDM responds with "200 OK"

e [f there is no valid subscription available, HTTP status code "404 Not Found" should be returned

e On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body

Unsubscribe to Notifications of Data Change
The NF service consumer sends a request to the UDM to unsubscribe from notifications of data changes. The request contains the
URI previously received in the Location HTTP header of the response to the subscription.

5GC Network

—— DELETE.../{supi}/sdm-Subscriptions (Subscription) —>

204 No Content
404 Not Found

A

e The NF service consumer sends a DELETE request to the resource identified by the URI previously received during subscription
creation

e On Success, the UDM responds with "204 No Content"
o [fthere is no valid subscription available, HTTP status code "404 Not Found" should be returned
e On Failure, the appropriate HTTP status code indicating the error shall be returned

© GL Communications Inc.
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Nudm_UEContextManagement Service

SMF Registration
MAPS™ for 5G N10 interface emulate services between UDM and SMF network functions.

The SMF sends a request to the UDM to create a new registration. The request contains the UE's identity (/{ueld}) which shall be a
SUPI and the SMF Registration Information.

5GC Network

PUT.../{ueld}/registration/smf- registration/{pduSessionid}
_ . . —_—>
(SmfRegistration)

201 Created (SmfRegistration)
403 Forbidden

e The SMF sends a PUT request to the resource .../{ueld}/registrations/smf-registrations/{pduSessionld}, to create an SMF
Registration as present in the message body
e The UDM responds with "201 Created"

e |f the operation cannot be authorized due to e.g UE does not have required subscription data, access barring or roaming
restrictions, HTTP status code "403 Forbidden" should be returned

e On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body

Nudm_UEContextManagement Service

SMF deregistration
MAPS™ for 5G N10 interface emulate services between UDM and SMF network functions.

The SMF sends a request to the UDM to deregister an individual SMF registration. The request contains the UE's identity (/{ueld})
which shall be a SUPI and the PDU Session ID (/{pduSessionid}.

5GC Network

DELETE.../{ueld}/registration/smf- registration/{pduSessionid}
(SmfRegistration)

v

204 No Content

A

e The SMF sends a DELETE request to the resource representing the individual SMF registration that is to be deregistered
e The UDM responds with "204 No Content"

e  On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information
should be returned in the DELETE response body

© GL Communications Inc.
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Nudm_UEContextManagement Service (Contd.)

UDM Initiated SMF Deregistration

The UDM initiates deregistration procedures for a registered user toward the SMF of the old PDU session when a new PDU session is
established with the same ID from a different SMF. This occurs during the SM Context Transfer procedure or when duplicated PDU
sessions exist in the network (e.g., the AMF fails to release the old PDU session before creating a new one with the same ID). In the
registration procedure, the SMF sends the deregCallbackUri URI and Deregistration Data to the UDM for UDM-initiated notifications.

5GC Network

POST {deregCallbackURI} (DeregistrationDate)

204 No Content
4xx/5xx (Problem Details) or 3xx

e The UDM recieves a POST request to the deregCallbackUri provided by the SMF during registration
e On success, the SMF responds with a “204 No Content” message.

e When an SMF receives a deregistration notification, it releases the PDU session without sending a SM Context Status
Notification to the SMF. For a PDU session with I-SMF or V-SMF, the SMF sends a Status Notification to the I-SMF or V-SMF,
indicating the release of the PDU session due to duplicated PDU sessions

e On Failure, the appropriate HTTP status code indicating the error shall be returned
UDM Initiated P-CSCF-Restoration

The UDM informs the registered AMF or SMF that P-CSCF restoration is required. The request includes the
pcscfRestorationCallbackUri (a specific address) and information about P-CSCF Restoration received by the UDM during registration.

5GC Network

POST {pcsfRestorationCallbackURI}
(PcscfRestorationNotification)

204 No Content
4xx/5xx (Problem Details) or 3xx

v

e The UDM sends a POST request to the pcscfRestorationCallbackUri provided by SMF during the registration
e On success, the AMF or SMF responds with "204 No Content"
e |n case of failure, the appropriate HTTP status code indicating the error is returned

© GL Communications Inc.
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Call Generation and Reception

In call generation mode, MAPS™ is configured for

the outgoing messages, while in call receive mode, it is configured to respond to the

incoming messages. Tests can be configured to run once, multiple iterations and continuously. Also, allow user to create multiple

entries using quick configuration feature.

The editor allow to run the added scripts sequentially (order in which the scripts are added in the window) or randomly (any script
from the list of added script as per the call flow requirements).
The test scripts are started manually at call generation, and at the call reception the script is automatically triggered by incoming

messages.
BAPS ShAF (M0 RELEASETT) - [Call Generation -CallGenDefault] — O *
|§; Configurations  Ernulator  Reports  Editor  Debug Tools  Windows  Help - 8 X
g . . 1 & ~ [N ~ n ey
QB3 RBR YE L6 s/E L 0T

BIECTIE 8@

I SrMo | Script Name | Prafile | Call Info | Script Execution | Status | Ewents | Result | Total lt... | Completed lterations
1 Mudr_UECH_Cantral.gls SUPI : imsi-00107301 20416831 Start I SMF Registration is successful Mane I Pass 1 1
Mo, : . st | More |
< >
1
Add Delete | Inserk | ReFreshI Skart | Skart AIII Stop I'l Stap Al "l Abart |Abort AIII
Save |  ColumnWidh —— ——— " Show Latest
Find
SMF UDM o
CET http:/F19Z2.168_ 12.198: 6666/ /nudn-sdn/vE/insi-00101201204162 L fen-datal dn=intarne
accept : application/json,
application/problemtison
200 0K
L] 12,36:34.111000
[ |
< >
| Scrpts 3, Message SequenceK Event Config >\ Script Flow /

| @ Captured Errors | @ Link Status | 2|

@ Initialisation Errors | @ Error Events

Figure: Call Generation

MAPS DM (M10 RELEASETT) - [Call Reception] - O X
4 Configurations Emulator Reports  Editor DebugTools  Windows Help - & x
. . 1 1 & ~ " ~ n e
B3 ePR 7E s sS L0
Sr Mo | Script Name | Prafile I Call Infa | Script Execution | Statuz | Ewents E wents Profile | Fesults |
1 LUDM_HTTP2_Cornection_Monitor.gls UDM Server Clients - SMF,  [I00Stap 00| Monitoing HTTPZ Connestion Status Naone Unknawn
2 Mudm_UECM_Contral. glz SUPI : Limsi-001013012041631 Completed | SMF Registration iz updated Maone Pass
] 63 Completed | g nt Maone _
1
| Stop I Stop Al | Abort: | Abort: Alll ¥ Show Records [ Select Active Call [ Auko Trash  Trash |
Save | Colmnwidh ——F——— T Show Latest
SMF uDM Find
Status: 0
tmethod @ GET
tpath @ /oudn-sdo/vEimsi-001012012041631 / sw-data? din=internet
200 - -
| BT :zcheme : http
il | 12:36:34.104000 cauthority : 13Z_165.1Z.198: 6666
accept : application/ison,
application/problemt]json
£ >
Scipts 3 Message Sequence/< Ewent Config >\ Script Flow /
@ Initialisation Errors | @ Error Events | @ Captured Errars | @ Link Status L /|

Document Number: PKS504-03

Figure: Call Reception

© GL Communications Inc.
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Command Line Interface (CLI)

The MAPS™ 5G N10 (SMF) can be configured as a CLI server application for remote control via command-line clients, including Python.
These clients can execute various functions remotely, such as initiating the testbed setup, loading scripts, profiles, and applying user
events like call generation, termination, and traffic control. Users can generate and receive calls using commands.

| & Python 3.7.5 Shell - ] X

Eile Edit Shell Debug Options Window Help

Python 3.7.5 (tags/v3i.7.5:5c02a39a0b, Oct 15 2019, 0O0:11:34) [MSC v.1916 64 hit
[AMDE4)] on win3dz

Type "help", "copyright®, "credits" or "license()" for more information.

Fr

= RESTART: C:\Program Files)GL Communications Inc’ MAPSSG-N10%MAPSCLIYWPythonClien
t\exa.mples\SHF\NID_PlaceCall.py

N10 CLI Serwver Connection... True

N10 Testhed Starting ... True

N10 Profile Loading... True

N10  Nudw DM Control.gls Script Jtarted... start_call script @ status == ERunni
ner

True

Call Initiation 3tatus ... sm—data : True

Call RBesponse 3tatus... ERegquest Sent

ConfirmationBesponse = UE's SM Data Receiwved

MAPS W10 MsgCount: 2
MAPS LastM3GRowv.....

Time Stamp RFoute Message

15:30:40.229 <= z00

wa—ww*w*w*w*wwa—wnnpg NlD Hessage FlDU FTEEEERLTRETRETNLS

Time Stamp Foute Message

Message decaode. ..

15:30:39.9350 - GET - /nudm—sdm/vZ/imsi-001013012041631/
sm-data?dnn=internet

15:30:39.930 - GET — /nudm-sdmd w2/ imsi-00101301204163 1/ sm—data?dnn=inte
rnet

Message decode. ..

15:30:40.229 <= 200

15:30:40.229 <= 200

{rdnnConfigurations":{ "internet™ i { "SyQosProfile™ i {"5gim™:i 9, Tarp” i { "presmptoap T "N
OT_PREENPT", "preewptVuln": "NOT_PREEMPTAELE", "priorityLevel™:15}, "prioritylLevel™:
15}, "pdulSessionTypes":{ "allowedSessionTypes™: ["IFV4", "IPVE", "IPV4VE"] , "defaultle
szionType™: "IPV4E")  "sessiondwbhr™:{ "downlink":"1000 Mbps", "uplink":"2000 Mbps"™:, "
ssclModes": { "allowed3sclodes": ["33C_MODE_1"], "defaultdscMode™: "33C_MODE_1"ii}, "=si
nglelssai®:{"ssc™:1}1}

Stopping Script... True

Stopping N12 TestEed... True

N10 Server Disconnecting... True

>3 |

Ln:30 Col: 4
Figure: Sample Python Client

CTi MapsCLISMF (N10 RELEASETT) — O *
B File Edit  Wiew e
= =] x,

[v Wigw Latest Command

1 2024-1-19 15:30:34, 251000 : Start "TestBedDefault, <ml" # "_SMF[0].UOMI0]UDMIPAddress"="192,168.12,198"," _TypeOFUESimulation"="¥ML","_DefaultProfile"="UE_Profiles,xml";
11 2024-1-19 15:30:37. 206000 : LoadProfile "UE_Profiles. xml"

11 2024-1-19 15:30:39.506000 ¢ StarkSeript 1 “Mudm_SDM_Cantral.gls” "UEProfile0001" 1 # "IMSI"=( binarystring J001013012041631,"EnableCLI"=1;
1 2024-1-19 15:30:39,731000 : UserEvent 1 "Request_Mudm_SDM_GetsmData";

1 2024-1-19 15:30:40,061000 : UserEvent 1 "GetCallstatus";

1 2024-1-19 15:30:41, 370000 : UserEvent 1 "GetMessageCount”;

1 2024-1-19 15:30:41,475000 : UserEvent 1 "GetLastReceivedMessage”;

1 2024-1-19 15:50:41, 580000 : UserEvent 1 "GetMessageInfo"# "Index"=0;

1 2024-1-19 15:530:41, 700000 : UserEvent 1 "GetMessagelnfo"# "Index"=1;

1 2024-1-19 15:30:41, 809000 ; StopScript 1;

11 2024-1-19 15:30:41.910000 : Stop TestBedSetup;

erverlog:errCode = 0,errString = connection has been gracefully closed for ClientId =1

M

MUM

Figure: MAPS™ CLI Server

© GL Communications Inc.
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Supported Protocols and Specifications

JSON

HTTP/2

TCP TLS

IP

Ethernet

REST

Supported Protocols Standard/ Specification

N10 Interface (UDM - SMF) TS29.503 (Release 17)
JavaScript Object Notation (JSON) IETF RFC 8259

HTTP /2 IETF RFC 7231
IETF RFC 7540/RFC 7541

TLS IETF RFC 8446
TCP IETF RFC 793
IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS504 MAPS™ 5G N10 Interface Emulator

PKS305 MAPS™ 5G Multi-Interface Emulation

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS502 5G service-based Emulation (Prerequisite base license for all service-based (Open API) interface emulations)
PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)
PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)
PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)
PKS507 MAPS™ 5G N13 Interface Emulator (Requires PKS502)
PKS502 MAPS™ 5G N17 Interface Emulator

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)
PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)
PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)
PKS170 CLI Support for MAPS™

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) www.gl.com - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) info@gl.com
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