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Overview

GL's MAPS™ 5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in 3GPP
TS 23.501 (Release 17). The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON) as the application
layer serialization protocol.

GL's MAPS™ Authentication Server Function (AUSF) within the 5G Core offering services to the User Data Management (UDM) via the
Nausf and Nudm service-based N13 interface respectively. The above network architecture represents the service-based architecture,
with focus on N13 between AUSF and UDM. Here, UDM acts as producer, where UDM producer refers to the specification TS29.509
(Release 17). The NF, AUSF and UDM are the entities in 5G Core Network (5GC), which supports the following services via Nudm service
-based N13 interface:

e Nudm_UEAuthentication Services: Get and ResultConfirmation operations

Besides emulating network elements AUSF and UDM functions, it also supports error tracking, regression testing, load testing. It can run
pre-defined test scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax allows
user to create conformance test cases based on their test plan.

MAPS™ 5G N13 Interface Emulator supports powerful utilities such as Script Editor and Profile Editor which allows new scenarios to be
created or existing scenarios to be modified using 5G N13 JSON messages and parameters.

For more details, refer to MAPS™ 5G N13 Interface Emulator webpage.

Main Features

e Emulate AUSF and UDM elements

e Supports Nudm_UEAuthentication Services Procedure

e Services use REST APIs based on HTTP and JSON data format

e Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs
e Supports TLS and TCP transports

e Supports scripted call generation and automated call reception

e Supports customization of call flow and message templates using Script
e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Generate multiple subscribers using the CSV profiles

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration

The testbed setup window allow user to setup the required test configurations in N13 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest of
the test network. End user configuration profile is used to configure MAPS™ 5G N13 interface with the supported UDM and AUSF
parameters.

[¥°{ Configurations Emulator Reports Editor DebugTools Windows Help - | 8| %

Fheos/s Bl ¢ H: S L 00
HER

Config |Value ‘ [V Enable
H=) UDM 1
L= ubM1
UDM IP Address 192.168.13.92
UDM Server Port 6666
URI Scheme HTTP
{z] UDM API Versions
L UE Authentication Service vl
{=z] AUSF API Versions
AUSF UE Authentication API Version vl
F AUSF SoR Protection API Version vl
AUSF UPU Protection Service AP| Version vl
U=] UE Simulation Parameters
Type Of UE Simulation Profiles
F End User Configuration UE_Profiles.xml
#] Auto Generated Users Info
Start Edit

@ |Initialisation Errors

Figure: Testbed Setup
Pre-processing Tools

SCRIPT EDITOR - The script editor allow user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

& ScriptEditor - [C:\Users\sneha.GLIROOT\Desktop\maps5g-n13\MAPS\N13\RELEASE17\UDM\Scripts\5G_Security_APIs.gls] - a X
& File View Edit Shortcuts Tools Help - & %
DERE X * B o ®
Command Window  2x] | ¢ Nudm_UEAU_Control 5G_Security_APIs bex |FE
m 1} "Calculate_UE_AuthVectors" (AuthenticationType,KEY,OP, SON, AuthenticationAlgType, ServingNetwc A %
Send 2 EventLog ("Loaded Profile = ", LoadedProfileName): g
Recv 3 if (AuthenticationType=="5G_RKA") g
- Decode 4 if (AuthenticationAlgType =="Milenage") —
Bind S GetLength (OP, OPLength) ;
Unbind 3 if (OPLength>16)
Load Profile 2 EventLog ("OP Length Should be 16 bytes For Milenage, using first 16 bytes'
Start Timer 8 Split (OP,16,0P,OPResidue);
Stop Timer 9 endif
Stop Retransmit Timer 10 if (operationcode == "CP")
[#- Conditional & Flow Control 11 CalculateOPc (KEY, OP, OPc):
[~ Variable 12 //EventLog ("OPc : ", OPc):
[#-Maps CLT 13] endif
[#-Logs / Comment 14 //T -- KEY, RAND, OPc
- Init 15 //OUTPUTS -- RES, CK, IK, AK
[#- Child Script 16 £2345 (KEY, RAND, OPc, RESVal, CK, IK, AK):
[#-DataBase 17 ExtarctAUIN (AUIN, AK, SQN, AMF, MAC A Alt);
Send Report B —- KEY, RAND, SQN, RMF, OPc
Resume 19 //F1 - OUTPUTS -- MAC A
Return 20 £1(KEY, RAND, SQN, AMF, OPc, MAC_3):
Indude 21 RES=$RESVal;
Exit 22 elseif (AuthenticationAlgType =="Tuak")
[#- Utility Functions 23 GetLength (OP,OPLength) ;
[#- Traffic Commands 24 if (OPLength<32)
25 ErrorLog ("OP Length Should be 32 bytes For Tuak"):
26 endif
27 //INPUTS -- KEY, RAND, OP
28 //OUTPUTIS -- RES, CK, IK, AK v
< >
Ready |Line Count - 149 | Line: 1 Col: 1 [ A

Figure: Script Editor
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PROFILE EDITOR - This feature allow loading profile to edit the values of variables using GUI, replacing the original value of variables in
the message template. An XML file defines a set of multiple profiles with varying parameter values which allow user to configure call
instances in call generation to receive calls. The Profiles include 5G parameters, that is required to configure multiple UEs to emulate
Signaling and Traffic.

MAPS UDM (N13 RELEASE17 ) - [Profile Editor -UE_Profiles] - [m] X
¥ Configurations Emulator Reports Editor Debug Tools Windows Help - &8 x
4 5 | s (N n £
LYY T B FEIEE O]
HE& . ]
# | Profiles (Edit-F2) A |Config Value (/% Enable
1 UEProfile0001 B UEProfileD001
5 UEProfile00o2 =) Subscriber Info
SUPI 001013012041631
3N UEErofeD003 {=) Authentication Parameters
4 UEProfile0004 Authentication Type 5G_AKA
5 UEProfile000s Algorithm Type 5G AKA Tuak
KEY 00112233445566778899%aabbccddeeff
S UeProfic0006 Operator Variant Parameter Type  OPc
7 UEProfile0007 oP 01020304050607080910111213141516...
T n00s oPc 01020304050607080910111213141516
. SON 000000000079
S UEProfile0009 AMF 2000
10 UEProfile0010 Add | Insert Delete
11 UEProfile0n11 3 Properties
Insert Delete Clear -
@ Initialisation Errors | @ ErrorEvents | @ CapturedEn /|

Figure: Profile Editor

Call Generation and Reception

In call generation mode, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to the
incoming messages. Tests can be configured to run at once, multiple iterations and continuously. Also, allow user to create multiple
entries using quick configuration feature. The editor allow to run the added scripts sequentially (order in which the scripts are added in
the window) or randomly (any script from the list of added script as per the call flow requirements). The test scripts are started
manually at call generation, and at the call reception the script is automatically triggered by incoming message.

MAPS AUSF (N13 RELEASE17 ) - [Call Generation -Default] - a X
}@ Configurations Emulator Reports Editor DebugTools Windows Help - & x

GFEss @Rz L0C
| W RS 8 [d

SrNo

Script Execution

Script Name Profile Call Info

Nudm_UEAU_AUISF_Controlgls | UEProfile0001 [suci-0-001-01-0-0-0-3012041631 Authenticati None
1

2 Nudm_U| EAU_AUSFCnntmI.gIs UEProfile0002 None Unknown 1]
3 Nudm_UEAU_AUSF_Control.gls UEProfile0003 None Unknown 1 0
4 Nudm_UEAU_AUSF_Control.gls UEProfile0004 None J Unknown 1 0
L Nisdm 1IFAI1 81ISF Cantal als 1 IF Prafil=NNNS None I linknoun 1 n ¥
< >
1
Add_| Delete | Insert | Refresh| start | startal| stop || stopal [w| abort [ abortal

Save |  ColumnWidth f— T ShowLatest

AUSF UDM fnd
POST http://192.1€8.1.20:€€€5/nudm-ueau/vl/suci-0-001-01-0-0-0
content-type : application/json
accept : application/json,
200 0K 12:2704.102000 application/problemtjson
POST /nudm-ueau/v1/imsi-001013012041631/auth-events {
12:27:04.225000 "ausf£Instanceld":"5017£409-7d£3-4881-bb54-bebdds574440",
201 CREATED "servingNetworkName": "SG:mnc001.mcc001. 3gppnetwork.org”
12:27:04.253000 }
< > [«
k Scripts AueuageSeqnnce/( Event Config }\ Script Flow /
@ Initialisation Errors @ Error Events |_® Captured Errors | @ LinkStatus Up=

Figure: Call Generation
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MAPS UDM (N13 RELEASE17) - [Call Reception] - [m] X
% Configurations Emulator Reports Editor DebugTools Windows Help - &%

FEE TR IR IR RO

l SrNo | Script Name

1 UDM_HTTP2_Connection_Monitor.gls UDM Server Clients : AUSF,

| Nudm UEAU Contolgls [ | suci0-001-01-0-00-3012041631 [ G Authentication Vectorssent | None
3 Nudm_UE&U_Control.gls imsi-001013012041631 ~ Completed | Authentication Vectors sent None Pass
4 Nudm_UEAU_Control.gls suci-0-001-01-0-0-0-3012041632 Completed ] Authentication Vectors sent None Pass
5 Nudm_UE&U_Control.gls imsi-001013012041632 77@0@@3}@4' Authentication Vectors sent ] None | Pass

| Profile ] Call Info I Script Execution | Status | Events | Results ]
=] | Monitoring HT TP2 Connection Status None ] Unknown

Stop I Stop Al | Abort | AbortAII| V¥ ShowRecords |~ Select Active Call |~ Auto Trash  Trash

Save |  ColumnWidth

f—— T Show Latest

AUSF

UDM Find

Status: 1

:method : POST

:path : /nudm-ueau/vl/suci-0-001-01-0-0-0-3012041¢€31/security-info
200 :scheme : http

|130130]71UDU :authority : 192.1€8.1.20:€€€5
content-type : application/json
accept : application/json,
application/problemt+json
content-length : 113

{
"ausfInstanceld”:"7£54c042-7££8-4a44-b377-bBe48£0b71E3",
"servingNetworkName": "SG:mnc00l.mcc00l . 3gppnetwork.org”

}

<
Scripts ), Message Sequence /< Event Config >\ Script Flow /

@ Initialisation Errors | @ ErrorEvents @ Captured Errors @ Link Status Up

Figure: Call Reception

Nudm_UEAuthentication Service

Authentication Information Retrieval

MAPS™ for 5G N13 interface emulate services between UDM and AUSF network functions. An AUSF retrieves authentication infor-
mation for the UE from UDM. The request contains the UE's identity (supi or suci), the serving network name, and may contain resyn-

chronization info.

e An AUSF service consumer sends a POST request to the resource representing the UE's security information

e The UDM responds with "200 OK"

o [f the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming
restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body

e On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information

should be returned in the

POST response body

5GC Network

POST.. {supiOrSuci}/security-information/generate-auth-data

A 4

{serving network name, resync info}

200 OK {AuthenticationIinfoResult}

N

403 Forbidden

© GL Communications Inc.
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Nudm_UEAuthentication Service (Contd..)

Authentication Confirmation

MAPS™ for N13 interface emulate services between UDM and AUSF network functions. The AUSF confirms the occurrence of a
successful or unsuccessful authentication to the UDM. The request contains the UE's identity (supi), and information about the
authentication occurrence (AuthEvent).

e An AUSF service sends a POST request to the resource representing the UE's authentication events.
e On Success, the UDM responds with "201 Created".

e On Failure, the appropriate HTTP status code indicating the error shall be returned along with appropriate additional error

information.
E 5GC Network
| 4

POST..{supi}/auth-events (AuthEvent)

v

201 Created

Authentication Result Removal
The AUSF service requests the UDM to remove the Authentication Result. The request contains the UE's identity (supi), the authEvent
Id, and an indication to remove Authentication result.

e The AUSF service shall send a PUT request to the UDM. The payload of the body shall contain the indication to remove
authentication result.

e On Success, "200 OK" shall be returned. The UDM shall remove the Authentication result of the UE by completely replacing the
individual AuthEvent resource.

e On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information

should be returned.
( ’ 5GC Network

PUT...{supi}/auth-events/{authEventld} (AuthEvent)

v

200 OK (AuthEvent)

© GL Communications Inc.
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Command Line Interface (CLI)

The MAPS™ 5G N13 (AUSF) can be configured as a CLI server application for remote control via command-line clients, including Python.
These clients can execute various functions remotely, such as initiating the testbed setup, loading scripts, profiles, and applying user
events like call generation, termination, and traffic control. Users can generate and receive calls using commands.

| & Python 3.7.5 Shell m] X

File Edit Shell Window Help

Python 3.7.5 (tags/v3.7.5:5c02a3%a0b, Oct 15 2019, 00:11:34) [MSC v.1916 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license ()" for more information.

>>>

= RESTART: C:\Program Files\GL Communications Inc\MAPSS5G-N13\MAPSCLI\PythonClient\examples\AUSF\N13
_PlaceCall.py

Debug Options

N13 Server Connection... True
N13 Testbed Starting ... True
N13 Profile Loading... True

N13 Nudm UEARU AUSF Control.gls Script Started...
Starting N13 script True
Authentication Request Initiation
event_args = []

Auth Request Status =
True

Authentication Response Status... Request Sent
ConfirmationResponse = Authentication Successful
MAP MsgCount: 4

*xxx* MAP Message Flow ***a%

nudm_authenticate_regquest entered

Applied

Stopping Script.

Time Stamp Route Message

msg_count==

[r9:16:35.546 =% POST - /nudm-ueau/v1/suci-0-001-01-0-0-0-3012041632/securit
y-information/generate-auth-data

19:16:35.572 <= 200

19:16:35.695 -> POST - /nudm-ueau/v1/imsi-001013012041632/auth-events
19:16:35.714 <- 201

e XEDE

N13 Server Disconnecting... True
>>>
Ln: 20 Col: 0
Figure: Sample Python Client
CTi MapsCLI AUSF (N13 RELEASE17) - [} X
& File Edit View =[5 %

W IEES

IV View Latest Command

1:: 2024-1-25 19:16:20.039000 :
1::2024-1-25 19:16:22.794000 :
1::2024-1-25 19:16:24.977000 :
1:: 2024-1-25 19:16:35.041000 :
1:: 2024-1-25 19:16:35.153000 :
1:: 2024-1-25 19:16:36.799000 :
1:: 2024-1-25 19:16:36.910000 :
1:: 2024-1-25 19:16:37.020000 :
1:: 2024-1-25 19:16:37.130000 :
1:: 2024-1-25 19:16:37.240000 :
1:: 2024-1-25 19:16:37.352000 :
ServerLog:errCode = 0,errString = connection has been gracefully closed for Clientld =1

Start "TestBedDefault.xml” # *_AUSF[0].AUSF[0].AUSFIPAddress"="192. 168.12.7","_TypeOfUESimulation"="XML",”_DefaultProfile”="UE_Profiles.xml";
LoadProfile "UE_Profiles.xml™

StartScript 1 Nudm_UEAU_AUSF _Control.gls™ "UEProfile0001" 1 # "IMSI"=( binarystring )001013012041632, "AuthenticationAlgType™="Tuak", "CallFlowDebug"=1, "EnableCLI"=1;
UserEvent 1 "Nudm_UE_Authentication”;

UserEvent 1 "GetCallStatus™;

UserEvent 1 "GetMessageCount”;

UserEvent 1 "GetMessagelnfo™# “Index™=0;

UserEvent 1 "GetMessagelnfo™# “Index"=1;

UserEvent 1 "GetMessagelnfo™# “Index™=2;

UserEvent 1 "GetMessagelnfo™# “Index™=3;

StopScript 1;

[ oM 4

Document Number: PKS507-01

Figure: MAPS™ CLI Server

© GL Communications Inc.
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Supported Protocols and Specifications

Supported Protocol

JSON

HTTP/2

TCP

TLS

IP

Ethernet

REST

N13 Interface (UDM - AUSF)

JavaScript Object Notation (JSON)

HTTP2

TLS

TCP

IPv4

Standard/ Specification

TS29.509 (Release 17)

IETF RFC 8259

IETF RFC 7231
IETF RFC 7540/RFC 7541

IETF RFC 8446

IETF RFC 793

IETF RFC 791 [5]
IETF RFC 2460 [6]

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS507 MAPS™ 5G N13 Interface Emulator (Requires PKS502)
PKS305 MAPS™ 5G Multi-Interface Emulation

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS502 5G service-based Emulation (Prerequisite base license for all service-based (Open API) interface emulations)
PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)
PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)
PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)
PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)
PKS502 MAPS™ 5G N17 Interface Emulator

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)
PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)
PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)
PKS170 CLI Support for MAPS™

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.
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