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Overview

GL's MAPS™ 5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in
3GPP TS 23.501 (Release 17). The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON) as the
application layer serialization protocol.

GL’s MAPS™ emulate Unified Data Management (UDM) within the 5G Core offering services to the Short Message Service Function
(SMSF) via the Nudm service-based N21 interface. The above network architecture represents the service-based architecture, with
focus on N21 between UDM and SMSF. Here, node UDM can act as "NF Producer", which refers to 7S29.503 (Release 17)
Specification. The SMSF and UDM are the entities in 5G Core Network (5GC), which supports the following services

e Nudm_UEContextManagement
e Nudm_SubscriberDataManagement

Besides emulating network elements SMSF and UDM functions, it also supports error tracking, regression testing, load testing. It can
run pre-defined test scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax
allow user to create conformance test cases based on their test plan.

MAPS™ 5G N21 Interface emulator supports powerful utilities such as Script Editor and Profile Editor which allow new scenarios to
be created or existing scenarios to be modified using 5G N21 JSON messages and parameters

For more information, please visit MAPS™ 5G N21 Interface Emulator webpage.

Main Features

e Emulate SMSF and UDM elements

e Supports Nudm_SubscriberDataManagement (Get, Subscribe, ModifySubscription, Unsubscribe and Notification operations)
and Nudm_UEContextManagement Services (SMSF Registration and Deregistration operations)

e Services use REST APIs based on HTTP and JSON data format

e Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs

e Supports TLS and TCP transports

e Supports scripted call generation and automated call reception

e Supports customization of call flow and message templates using Script and Message Editor

e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration
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The testbed setup window allow user to setup the required test configurations in N21 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest
of the test network. End user configuration profile is used to configure MAPS™ 5G 21 interface with the supported SMSF and UDM

parameters.
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Figure: Testbed Setup
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Pre-processing Tools

SCRIPT EDITOR - The script editor allow user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

% ScriptEditor - [C:\Program Files\GL Communications Inc\MAPS5G-N21\MAPS\NZT\RELEASE1T\SMSF\Scripts\Nudm_UECM_Co.. — m] *
% File View Edit Shortcuts Tools Help - 8 X
DS Ex x| BZ|e ?

214 Nudm_UECM_Control bx Z
% I//CallFlDwDeb'Jg=l: //To log MessageSequence, messsage contentes ~ %
2 if{CallFlowDebug==l) g
= ToggleScriptFlow(1l);// Utility to enable scriptFlow g
2 endif -
=)

=

/f Initialization
ErrorCode = "NULL":
ErrorDetail = "NHULL";
SUPIStr="5UPI : ";
KeyIdentifier:SUPIStr, SUPI:

Date = "";
Time = "TO";
Separatorl =
SeparatorZ = ":";
Separator3 = ".";

GetTimeInfo (Year,Month, FmtMonth, Day, Hr,Min, Sec,M3ec) ;

AppendInAscii (Date,Year, Separatorl,Month, Separatorl, Day);

AppendInfscii (Time,Hr, Separatorz,Min, Separatorz, Sec, Separator3,MSec)
AppendInfscii (DataTime,Date,Time);

smfSetId="secl0l.smfzet";

AppendInfscii (smfSetId, Separator3,"Sgc.mnc0", MNC, Separator3, "mcc",MCC) ;

w_m,

Pl Aebb il Added for Python CLI

ReportEvent (StartStatus = "Running™):

LoopCountl = 0;

LoopCount =0;

MsgSegCount = 0; //[Veda K: 04.08.2023] - BAlready present in CLI_Handler.gls

if (IsApiClient) //For CLI Received Call

EnableCLI = 1;

endif

if (EnableCLI)

ErrorLog("N21 Script Started"):

endif "

Ready |Line Count - 175 Line: 1 Col : 1 2

Figure: Script Editor

PROFILE EDITOR - This feature allow loading profile to edit the values of variables using GUI, replacing the original value of variables
in the message template. An XML file defines a set of multiple profiles with varying parameter values which allow user to configure
call instances in call generation to receive calls. The UE_Profiles include 5G parameters, that is required to configure multiple UEs to
emulate Signaling and Traffic.

MAPS SMSF (N21 RELEASE17) - [Profile Editor -UE_Profiles*] - m] X
[®" Configurations Emulator Reports Editor DebugTools Windows Help - || %

FEEY XY 1 BT R
HE| 3 ]

# | profiles (Edit-F2) ~ §Config ‘ [V Enable
1 UEProfile0001 B UEProfileD001

=) Subscriber Info

2 UEProfile0002

SUPI 001013012041631
3 UEProfie0003 SMSF Client Name SMSFClient1
4  UEProfile0004
5 UEProfile0005 001

01

6 LERrafle000s UECM Service Request SMSF Registration Non 3GPP Access
7 UEProfile0007 SDM Service Request Get SMS-Mng-Data
8 UEProfile0008 =] SDM Subscription

Subscription Expires  2022-08-02T025:09:13.445Z
9 UEProfile0003 :

Immediate Report False

-

0 UEProfile0010

11 UEProfile0011 Add Insert ]
12 UEProfile0012 Properties I

Insert Delete Clear

@ Initialisation Errors | @ ErorEvents 4

Figure: Profile Editor
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Call Generation and Reception

In call generation mode, MAPS™ is configured for the o
incoming messages. Tests can be configured to run onc
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utgoing messages, while in call receive mode, it is configured to respond to the
e, multiple iterations and continuously. Also, allow user to create mu ltiple

entries using quick configuration feature. The editor allow to run the added scripts sequentially (order in which the scripts are added in
the window) or randomly (any script from the list of added script as per the call flow requirements). The test scripts are started

manually at call generation, and at the call reception th

e script is automatically triggered by incoming messages.
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PUT https://192.1€8.12.89:€€€€/nudm-uecm/v1/imsi-001013012041€31/registration
content-type : application/json

accept : application/json,

application/problemtjson

UDM

<

I 17:11:56.065000

"plmald”: {
meenmOOL",
wmncm - mOL"

.
"smsfInstanceld":"£35%c418e-23£28£-4c0a-a435-2d4be5703d32",

"supportedFeatures™:"0"

}
<

i Scripts ;HeuageSetmence/( Event Config >\ Script Flow /

@ Initialisation Errors I @ Error Events [ @ Captured Errors f @ Link Status Up=0 Dowr /|

Figure: Call Generation

MAPS UDM (N21 RELEASE17 ) - [Call Reception] - (] X
% Configurations Emulator Reports Editor DebugTools Windows Help - & %
e P . 9 f & 4 < < n
A EYTREEY 1 EER I EE TR
I SrNo I Script Name: I Profile Call Info I ScriEkExecu..AI Status I Events I Ev... | Results I
1 UDM_HTTP2_Connection_Monitor.gls UDM Server Clients : AMF — Monitoring HT TP2 Connection Status None | Unknown
Nudm_UECM_Control gls 0101301 2041631 Completed SMSF Registration is updated None [ | Pas |
1
[ stop | stopai [ abort [ Abortal [ ¥ showRecords I SelectActive Call [~ AutoTrash Trash
Save | ColmnWidh ——— f—— | ShowLatest
Fi
SMSF UDM el
Status: 3
:method : PUT
20 :path : /nudm-uecm/v1l/imsi-001013012041€31/registrations/smsf-3gpp-access
oy :scheme : http
I |17'ZG'31'518000 :authority : 192.1€8.12.89:6€€€
content-type : application/json
accept : application/json,
application/problemtjson
content-length : 115
i
"plmnId”: {
"mee": 001",
nmneT s mOLT
1.
"smsfInstanceld”:"5£5a7379-0609-4b£7-9al6-30b41l7acseab",
"supportedFeatures™:"0"
}
< >
Scripts ), Message Sequence /< Event Config >\ Script Flow /

@ Initialisation Errors ‘ @ Error Events | @ Captured Errors ‘ @ Link Status Up=0Down=0

Document Number: PKS509-01

Figure: Call Reception
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Nudm_SubscriberDataManagement Service

SMS Management Subscription Data Retrieval
MAPS™ for 5G N21 interface emulate services between UDM and SMSF network functions.

The NF service consumer (e.g., SMSF) sends a request to the UDM to receive the UE's SMS Management Subscription Data. The request
contains the UE's identity (/{supi}) and the type of the requested information (/sms-mng-data).

i 5GC Network '
UDM

GET../{supi}/sms-mng-data)

\ 4

[ €—— 200 OK(SmsManagmentSubriptionData)

e The SMSF sends a GET request to the UDM to receive all the UE's SMS Management Subscription Data
e On Success, the UDM responds with "200 OK” containing the information of the UE's SMS Management Subscription Data
e On Failure, the appropriate HTTP status code indicating the error shall be returned

Subscription to Notifications of Data Change
The SMSF sends a request to the UDM to subscribe to the notifications of data change of the UE’s.

i 5GC Network '
uDM

Post../{supi}/sdm-subscriptions (SdmSubscription) ——>|

201 Created (Sdm Subscription)
404 Not Found
501 Not Implemented

N

e The SMSF sends a POST request to create a subscription notification of data change to the UDM for the UE's
e On Success, the UDM responds with “201 Created”
o |f there is no valid subscription data for the UE's the Status code "404 Not Found" is returned

o [f the UE subscription data exist, but the requested subscription to data change notification cannot be created (e.g., due to an
invalid/unsupported data reference then HTTP status code "501 Not Implemented" is returned

© GL Communications Inc.
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Unsubscribe to Notifications of Data Change
The SMSF sends a request to the UDM to unsubscribe to the notifications of data change of the subscribed UE’s.

i 5GC Network ’
uDM

DELETE../{supi}/sdm-subscriptions/{subscriptionld} ———>

204 No Content
404 Not Found

A

e The SMSF sends a DELETE request containing subscription id to delete a subscription to the UDM for the subscribed UE's
e On Success, the UDM responds with "204 No Content

e |[f there is no valid subscription data for the UE's the Status code "404 Not Found" is returned

Modification of a Subscription to Notifications of Data Change
The SMSF sends a request to the UDM to modify a subscription of the notifications of data changes of the subscribed UE's.

i 5GC Network '
UDM

| PATCH../{supi}/sdm-subscriptions/{subscriptionid}/ _|
(SdmSubModification)

200 OK (Sdm Subscription)
404 Not Found

A

e The SMSF sends a PATCH request to the UDM of previously subscribed UE's to the notifications of the data changes
e On Success, the UDM responds with "200 OK"

e If there is no valid subscription available (e.g. due to an unknown subscriptionld value), HTTP status code "404 Not Found"

© GL Communications Inc.
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Nudm_UEContextManagement Service

SMSF Registration for 3GPP Access

The SMSF sends a request to the UDM to create or update the SMSF registration information for 3GPP access through the UE's identity
(/{ueld}) which shall be a SUPI and the SMSF Registration Information for SMS service.

i 5GC Network '
UDM

PUT../{ueld}/registerations/
smsf-3gpp-access(SmsfRegistration)

\ 4

200 OK/ 201 Created (SmsfRegistration)
403 Forbidden

N

e The SMSF sends a PUT request to the UDM to get the resources of the UE's registration for 3GPP Access to update or create SMSF
registration information

e On Success, the UDM responds with "200 OK or “201 Created”

o |f the operation cannot be authorized due to e.g UE does not have required subscription data, access barring or roaming
restrictions, HTTP status code "403 Forbidden" should be returned

SMSF Registration for Non 3GPP Access

The SMSF sends a request to the UDM to create or update the SMSF registration information for non 3GPP access through the UE's
identity (/{ueld}) which shall be a SUPI and the SMSF Registration Information for SMS service.

i 5GC Network '
UDM

PUT../{ueld}/registerations/
smsf-non-3gpp-access(SmsfRegistration)

200 OK/ 201 Created (SmsfRegistration)
403 Forbidden

A

e The SMSF sends a PUT request to the UDM to get the resources of the UE's registration for non 3GPP Access to update or create
SMSF registration information

e On Success, the UDM responds with "200 OK or “201 Created”

o |f the operation cannot be authorized due to e.g UE does not have required subscription data, access barring or roaming
restrictions, HTTP status code "403 Forbidden" should be returned

© GL Communications Inc.
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SMSF Deregistration for 3GPP Access

The SMSF sends a request to the UDM to delete the SMSF registration information for 3GPP access through the UE's identity (/{ueld})
which shall be a SUPI.

i 5GC Network ’
UDM

DELETE../{ueld}/registrations/smsf-3gpp-access ————>/

N

204 No Content

e The SMSF sends a DELETE request to UDM to delete the UE's SMSF registration for 3GPP access
e On Success, the UDM responds with "204 No Content"

e [f the operation cannot be authorized due to e.g. UE does not have required subscription data, access barring or roaming
restrictions, HTTP error status code should be returned

SMSF Deregistration for Non 3GPP Access

The SMSF sends a request to the UDM to delete the SMSF registration information for non 3GPP access through the UE's identity (/
{ueld}) which shall be a SUPI.

i 5GC Network ’
UDM

DELETE../{ueld}/registrations/smsf-non-3gpp-access ——>/

A

204 No Content

e The SMSF sends a DELETE request to UDM to delete the UE's SMSF registration for non 3GPP access
e On Success, the UDM responds with "204 No Content"

o |f the operation cannot be authorized due to e.g. UE does not have required subscription data, access barring or roaming
restrictions, HTTP error status code should be returned

© GL Communications Inc.
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Command Line Interface (CLI)

The MAPS™ 5G N21 (SMSF) can be configured as a CLI server application for remote control via command-line clients, including Python.
These clients can execute various functions remotely, such as initiating the testbed setup, loading scripts, profiles, and applying user
events like call generation, termination, and traffic control. Users can generate and receive calls using commands.

| & Python 3.7.5 Shell - m] X

File Edit Shell Debug Options Window Help
Python 3.7.5 (tags/v3.7.5:5c02a3%a0b, Oct 15 2019, 00:11:34) [MSC v.1916 €4 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license()" for more information.

>>>
= RESTART: C:\Program Files\GL Communications Inc\MAPSS5G-N21\MAPSCLI\PythonClient\examples\SMSF\N21 PlaceCall.py
N21 Server Connection... True

N21 Testbed Starting ... True

N21 Profile Loading... True

N21 Nudm UECM Control.gls Script Started... ProfileLoadStatus == Profile loaded
Starting N21 script True

Call Initiation Status ... SMSF_Registration 3GPPAccess :

True

Call Response Status... SMSF Registration for 3GPP access is successful

ResponseStatus = SMSF Registration for 3GPP access is successful

3gpp or non 3gpp
N21 MsgCount: 2
xxxx%x N21 Message Flow ****%

Time Stamp Route Message
12:55:22.073 -> PUT - /nudm-uecm/v1/imsi-001013012041631/registrations/smsf-3gpp-access
12:55:22.073 -> PUT - /nudm-uecm/vl/imsi-001013012041631/registrations/smsf-3gpp-access
{"plmnId": {"mcc":"001", "mnc”":"01"}, "smsfInstanceld":"6aBaaef4-0173-4£f31-b8fd-5de79f94b658", "supportedFeatures":"0"}
12:55:22.092 <= 200
12:55:22.092 o= 200
{"plmnId": {"mcc”":"001", "mnc":"01"}, "smsfInstancelId":"6aB8aacf4-0173-4£31-b8fd-5de79£94b658", "supportedFeatures”":"0"}
Stopping Script... True
N21 Server Disconnecting... True
>>>
Ln: 26 Col:4
Figure: Sample Python Client
CIi MapsCLI SMSF (N21 RELEASE17) - m} X
%] File Edit View - [&]x
DS B x|
[V View Latest Command
11 2024-1-22 12:56:57.486000 : Start "TestBedDefault.xml™ # *_TypeOfUESimulation™="XML",”_DefaultProfile"="UE_Profiles.xml"; A

1
1:: 2024-1-22 12:57:00.213000 : LoadProfile "UE_Profiles.xml"

1:: 2024-1-22 12:57:02.413000 : StartScript 1 "Nudm_UECM_Control.gls™ "UEProfile0001" 1 # "IMSI"=( binarystring )001013012041631, "AccessType"="3GPP_ACCESS", "CallFlowDebug"=1, "EnableCLI"=1;
1::2024-1-22 12:57:02.637000 : UserEvent 1 "Nudm_UECM_3GppSmsfRegistration_Request”;

1:: 2024-1-22 12:57:03.287000 : UserEvent 1 "GetCallStatus™;

1:: 2024-1-22 12:57:04.385000 : UserEvent 1 "GetMessageCount”;

1::2024-1-22 12:57:06.565000 : UserEvent 1 "GetMessageInfo™# “Index”=0;

1:: 2024-1-22 12:57:08.643000 : UserEvent 1 "GetMessageInfo™# “Index"=1;

1:: 2024-1-22 12:57:08.754000 : StopScript 1;

ServerLog:errCode = 0,errString = connection has been gracefully dosed for Clientld =1

[ INM[ 4

Figure: MAPS™ CLI Server

Document Number: PKS509-01 <_Q_; GL Communications Inc.
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Supported Protocols and Specifications

JSON

HTTP/2

TCP TLS

IP

Ethernet

REST

Supported Protocols Standard / Specification

N21 Interface (UDM-SMSF) TS29.503 (Release 17)
JavaScript Object Notation (JSON) IETF RFC 8259

HTTP/2 IETF RFC 7231
IETF RFC 7540/RFC 7541

TLS IETF RFC 8446
TCP IETF RFC 793
IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)
PKS305 MAPS™ 5G Multi-Interface Emulation

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS502 5G service-based Emulation (Prerequisite base license for all service-based (Open API) interface emulations)
PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)
PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)
PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)
PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)
PKS507 MAPS™ 5G N13 Interface Emulation (Requires PKS502)
PKS502 MAPS™ 5G N17 Interface Emulator

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)
PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)
PKS170 CLI Support for MAPS™

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.

© GL Communications Inc.
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