MAPS™ 5G N29 Interface Emulator
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Overview

GL's MAPS™ 5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in
3GPP TS 29.508 (Release 17) specification. The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON)
as the application layer serialization protocol.

GL’s MAPS™ 5G N29 Interface emulate Network Exposure Function (NEF) within the 5G Core requesting services from Session
Management Function (SMF) via the Nsmf service. The above network setup, N29 acts as an interface between NEF and SMF,
allowing both nodes to function as servers and clients. However, NEF primarily initiates service calls, while the SMF acts as a
producer.

The NEF and SMF are the entities in 5G Core Network (5GC), which supports the following services:

o UE Subscription for notification of one time event detection
= PDU session establishment Event
= PDU session release Event
= QFl allocation Event
= UE IP address/prefix change Event

Besides emulating network elements NEF and SMF functions, it also supports error tracking, regression testing, load testing. It can
run pre-defined test scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax
allow user to create conformance test cases based on their test plan.

MAPS™ 5G N29 Interface emulator supports powerful utilities such as Script Editor and Profile Editor which allow new scenarios to
be created or existing scenarios to be modified using 5G N29’s JSON messages and parameters

For more information, refer to MAPS™ 5G N29 Interface Emulator webpage.

Main Features

e Emulate NEF and SMF elements

e Supports Nsmf EventExposure Service

e Services use REST APIs based on HTTP and JSON data format

e Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs
e Supports TLS and TCP transports

e Supports scripted call generation and automated call reception

e Supports customization of call flow and message templates using Script and Message Editor

e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration

The testbed setup window allow user to setup the required test configurations in N29 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest
of the test network. End user configuration profile is used to configure MAPS™ 5G 29 interface with the supported NEF and SMF
parameters.

MAPS MEF (W29 RELEASE1T) - [Testbed Setup -TestBedDefault] - m} x
| Configurations Emulator Reports Editor Debug Tools  Windows  Help - &8 X
Q5 & & o o \
H & o
Config Value [V Enable
H= MEF 1
L5 NEF1
NEF IP Address 182.168.12.170
MEF Server Port G666
URI Scheme HTTP
MEF Client Name MEFClient1
=l SMF 1
L=l sMF1
SMF IP Address 192.168.12.198
E SMF Server Port 6666
5MF EventExposure APl Version vl
H=) UE Simulation Parameters
Type Of UE Simulation Profiles
F End User Configuration MEF_Profilesaxml
= Auto Generated Users Info
Mo Of Users To Be Simulated 4000
Starting IMSI 001013012041631
MSIN 3012041631
Aute Generated End User Configuration AutoGeneratedUser_Profilescml Start =
@ |Initialisatien Errors @ Error Event

Figure: Testbed Setup
Pre-processing Tools

PROFILE EDITOR - This feature allow loading profile to edit the values of variables using GUI, replacing the original value of variables
in the message template. An XML file defines a set of multiple profiles with varying parameter values which allow user to configure
call instances in call generation to receive calls. The UE_Profiles include 5G parameters, that is required to configure multiple UEs to
emulate Signaling.

MAPS MEF (W29 RELEASETT) - [Profile Editor -MEF_Profiles] - m] X
(8" Configurations Emulator Reports Editor Debug Tools Windows Help & x
& Y Y
Qg o & ) L)
HR . L7
# | Profiles (EditF2) A | Config Value ¥ Enable
1 UEProfie00ol B UEProfiled001
2 UEProfienno2 [} UEIdentity
- SuPl 001073012041631
3 UEProfie0003 L ome 350877066325248
4 UEProfile0004 ~  IMEISVI 1234567890123001
5 UEProfile000s = MSIN 3012041631
NEF Client Name MNEFClient1
& LEProfie0ns | Subscription Key Id SUPI Only
7 UEProfile00o7 H=l SMF Parameters
8 UEProfie0os [~ PDUSessionld 6
 DNN Mame Internet
2 UEProfien0os L Include NSSAl True
10 UEProfile0010 H=l WSSAl
11 UEProflendii 55T eMBB
12 UEProfilenniz 50 o
rene H=) SMF Notify Request Events 1
13 UEProfienti3 L SMF Notify Request Events 1 PDU Session Release Notify
14 UEProfile0ni4 L SMF Notify Method Type ONE TIME
L=l EventExposure Service Parameters
15 LEProfle00is i i
- EventExposure Service Request Subscribe Event Notify
16 UEProfienis - MNotify URI Ty Local
ype oca
17 UEProfienniy |- External NEF IP Address 192,168.12.170 Add_ | nsert | Delete |
o Emflnnas ] - External NEF Server Port TIT7 Properties
Insert Delete Clear
@ Initialisation Errors @ Error Events @ Captured

Figure: Profile Editor
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SCRIPT EDITOR - The script editor allow user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

& ScriptEditor - [C\Program Files\GL Communications Inc\MAPSSG-N23\MAPS\N2S\RELEASE1T\MER\Scripts\MEF_EventExp_Control.gls] — O X
& File View Edit Shortcuts Tools Help - & %
~
D E x = Z o] 2
Command Window EIEIR NEF_EventExp_Control pox I
=L 1 CallFlowDebug=0; ~lZ
[#- Conditional & Flow Control Zi if (EnableCLI) g
[+- Variable 3 CallFlowDebug=1l; //To log MessageSequence, messsage contentes g
H-Maps CLI 4 endif —_—
[#-Logs / Comment 5 if (CallFlowDebug==l)
- Init 3 ToggleScriptFlow(l);// Utility to enable scriptFlow
[ Child Script 7i endif
[+~ DataBase 8
- 5end Report g9 ff##%xx% Added for Python CL
- Resume 10; EReportEvent (StartStatus =
- Return 11, LoopCountl = 0:
- Include 12! MsgSegCount = O;
- Exit 13
- Utility Functions 14 if (IsipiClient) //For CLI Receiwved Call
B1-Traffic Commands 15 EnableCLI = 1;
le; endif
17
18: if (EnabkleCLI)
15 ErrorLog ("N29 Script Started™);
20{ endif
21
22, GetLength (RecvhApiName, RecvipiLength) ;
231 GetLength (ResthApiCallld, RestipiCallldLength)
24
25 f/ Initialization
2e ErrorCode = "NULL";
2 ErrorDetail = "NULL":
2 SUPIStr="5UFPI "
25 Keyldentifier:5UPIStr, SUPI;
30 if (ResthpiCallldlength==0 && RecvipiLength==0} N
£ >
Ready |Lir|e Count - 350 | Line: 1 Col: 1 2

Figure: Script Editor
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Call Generation and Reception

In call generation mode, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to the
incoming messages. Tests can be configured to run once, multiple iterations and continuously. Also, allow user to create multiple
entries using quick configuration feature. The editor allow to run the added scripts sequentially (order in which the scripts are added in
the window) or randomly (any script from the list of added script as per the call flow requirements). The test scripts are started
manually at call generation, and at the call reception the script is automatically triggered by incoming messages.

MAPS MEF (W29 RELEASETT) - [Call Generation -CallGenDefault]

— [m] x
4, Configurations Eraulator Reports Editar  Debug Tools  Windows Help - &%
L & LY LY LY
HEEEET R TN Y Ik
-

HE . s3]

Seript Name Profile:

Call Infa

Mone

1
Add Delete | Insert I Refreshl Stark | Stark AHl Stop IVl Stop Al 'Vl Abort |Aburt A\Il

Save Column Width ——— |——— [ Show Latest

Find

POST http://l92.168.12.198: 6666/ /ment_svent—sxposure/vl/subscriprions
content-type : applicationfisen

accept : application/jsen,
201 CREATED 12:11.:22.391000 application/problemtison
FRST /nsmi_event-esposure/v1/subscriptions/nefsubl d-3012041631/pdusession_even... 12:11:25,027000 Slmenep“: false,
204 "eventSubs": [{
12:11:26.027000 "ewent'":"PDI_SEE_EST"

"notifId": "pdu_statusId-301Z041631-6",
"notifMethod" : "ONE_TIME",

"notifUri®: "huep: /192, 168,12, 170: 6666/menf_svent-exposure/vl/subscriptions

S"nefsubIld-2012041631",
"supi':"imsi-001013012041631"

<

; Scripts ), Message Sequence,( Event Config >\ Script Flow /

@ Initialisation Errors | @ ErrorEvents | @ captured Errors

| @ Link Status Up= |

Figure: Call Generation

MAPS SWF (N29 RELEASETT) - [Call Reception]

- [m] x
5 Configurstions Emulstor Reports Editer DebugTools Windows Help -5 x
= L & (O S [1] &
e EE RN Y I IR IR
SrNo | Seript Hame | Fuofile_[ Calllnfa | Script Excoution | Status | Events Fesuls |
1 SMF_HTTP2_Connection_Maritor.gls SMF Server Clients : MEF, o sep | Cornect Server Unknown
2 Nsmi_E ventExp_Control gls Subld - nefsubld-3012041631.5 L . Completed | Successful Subscribe Response Sert Hone Pass
olgls 5ubl 4 [Pre M| M EE Motify Fisspons None

]
Stop I Stop Al | Abort | Abort Al | ¥ show Records [ Select Active Call [ Auto Trash  Trash

Save | Colmnwidth ————F—— [ ShowLatest

SMF NEF Find

POST http://192.168.12.170:6666/nsuf_event-exposure/vl/subscriptio
content-type : applicationsjsom

204 NO-CONTENT

| 1211:25 036000 t

eventNotifs": [{
“dnn': 'internet®,
"event " _SES_EST',
*ipwdAddr”
"pdusessType .
"supi':"insi-001013012041631",
“timeStamp®:'Z024-01-Z5T1Z:11:24405:30"
1

"nocifId": "pdu_stetusId-3012041631-6"
> ||| <

<

%, Scipts ), Message Sequence 4 Event Config 3, Scipl Flow 7

@ Initialisation Errors | @ Error Bvents | @ Captured Ervors | @ Link Status Up:

Figure: Call Reception

Document Number: PKS511-01
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Nsmf_EventExposure

Subscription Procedure

MAPS™ for 5G N29 interface emulates services between NEF and SMF network functions. The subscribe service operation is used to
create subscription to an event for one UE or group of UE’s. The below illustrates the NEF (as Service Consumer) sends the
subscription request through HTTP POST method to SMF.

5GC Network

1. POST../subscriptions ————>
<€ 2. “201 Created”
€< 2b. 4xx/5xx (ProblemDetails) or 3xx E—

Figure: Subscription Procedure

o In this procedure, NEF sends POST request to create new subscription event to the SMF

e On success, "201 Created"

e On failure, 403 Forbidden indicates the creation of subscription has failed due to application error as
UE_NOT_SERVED_BY_SMF

Unsubscription Procedure
To unsubscribe from event notifications, the NF service consumer (NEF) shall send an HTTP DELETE request with the subscription
correlation ID of the existing subscription that is to be deleted.

5GC Network

NEF
1. DELETE../subscriptions/{subld} ——>
<€ 2. “204 No Content”
€< 2b. 4xx/5xx (ProblemDetails) or 3xx

Figure: Unsubscription Procedure

e To unsubscribe from an event notifications, the NF service consumer (NEF) shall send an HTTP DELETE request with the
subscription correlation ID of the existing subscription that is to be deleted to SMF

e On success, "204 No Content" returned indicating the resource identified by subscription ID is successfully deleted

e On failure, the HTTP status 4xx/5xx response code in the message body containing a ProblemDetails is returned

© GL Communications Inc.
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Nsmf_EventExposure (Contd.)

Notification Procedure

This procedure acknowledges notifications for subscribed events.

SMF 5GC Network

1. POST {NotifUrl}

\ 4

A

2. 204 No Content”

< 2b. 4xx/5xx (ProblemDetails) or 3xx

Figure: Notification Procedure

e After processing a notification about the UP path change event, the NF service consumer (NEF) shall acknowledge by sending
an HTTP POST request to the callback URI previously provided by the SMF to convey the application relocation information

e On success, the SMF returns a "204 No Content"
e On failure, the HTTP status 4xx/5xx response code in the message body containing a ProblemDetails is returned

Notification Event Types
Supported Notification Event types:

e PDU session establishment Event
e PDU session release Event

e QFl allocation Event

e UE IP address/prefix change Event

secNework  |Lsue )

POST/nsmf_event exposure/v1l/subscriptions ————>

201 Created

A

POST/nsmf_event exposure/v1/subscriptions/nefsubld-
3012041631/pdusession_event_notify

\ 4

204

Figure: Subscription and Notification Procedure

© GL Communications Inc.
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Command Line Interface (CLI)

The MAPS™ 5G N29 (NEF) can be configured as a CLI server application that supports Protocol control and interface procedure
execution via instructions executed by command-line clients, such as Python. These clients can execute various functions remotely,
such as initiating the testbed setup, loading scripts, profiles, call origination, termination, and traffic control etc.

& Python 3.7.5 Shell - O X
& Pyt

File Edit Shell Debug Options Window Help

Python 3.7.5 (tags/v3.7.5:5c02a39%9a0b, Oct 15 2019, 00:11:34) [MSC v.1916 64 kit (AMDGEZ A
1] on win3Z2

Type "help™, "copyright®, "credits"™ or "license()" for more information.

ES5

= RESTART: C:%Program Files\GL Communications Ine' MAPSSG-NZ94%WMAPSCLIYPythonClient'exam
ples\NEFYN29 NEF_PlaceCall.py

in protocol specific:: TestBedDefault.xml

N9 CLI Server Connection... True

Nz9 Testbed Starting ... -—- generiec :: start_status == Started

True

N9 Profile Loading... True

N2 MNEF_EwventExp Control.gls ZScript Started... start_call script : status ==
True

Call Initiation 3tatus ... subscribe @ True

Call BFesponse 3tatus... UE's Zubscription DataChange Notification Subscribed
Waiting for SMF MNotification

NotificationMEssage Status = Nawf EE Notify Requested

MAPS W29 MsgCount: 4

HAPS LastM3GRov.....

Time Stamp Route Nessage

12:49:37.722 <= POST /nsmf_event-exposure/vl/subscriptions/nef
subId—3012041631#pdusession_event_notify

EEXEEEXXFTEENXXNMAPS NS HESSagE Flow #F*%*&¥Fxxxddrs

Time Stamp Route Nessage

Message decode. ..

12:49:35.207 - POST - /nsmf event-exposure/vl/subscriptions
12:49:35.207 - POST - /nsmf event-exposure/vl/subscriptions

{"ImmeRep™: false, "eventSubs": [{ "event": "PDU_SES_EST":], "notifId pcu_statusId-301z2041
631—6","notifHethDd":"ONE_TIHE","nDtifUrl":"http:fﬁlgz.168.12.1?0:6666!nsmf_event—expo
sure/vl/subscriptions/nefsubId-3012041631/pdusession event notify", "snssai:{"sd":"01"
SMEsttil), MeubId "nefsubId-3012041631", "supi™: "imsi-001013012041631"}

Message decods. ..

12:49:35.326 <= 201
12:49:35.326 <= 201
{"ImmeRep":false, "eventSubs": [{ "event": "PDU_SES EST"}], "gpsi™:"", "notifId":"pdu status

Id-3012041631-6", "notifMethod™: "ONE TIME", "notifUri™: "http: A/192,166.12.170: GGGG.fnSmf_
event-exposure/vl/subscriptions/nefsubId-3012041631/ pdusession event_notify™, "snssai™:
{Madrrol1r, "sse i1, "subhId”: "nefsubId-301204163 1", "supi™: Mimsi-00101301204163 1™}
Message decode. ..

12 :49:37.722 <— POST /nswf_event-exposure/vl/subscriptions/net
subId—3012041631!pdusession_event_notify
12:49:37.722 <= POST /nswf ewvent-exposure/wvl/subscriptions/nefsubId-3012041631

fpdusession_event_notify

Status: 1

tmethod @ POST

rpath @ /nswmf_event-exposure/vl/subscriptions/nefsubId-3012041631/pdusession event_not

ify v
Ln: 60 Col: 4

Figure: Sample Python Script

€T} MapsCLINEF (W29 RELEASE1T) — ul X
B File Edit Wiew ™
=g = ,

[V vigw Latest Command

1::2024-1-25 12:49:17.684000 : Start "TestBedDefault.xml" # *_NEF[0].SMF[0]. SMFIPAddress"="192,168.12.198","_TypeOfUESimulation"="2ML","_DefaultProfile"="MEF _Profiles . xml";
1 :: 2024-1-25 12:49:22.057000 ; LoadProfile "MEF_Profiles. xml"

1 :: 2024-1-25 12:49:24,189000 ; StartScript 1 "MEF_EventExp_Contral.gls” "UEProfile0001” 1 # "IMSI"=( binarystring J001013012041631, "SmfEvent”
1 ::2024-1-25 12:49:34,363000 : UserEvent 1 "Request_Msmf_EE_Subscribe";

111 2024-1-25 12:49:35, 357000 ; UserEvent 1 "GetCallStatus";

1 :; 2024-1-25 12:49;38,856000 ; UserEvent 1 "GetMessageCaount”;

111 2024-1-25 12:49:38. 962000 ; UserEvent 1 "GetLastReceivedMessage"”,;

111 2024-1-25 12:49:39,067000  UserEvent 1 "GetMessagelnfo"# “Index"=0;
1 .
1

1

1

1

S

'="PDILI_SES_REL","MotifMethod"="0OMNE_TIME","Motify _LURI_type"="Local","EnableCLI"=1;

11 2024-1-25 12:49:39.173000 : UserEvent 1 "GetMessagelnfo"# "Inde;
11 2024-1-25 12:49:39,293000 ; UserEvent | "GetMessagelnfo"# "Inde;
11 2024-1-25 12:49:39,503000 ; UserEvent 1 "GetMessagelnfo"# "Index"=3;

11 2024-1-25 12:49:35.623000 : StopScripk 1;

11 2024-1-25 12:449:39,833000 ¢ Stop TestBedSetup;

erverLog:errCode = 0,errString = connection has been gracefully closed For Clientld =1

MU

Figure: MAPS™ CLI Server

© GL Communications Inc.
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Supported Protocols and Specifications

JSON

HTTP/2

TCP TLS

IP

Ethernet

REST

Supported Protocols Standard / Specification

N29 Interface (NEF-SMF) TS29.508 (Release 17)
TS29.522 (Release 17)

JavaScript Object Notation (JSON) IETF RFC 8259

HTTP/2 IETF RFC 7231
IETF RFC 7540/RFC 7541

TLS IETF RFC 8446
TCP IETF RFC 793
IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)
PKS305 MAPS™ 5G Multi-Interface Emulation

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS502 5G service-based Emulation (Prerequisite base license for all service-based (Open API) interface emulations)
PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)
PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)
PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)
PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)
PKS507 MAPS™ 5G N13 Interface Emulation (Requires PKS502)
PKS502 MAPS™ 5G N17 Interface Emulator

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)
PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)
PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)
PKS170 CLI Support for MAPS™

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.

© GL Communications Inc.
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