MAPS™ SCTP Conformance

SCTP Association

Overview

SIGTRAN protocols are an extension of the SS7 protocol family, transmitted over IP networks. A Signaling Gateway (SG) converts SS7
TDM layers into SIGTRAN IP format. It maintains the same application and call management functions as SS7 but operates through two
protocol layers on top of the Internet Protocol (IP): Stream Control Transport Protocol (SCTP) and M3UA (MTP3 User Adaptation
Layer).

SCTP, defined by the IETF in RFC 9260, functions at the transport layer of the IP. As a connection-oriented protocol, SCTP supports the
concurrent transmission of multiple data streams between two networked endpoints. It merges the message-oriented features of the
User Datagram Protocol (UDP) with the dependable, sequential data delivery and congestion management found in the Transmission
Control Protocol (TCP). SCTP improves the handling of multimedia data transfers and ensures stable connections over wireless
networks.

GL's Message Automation and Protocol Simulation (MAPS™) SCTP Conformance Test Suite (requires an additional license) is a
comprehensive test suite designed with over 100 test cases, following the specifications of IETF RFC 9260 (SCTP Conformance). It
includes built-in conformance scripts (*.gls) for SCTP interfaces in accordance with 3GPP standards. MAPS™ SCTP Conformance can be
configured as a server with a conformance script to emulate various network-side procedures, conforming to various UP/Down test
cases and automating the entire DUT testing process.

Supported Test Cases

e Association Setup (AS) procedures

e Association Termination (AT) procedures

e Invalid Message Handling (IMH) procedures
e Duplicate Messages (DM) procedures

e Fault Handling (FH) procedures

e Error procedures

e Bundling of Data Chunks with control chunks procedures
e Data (D) procedures

e Acknowledgement (A) procedures

e Miscellaneous Test Cases (M) procedures

e Retransmission Timer (RT) procedures

For more information, refer to MAPS™ SIGTRAN (SS7 over IP) Protocol Emulator webpage.
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Key Features

e Emulates server and client nodes

e Generates and process SCTP (valid and invalid) messages

e [nsertion of impairments to create invalid messages

e Supports customization of call flow and message templates using Script and Message Editor
e Ready-to-use scripts for quick testing

e Supports scripted call generation and automated call reception

e Provides Call Statistics and Events Status

e Automation, Remote access, and Schedulers to run tests 24/7

Protocol Stack and Standards

SCTP SCTP
User Application User Application
SCTP SCTP
Transport Service Transport Service
P One or more IP One or more P
Network Service address P address Network Service
appearances appearances
Data Link and _ _ Data Link and
Physical Layer Physical Layer
SCTP Node 1 SCTP Node 2
SCTP - Stream Control Transmission Protocol RFC 9260
SCTP Reference ETSI TS 102 144
SCTP Conformance Test Suite ETSI TS 102 369 V1.1.1 (2004-11)
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Testbed Setup Configuration

Testbed Setup provides options to establish SCTP association between MAPS™ SCTP and the DUT. It includes configuration for SCTP
conformance and association mode. Once the testbed setup is configured properly, the SCTP association messages can be transmitted
and received over IP network using SCTP to the DUT. End user configuration profile is used to configure MAPS™ SCTP Conformance
with end terminal parameters.

MAPS (SCTPConformance ) - [Testbed Setup -TestBedDefault] — O >
[m® Configurations  Emulator  Reports  Editor  Debug Tools  Windows  Help - 8 X
CFIES R L IEEd FEIEEEYCE:
HR| 9
Cenfig Value [v Enable
B SCTP Configuration
SCTP Emulation Mode Conformance Mode
Conformance Profile Config SCTP_Conformance
=] SCTP Asscciation Parameters for Emulation Mode
L=l SCTP Assocations 1
L=l SCTP Assocations 1
Aszocation Type Client
IP Address 10.251.104.29
Source Port 9000
InboundStreams 2
Outbound Streams 2
=l Peer node Info
|: Peer IP Address 10.251.104.25
Peer Port 10000
Start | Edit |

@ Initialisation Errors | @ Error Events A

Figure: Testbed Configuration
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Script Editor

The script editor allows the users to create / edit scripts and access protocol fields as variables for the message template parameters.
The script uses pre-defined message templates to perform send and receive actions.

% ScriptEditor - [ \MAPS\SCTPConformance\Scripts\SCTP.gls] — | X
& File View Edit Shortcuts Tools Help - & X
~a
DS X = = |o|®
Command Window 2lx |4 scrp px I
(- Action 13} ShutdownCompleterecvcount=0; A UE
--CondiﬁonaI&Flnw Control 14 Shutdownackreceived = "False": 3
Variable 15! Shutdownrecvincookiewait = 0 //SCTP DM O 4 & 2 g
Maps (CLI 16; Shutdownackrecv = "False" ; //5CTE M O 4 7 3 -
Logs / Comment 17i Initrecvcount = 0;
: nit 18, InithAckRecvCount = 0;
;--Child Script 1% FragmentLength = 1500;
- DataBase 20; FetchedPeeripidx=0;
i Send Report 21! FetchedCurrentipidx = 0;
- Resume 22; SCTPBDCV7T8 Flag="False";
- Return 23! ErrorSentStatus="False";
- Indude Z4: RAbortSentStatus = "False"; S/ATIZ13
i Exit 25 CookieEchoMessageSentStatus="False"; // DMO43
+]- Utility Functions Ze; IP5tatus = "RActive™;
[ Traffic Commands 27
28¢ MsgHandler:"SCTPMsgHandlexr™;
29 if (MsgReceiwved)
30
31; elseif (Invoked==1 && SCTPEmulationMode=="EmulationMode™)
32 ActiveUserEvent:"5end Init Chunk"™;
33 S5CTPAssociation.AssociationType= SCTPAssociation[S5CTEI
34 sourceipidx=0;
35 if( SCTPAssociation[SCTPRsscocilationld].SourceIP.Size =
36 ErrorLog ("Unable to Start, SourcelP field is empt:
37 exit;
38 else
35 loop ( SCTPAsscciation[SCTPAssociationId].SourceIl™
£ >
Ready |Line Count - 1738 | Line: 1 Col: 1 A4

Figure: Script Editor
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Profile Editor

The profile editor feature allows loading profile to edit the values of the variables using GUI, replacing the original value of the variables
in the message template. An XML file defines a set of multiple profiles with varying parameter values that allow users to configure call
instances in call generation and to receive calls and to perform conformance testing.

MAPS (SCTPConformance ) - [Profile Editor -SCTP_Conformance] — O =
[8" Configurations Emulator Reports Editor Debug Tools Windows Help - 8 x
= a [N (1] Fo
S Hhes vl ¥ s 2400
HR . 9
| # | Profiles (gditF2) | # | Config Value A | I¥ Enable
—  Test Case Mame SCTP_AS WV 1.1.1

SCTP_AS V_1.12
H=l SCTP Association Parameters for Conforma...

2
3 SCTPASI 121 L=l SCTP Assocation
4

SCTP_AS 112 2 Association Type Server
5 SCTP ASI 131 Source [P 10.251.104.29
Source Port 9000
& SCIPASI132 Inbound Streams 65535
7 SCTP_AS I 1 4 Qutbound Streams 2
8 SCTP_ASV_15.1 =l Peer Node Info
t Peer IP 10.251.104.31
9 SCTP_AS WV 15 2 Peer Port 10000
10 SCTP_AS W 161 H=l Invalid VerificationTag for IMH testcases
11 SCTP AS Y 162 L Invalid Verification Tag 1
- SCTP_AS_\-'_l_}'_l H=l Data Fragmentation Pararmeters
- T T |: Message Template Name FragmentData.hdl
13 SCTP_AS_I_1.7_2 Fragment Length 500
14 SCTP_AS V 1.7 3 H=l SourcelP for SCTRPASO182
L Configure another [P from the NIC 192.168.12.37
15 SCTP_AS_I_1 7 4
-t H=l HostMame for SCTPASY1121 and SCTPASI122
16 SCTP_AS V 175 L Host Name sctp.org.com
17 SCTP_AS 1181 H=l SCTRASV1G1 Parameters
18 SCTP_AS_1_1.8.2 Supported Address Type Pv4 add | Insert | Delete
IPVE Address For SCTPASY161 feBlubobdbdleicled...
15 5CTPAS1 183 v Cookie Preservative 5000 v wl
Insert Delete Clear
@ Initialisation Errors | @ Error Events | @ Capturedl -

Figure: Profile Editor
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Message Editor

With message editor, users can build a template for each protocol message type. The value for each field may be changed in the
message template prior to testing. The protocol fields comprises of mandatory fixed parameters, mandatory variable parameters, and
optional variable parameters.

Ms Message Editor - Untitled — O >
File View Direction Tools Help
= &H 7 X
Frame Mo | m ~ ~
q Source Port Number
Destination Port Murnber
Werification Tag
Checksum
[=I- InformationE lements
= Chunk
i Chunk Type
Chunk, Length
Initiate T ag
Advertized Receiver Window Cradit (a_nand)
Mumber of Dutbound Streams W
£ >
SCTP Layer =——=—=—=———= =
0000 Source Port Humber = 9082 (x237RH)
0002 Destination Port Number = 5032 3TR)
0004 Verification Tag = 1 {(x00000001)
0002 Checksum = 27174132c2 (xRh1F3cFBE)
Chunk =
oo Chunk Type = 00000001 INIT
0000 Chunk Flags = 00000000 {0}
000E Chunk Length = 28 (x001lC)
0010 Initiate Tag = 2588032¢c8 (xB215C2aC)
0014 ARdvertised Receiver Window Credit (a_rwnd)] = 1000000 (x000F4240)
0012 HMNumber of Cutbound Streams = 2 (x0002)
0012 Humber of Inbound Streams = £5535 (xFFFF)
001C Imitial TSW = 0 (x00000000)
Parameter =
aozo Parameter Type = x0005 IPv4 Rddress
[ ufee] Parameter Length = 8 (x0002)
00z4 IFv4 Address = 0.0.0.0 {(xd0000000)
£ >
Ready NUM |SCRL

Figure: Message Editor
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Call Generation and Call Reception

In call generation, MAPS™ is configured for the out going messages, while in call receive mode, it is configured to respond to incoming
messages. Tests can be configured to run once, multiple iterations and continuously. Also, allows users to create multiple entries using
quick configuration feature. The editor allows to run the added scripts sequentially (order in which the scripts are added in the window)
or randomly (any script from the list of added script as per the call flow requirements).

MAPS (SCTPConfermance ) - [Call Generation -Test Purpose For Association Setup] - O *
|§§, Configurations  Emulator Reperts  Editor Debug Tools Windows Help -8 %
- = . ; 1 ¢ A N n e
EBsePN L e elE z|@‘u‘
= =
BECTIF [

Mame Frofile Call Info Script Execution | Status Ewvents Result Total lkerations Completed lterations ~
_ sar | | Hone |

2 SCTP_Conformance. gls SCTP_AS YV 1.1_2 Start Mone Unknown 1 1]

2 COTD Fawie e CPTD AT 11 71 Cion 1 TP Y T 1 n A
< >

]

Add | Delete | Insert | Reffesh | strt | startan| sop || stopanl fw| abot | Abertal|

Save | Column bwficth  — f———— [ Show Latest
Find
out MAPS Tester o
————————— 5CTD Layer —————————— = A
DGR 0002 Destination Dort Number = 5000 (x23238)
4 . 0004 Verification Tag = 0 (x00000000)
TR 0008 Checksum = 2253€157% (x0DEEBERB)
COOKIE ECHD Chunk =
11:40:10.566000 0ooc Chunk Type = 00000001 INIT
CODKIE ACK, 000D Chunk Flags = 00000000 (0)
4 11:40:10.567000 000E Chunk Length = 32 (x0020)
SHUTDOWN 0010 Initiate Tag = 3210586214 (xBFSDRS2E)
L] 11:40:10.568000 0014 Advertised Receiver Window Credit (a_rwnd) = 1000000 (x000F4240)
0018 Number of Outbound Streams = 2 (z0002)
SHUTDOWN ACK 11:40:10.591000 0012 Number of Inbound Streams = €5535 (xFFEF)
T 001C Initial TSN = 0 (x00000000)
SHUTDOWN COMPLETE Parameter =
el 0552000 0020 Parameter Type = z0005 IPv4 Address
nn22 Daramatar Tanmth = R {(w(nn\Rl W

< > < >

Scripts kﬂmagem/( Event Config >\ Seript Flow >\ SCTP Conformance TestReport /

@ |Initialisation Errors | @ Error Events | @ Captured Errors | @ Link Status Up=0 Down=0 |A
Figure: Call Generation
MAPS (SCTPCenformance ] - [Call Reception] — ] x
4 Configurations Emulator Reports Editor DebugTools Windows Help - & %
= N ; | i & L n S
QEFLss(s@R|C¥ s /Sl @0
StMo | Script Name Profile Call Info Script Execution Status Ewvents Results
N send inic Chunk[ITETERTENNNN
]
Stop l Stop All | Abort | AbortAIII ¥ Show Records | Select Active Call [ AutoTrash  Trash |
Save I Calurnn Width ~ —— F——— T~ Show Latest
Find
pur MAPS Tester -
—_— 5CTP Layer ——————————e =
_ 0002 sessiomseon Bore 2 oone esnny
0002 Destination Port Number = 5000 (x2328)
IMIT ACK, 0004 Verification Tag = 0 (x00000000)
4 18:20:22.731000 00028 Checksum = 2480869337 (x53DF1231)
Chunk =
COOKIE ECHO 18:20:22.794000 aooc Chunk Type = 00000001 INIT
000D  Chunk Flags = 00000000 (0)
COOKIE ACK =
™ . 000E Chunk Length 22 (=0020)
I [82:22.518000 0010 Initiate Tag = 715567762 (x2ARCCD13)
. SHUTDOWM 0014 Rdvertised Receiver Window Credit (a_rwnd) = 1000000 (x000F4240)
4 18:20:22.813000 0012 MNumber of Outbound Streams =2 (x0002)
SHUTDOWN ACK, 0012 MNumber of Inbound Streams = €5535 (xFFFF)
18:20:22.820000 001C Initial TSN = 0 (x00000000)
Darameter =
< SHUTDOWN COMPLETE (REREREVI 0020 Parameter Type = 20005 IPve Address
e P — & fwannas

< >

Scripts 3, Message hlam:e/( Event Corfig >\ Seript Flow >\ SCTP Conformance TestReport /

@ Initialisation Errors | @ Error Events ‘ @ Captured Errors | @ Link Status Up=0Down=0 /|

Figure: Call Reception
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SCTP Conformance Test Report

The SCTP Conformance Test Report tab displays Date/Time, Test Purpose Number, Status, Test Configuration, Precondition, Reference,
Test Description, and Test Result for the selected test case. This information is provided to verify the conformance result, as shown
below.

MAPS (SCTPConformance ) - [Call Generation -Test Purpose For Association Setup] — O >
|§; Configurations Emulater Reports Editor Debug Tools  Windows Help

QL3 BRI IE e s/f 20O
D) e | B § [

Prufile

Call Infa Script Execution

Pasviil | | Stat |
rmance. gls SCTP_AS W 1.1_2 Start I Mane I
3 SCTP_Conformance.gl: SCTP.AS_I1_21 Start | Mare I

Add | Delete | Insert | Refresh | Start | strtal| stop [ Stopal fw| abort | Abortan

| Headers [ vatue
Date/Time 2023-06-21 11:40:19.421000
est Purpose Num... SCTP_AS V_1 1 1
Mandatory
Association is not established between tester and SUT. Configure the IUT to send an INIT to the tester.
RFC 4960 [1]; sections 5.1 and 5.1 6.
Enszure that the IUT makes complete association procedure.

.. Pass
Manual User Verif..[User Verified : PASS
Failure Cause

Scripts ),\ Message Sequence ),\ Event Config >\ Script Flow ).\SCTP Conformance TestReport

@ |Initialisation Errors | @ Error Events | @ Captured Errors | @ Link Status Up=0 Down=0 4|

Figure: SCTP Conformance Test Report
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Buyer’s Guide

Item No Product Description

PKS129 MAPS™ SCTP Conformance

PKS130 MAPS™ SIGTRAN Emulator

Item No Related Software

PKS135 MAPS™ ISDN SIGTRAN (ISDN IP)

PKS136 MAPS™ INAP over IP Emulator (ANSI, ITU)
PKS152 MAPS™ SIGTRAN ANSI MAP

For more information, refer to MAPS™ SIGTRAN (SS7 over IP) Protocol Emulator webpage.
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