Network Monitoring and Surveillance Solutions
For TDM, VoIP, and Wireless Networks
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Overview

GL’s Network Monitoring and Surveillance System is web-based application that facilitate display of CDRs by connecting to TDM,
Optical, or IP probes through a web server for monitoring physical layer, signaling and traffic at various points in such networks.
Supported protocols include SIP, SS7, ISDN, VolP (SIGTRAN, SIP, H.323), GSM, GSMA TRAU, MAP, IuCS, CAMEL, IuPS, LTE, and so on.

GL provides a variety of solutions for network wide monitoring and surveillance. The solutions consists of:

e Intrusive and non-intrusive 'PC Probes' for TDM, VolP, and Wireless networks

e Probes deployed at strategic locations in a network transmit and collect voice, data, protocol, statistics, quality measurements,
and performance information. These are relayed to a centrally distributed network management system (NMS)

e NMS may be client-server based or Web based system and consists of a database and applications for controlling, collecting, and
analyzing the information provided by the various probes

The system can be used for billing verification, remote protocol analysis, traffic engineering, calculating key performance indicators,
failure analysis, and call trace functionality. The architecture is uniform across all types of networks, TDM, IP, and Wireless. This results
in a reliable, user-friendly and uniform approach to Reports, Administration, and Maintenance.

GL's current NMS solutions for VolP, Wireless, and TDM networks are:

e Voice, Video, and Data Quality Testing and Monitoring System for any network

e |P Network Monitoring and Surveillance System (passive / non-intrusive) - SIP, RTP, H.323, SIGTRAN, MAP

o Wireless Network Monitoring and Surveillance System (passive / non-intrusive) - GSM, UMTS, LTE, Diameter, IMS

TDM and Optical Network Monitoring and Surveillance System (passive / non-intrusive probes) - SS7, ISDN, GSM Abis, TRAU

Digital T1 / E1 Line Monitoring, Test, and Diagnostic System

For more details, refer to Network Monitoring Solutions webpage.
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IP Network Monitoring and Surveillance System (VolP)
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Figure: NetSurveyorWeb™ CDR View (VolIP)

GL's PacketScan™ probes are used to capture, and monitor packet flows in real-time within a IP network. All major IP protocols are sup-
ported. PacketScan™ also performs detailed analysis of voice band streams gathering QOS statistics such as MOS (Mean Opinion Score),
total packet count, reordered, duplicate and missing packet counts, gap, jitter, and delay. A central database stores the real-time and
historic data. The system also facilitates various views using a web interface.

e GL's PacketScan™ acts as a probe and gathers IP packet information in a non-intrusive fashion, and forwards call detail records
(CDRs) as well as statistics to a central database

e A central database stores the real-time and historic data into a relational database (Oracle) using ODBC. A web-server accesses
the data and allows clients across WAN to view results. It provides a user friendly interface to query and display database custom
records

e NetSurveyorWeb™ facilitates result display using a web interface. With this, one can view real-time data, navigate through rec-
ords, filter the collected VolP traffic summary, and graphically analyze the Answer Call, MOS, call duration, failed calls, session
request delay, PDD, and so on through a simple web browser

For more details, refer to Network Monitoring Solutions webpage.

© GL Communications Inc.
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IP Network Monitoring and Surveillance System (VolP) (Contd.)

Supported Protocols with PacketScan™.

e S|P, SIP-1, SIP-T, H323, MEGACO, MGCP
e SCCP (Skinny), SIGTRAN — SS7, ISDN
o All traffic — Digits, Tones, Voice, Video, T.38 Fax

I
») 6L NetSurveyorWeb 6.6.10 i B
Real Time Monitoring System
—
e J e ]
DateTime Filter i ¥ g " T 2017-06-23To

——— L Les L Default |~ Hour Range : 00:00:00 To 23:59:59
(| Excortaseoe I add to my ket List Query Execution Time : 1.45080 Seconds
2017-06-23 E = e 5 . T
oo ] B #L Answer call (Basic kPIs) ¥ £, call Duration (Basic KPIs)
Hour Range ol o @ ols oL ol 0@ ol£ oF:

\E\ o | 23

Consolidate Report

Calls

(D) test o
|| KpiTest
| ] Test
Other KPIS List
|#) Basic KPIs - Time (yyyy-MM-dd)
BN 4502 Answered Calls [ 22238 Failed Calls B 22232 < 30 sec [ 1242 30 sec - 2 Min
M 1045 2- 10 Min [ 365 10- 30 Min
o BN 96 30- 60 Min M 30 More then 1 hour
- . . ]

Figure: NetSurveyorWeb™ - KPIs in Reports View
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Wireless Network Monitoring and Surveillance System (over IP or TDM)
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Figure: NetSurveyorWeb™ CDR View (IP/TDM)

GL's PacketScan™ or T1 E1 /T3 E3 / OC-3 / OC-12 Hardware probes non-intrusively monitor networks for both signaling and data. Al-
most all the standard protocols on 2G, 3G, and 4G wireless networks are supported.

e These intelligent protocol analyzers extract relevant contents in a non-intrusive fashion, and forwards call detail records (CDRs) as
well as statistics to a central DB for storage, display, and control

e A central database stores the real-time and historic data into a relational database (Oracle) using ODBC. A web-server accesses
the data and allows clients across WAN to view results. It provides a user friendly interface to query and display database custom
records

e NetSurveyorWeb™ facilitates result display using a web interface. With this, one can view real-time data, navigate through rec-
ords, filter the collected traffic summary, and graphically analyze the results through a simple web browser

For more details, refer to Network Monitoring Solutions webpage.

© GL Communications Inc.
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Wireless Network Monitoring and Surveillance System (over IP or TDM) (Contd.)

Supported Protocols

e LTE, Diameter, IMS (over IP)

e GSM A, GSM-R (over IP)

e GSM Abis and TRAU (over TDM)

e GPRS Gb and Gn (over IP)

e UMTS IuCS, IuPS, and IuH (over IP)

o All traffic — Digits, Tones, Voice, Video, T.38 Fax,Mobile GTP Traffic

W T I saRe Sy ==
/.\ GL NetSurveyorWeb 5.9.9 SeT— =

Real Time Monitoring System

m System Status as of
Filters / Views 2015-09-24 14:05:22

|~ DateTime Filter o Derault. [~
Date Range
'Wr Export 2s PDF b Add to My KPIS List Query Executd
I Hour Range P = — "
‘ 00:00:00 %
23:59:59 :
m 18,000,
16,000
Monthly S
76.34 % 14,000
-—-h_ 12,000 -
¢! Chart ¥ Data @
My KPIS List i = 10,000 -
Ay b
(] % of mapped calls . 0.03 % - 8,000
(D) Average
o 6,000 -
[Z) Non_ST
() Subquery_NonST 4,000 -
() subqury_Enh_ST + 2,000
Other KPIS List 0
|#) Basic kPls - |
|
‘ Time (yyyy-MM)
v ) 25123 < 30 sec [MS5764 30 sec - 2 Min 5435 LINK 1 EEM10324 LINK 2
32442- 10 Min 10 10- 30 Min 3325 LINK 3 EEM2LINK &
BN730-60 Min MO More then 1 hour
14560 2882
11 0
0 0
14552 2882

Figure: NetSurveyorWeb™ - KPIs in Reports View
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TDM and Optical Networks Monitoring and Surveillance System
(T1 E1 T3E3 OC-3/STM-1 OC-12/STM-4)
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Figure: NetSurveyorWeb™ CDR View (SS7)
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GL's provides non-intrusive analyzer probes for a network wide management of T1 E1 / T3 E3 / Optical lines, including line health, non-
intrusive diagnostics, and much more. The essential elements of the systems are:

e T1E1/T3E3/0OC-3/0C-12 Hardware probes non-intrusively monitor networks for both signaling and data, including ISDN, SS7,
GSM, TRAU, and others. These intelligent protocol analyzers extract relevant contents, and forwards call detail records (CDRs) and
statistics to a central NMS for storage, display, and control.

e A central database stores the real-time and historic data into a relational database (Oracle) using ODBC. A web-server accesses
the data and allows clients across WAN to view results. It provides a user friendly interface to query and display database custom
records.

e The NetSurveyorWeb™ is a web-based client connected to T1 E1 / T3 E3 / Optical probes through a web server and facilitates re-
sult display using a web interface as shown in the screenshot. The NetSurveyorWeb™ is driven by non-intrusive T1 E1 /T3 E3 /
Optical hardware probes, intelligent software, and a database engine. With this, one can view real-time data (Probe name, Dispo-
sition, Calling number, Called number, Duration, and so on), navigate through records, filter the required call records (based on
the start time and date of each call) through a simple web browser. Custom Filter option allows users to filter the call records
based on various signaling and traffic data.

For more details, refer to Network Monitoring Solutions webpage.

© GL Communications Inc.
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(T1 E1 T3E3 OC-3/STM-1 OC-12/STM-4) (Contd.)

Supported Protocols

Document Number: PKV170-01
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Figure: NetSurveyorWeb™ - KPIs in Reports View
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Digital T1 / E1 Line Monitoring, Test, and Diagnostic System
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Figure: NetSurveyorWeb™ for T1 E1 Physical Layer

GL's T1 E1 Network Monitoring System provides network wide management of T1 and E1 lines including line health, intrusive
diagnostics, non-intrusive monitoring, and much more. It's a web-based client connected to TDM probes (SS7, ISDN, GSM,...) through a
web server that facilitates result display using a web interface.

The essential elements of the systems are:

e PCbased T1 and E1 probes that collect physical and line level status and performance information. The Intrusive and Non-
intrusive "probes" for TDM networks are deployed at strategic locations in a network. They can transmit and collect voice, data,
protocol, statistics, and performance information. These probes can relay information to a central / distributed Network
Management System (NMS)

e A"T1E1 J1 Switch" for non-intrusive monitoring or intrusive diagnostics; The switch is "fail safe" during power disruptions and
USB controlled by the PC that houses the probes

e The web-based client NetSurveyorWeb™ for T1 E1 Physical Layer provides an instant overall graphical view of the health of the
TDM network with drill down to individual lines; secure access through WEB; remote monitoring and diagnostics to troubleshoot
any T1 E1 line; and a central database and applications for controlling, collecting, and analyzing the information provided by the
various probes

Supported Alarms

e MTP Layer Status

e Sync Loss, Carrier Loss

e Yellow Alarm, Blue Alarm, AIS

e Frequency Deviations and Power Level

e Customize Alarm Conditions

e Generate email alerts, visual alerts, audible alerts, and even logs

For more details, refer to Digital T1 E1 Line Monitoring NetSurveyorWeb™ webpage.

© GL Communications Inc.
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Voice, Video, and Data Quality Monitoring System
(Wireless, IP, and TDM Networks)
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Figure: VQT WebViewer™

GL’'s WebViewer™provides real-time voice, video, and data quality measurements across a diverse set of networks. Voice, Data, and
Video calls are automatically placed between end points; quality is measured and provided for display at an NMS. Voice Quality Testing
(VQT) supports international standard voice quality test methods, including, PESQ, POLQA, MOS (Mean Opinion Score), Round Trip De-
lay (RTD), litter, Clipping, Voice band quality metrics, etc. Video Quality Test Solution provides support for Android, PC and Linux based
clients (end points) for active Video Quality Testing. The Data Tests supported includes TCP, UDP, VolP, Route, HTTP, FTP, DNS, SMS,
Email, Phonelnfo, SIMInfo, and UEInfo.

The essential elements of this system are:

e Intrusive VolP / TDM Nodes - GL's VQuad™, is a low density network probe used for proactive testing of end-to-end voice connec-
tions. It is a common probe for Wireless, VolP and TDM networks

e Controls individual or multiple wireless, landline or VolP telephony terminals. Various associated applications (Voice Quality, Vid-
eo Quality, Data tests, Echo and Delay tests, Fax tests, Voice Band Analysis) works with VQuad™ to provide "end-to-end assess-
ment" with additional test and measuring capabilities. All the results are automatically transferred to the Central Database for
access via the GL WebViewer™

e Voice Quality Testing (VQT) - software for analysis according to widely accepted ITU (International Telecommunications Union)
voice comparison algorithms (POLQA, PESQ LQ/LQO/WB). GL also supports mobile device based manual and automated Voice
Testing using NetTest VQT app (supported on rooted Android devices) within the network

o The WebViewer™ uses a simple web browser with facilities to query the results either manually or automatically as well as output
the results/statistics. These results include VQuad™ Call Event, User Defined Events, Bluetooth® events, Data Test (NetTest from
PC and NetTest from Mobile Device), VQT, VBA, Delay and Echo Measurement results and Fax TxRx Events which can be saved to
either text or Excel format. WebViewer™ includes support for user-defined statistics with both tabular and graphical outputs

For more details, refer to Intrusive Method of Speech Quality Assessment webpage.

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKV170 Network Surveillance Software with Centralized Database Engine and Client

PKV175 T1 E1 Physical Line Monitoring Option for Network Surveillance - requires PKV170

PKV172 ISDN Call Detail Record (CDR) Option for Network Surveillance - requires PKV170. requires OLV100 at the central
site.

PKV092 CAS Call Detail Records (CDR) Option for Network Surveillance. requires OLV092 at the central site.

PKV173 SS7/SIGTRAN Call Detail Record (CDR) Option for Network Surveillance - requires OLV120 for SS7 and PKV106 for

SIGTRAN at the central site.

PKV174 GSM (TDM or IP) and TRAU Call Detail Record (CDR) Option for Network Surveillance - requires OLV150 for GSM
and OLV153 for TRAU at the central site.

PKV176 VolP (SIP, MGCP, MEGACO etc.) Call Detail Record (CDR) Option for Network Surveillance - requires PKV101 at the
central site.

Item No Related Software

PKV169 Network Surveillance Lite Software.

PKV171 Network Surveillance Agent Toolkit

Item No Related Hardware

PKV100 PacketScan™ - (Online and Offline)

PKV120 PacketScan HD™ w/4 x 1GigE

PTEOO01 tProbe™ Dual T1 E1 Laptop Analyzer

XTEOO1 Dual T1 E1 Express (PCle) Boards

TTEOO01 tScan16™ T1 E1 Boards

FTEOO1 QuadXpress T1 E1 Main Board

ETEOQO1 OctalXpress T1 E1 Main Board plus Daughter Board

For more information, refer to NetSurveyorWeb™ webpage.

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) www.gl.com - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) info@gl.com
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