PacketExpert™ 10GX — PacketBroker™

(Wire-speed Ethernet Tap)

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878
Phone: (301) 670-4784 Fax: (301) 670-9187 Email: info@gl.com
Website: https://www.gl.com



https://www.gl.com/inforequestform.php
https://www.gl.com/

Ethernet Technology

WAN/Backbone
40G/100G

+ Ethernet has become ubiquitous in both Local Area Networks and Wide Area Networks

*  Network engineers require the ability to capture the traffic at different locations in the network
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Just bigger Pipes, but same Ethernet Packets

O' n

10 Mbps

- <— 100 Mbps
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PacketExpert™ 10GX (10G/2.5G/1G)

* Bit Error Rate Testing * Multi-Stream Traffic Generator
« RFC 2544 « PacketBroker
* Smart Loopback Functionality + RFC 6349 (TCP Testing)

* ITU-T Y.1564 (Verify service level agreements) IP Wide Area Network Emulation

+ Wirespeed Record/Playback Capability
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Active Network Tap

For 1G Ports For 10G Ports

Live Network Pass-Through Ports Qutput Ports
l l (1G Electrical/Optical)
A L1
- < S
GL Communications Inc. PacketExpert - 10GX
——Port 1 Port 2.

N
GL C tions Inc. PacketEx - 10GX
- vora omn’ﬁr‘#a ons Inc. \ \’ 'acketExpert

Port 1 Port 2 Port 3 Port4
| | M [=s|[==] | mm|

= = = = I
mm| ] -||-- EOHED
1000 Mbp Port 1 - 10 Gbps — Port2 sl
ps——————L—port 1 - 10 Gbps — Port2
~ Y - F! 31 P, 12\ \ J
o rt
I , T 1
Output Ports Pass-Through Ports
(10G Optical)

Live Network

Dedicated hardware device - FPGA based processing means full 100% wirespeed capability to pass

through traffic no drops, no delays, and also to make two separate copies - Tx and Rx side
+ Hardware filters means wirespeed filtering
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’“‘PacketBrokerTM in Network (1GbE)

e
1GbE

Router
PacketExpert™ 10GX
™
PacketBroker Tap
Filtering w/ trigger
Aggregation

Packet Modifier

1G Port 1 & Port 2
Electrical/Output
(Pass-through Ports)

1G Port 3 & Port 4
Electrical/Optical
(Output Ports)

Real Time Packet Analyzer
OGL

(GL’s PacketScan™, Wireshark®)
Communications




PacketBroker™ in Network (10GbE)

.
T

10 GbE
Router
PacketExpert ™10GX
PacketBroker™
Tap
Filtering w/ trigger
Aggregation

Packet Modifier

10G Port 3 & Port 4
Optical (Pass-through Ports)

1G Port1/ Port2
Electrical (Output Ports)

Real Time Packet Analyzer
(GL’s PacketScan™, Wireshark®)
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PacketExpert™ 10GX - Portable Unit (PXN100, PXN101)
A

Communications Inc. PacketExpert 1-10!
s 000000000000000000000

PORT 3 PORT 4

RJ45/SFP RJ45/SFP SFP+ SFP+

Physical Specifications * Length: 8.45in (214.63 mm)
* Width: 5.55 in (140.97 mm)
+ Height: 1.60 in (40.64 mm)

* Weight: 1.713 Ibs

External Power Supply + +12 Volts (Medical Grade), 3 Amps (For portable units having serial number = 188400)

» +9 Volts, 2 Amps (For portable units having serial number = 188400)

BUS Interface + USB3.0

+ Optional 4-Port SMA Jack Trigger Board(TTL Input/Output)

Protocols + |EEE 802.3ae LAN PHY compliance

@ GL + RFC 2544 compliance
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High Density 1U Rack option

.....
eeesssssss000sssessse

MTOP™ Rack Units

Physical Specifications

Length: 16 in (406.4)
Width: 19 in (482.6)
Height: 1U / 2U

External Power Supply

ATX Power Supply

BUS Interface

1U mTOP™ (MT001 + 3x PXN100)

> Rackmount Enclosure can support up to 3 PXN100s
2U Rack Mount (with 6x PXN100)

> Rackmount Enclosure can support up to 6 PXN100s
Optional 4 to 12 Port SMA Jack Trigger Board (TTL Input/Output)

SBC Specifications

Intel Core i3 or optional i7 NUC Equivalent
Windows® 11 64-bit Pro Operating System
USB 3.0 and USB 2.0 Ports

USB Type C Ports, Ethernet 2.5GIigE port
256 GB Hard drive, 8G Memory (Min)

Two HDMI ports
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mTOP™ Probe with 10GX Hardware Unit + SBC

PacketExpert 1-10G |
STATUS.........'...........

PORT 3 PORT 4

&T 1=10Gbps = ‘1

mTOP™ Probe

Physical Specifications

Length: 10.4 in. (264.16 mm)

Width: 8.4 in. (213.36 mm)

Height: 3.0 in. (76.2 mm)

Optional 4-Port SMA Jack Trigger Board (TTL Input/Output)
External USB based Wi-Fi adaptor

External Power Supply

+12 Volts (Medical Grade), 3 Amps

SBC Specifications

Intel Core i3 or optional i7 NUC Equivalent
Windows® 11 64-bit Pro Operating System
USB 3.0 and USB 2.0 Ports

USB Type C Ports, Ethernet 2.5GIigE port
256 GB Hard drive, 8G Memory (Min)

Two HDMI ports
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MTOP™ PacketBroker™ Rack Unit w/ 12 TTL Triggers

e 'POS® -
Soes s™NS- Oscilloscope

1to12

1G | 10G TTL Signals
Pass-through Ports

_— -
on specified Ethernet traffic Pulse generated on TTL 1/O
and is carried over SMA

. TTL pulses can be received on an oscilloscope for visual cable to the oscilloscope

. PacketBroker™ can trigger pulses through TTL ports based

analysis of Ethernet traffic
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Features

GL Communications Inc. PacketExpert - 10GX GL Communications Inc. PacketExpert - 10GX
Port 1 Port 2 Port 3 Port 4 Port 1 Port 2 Port 3 Port 4 —
[ —— [E——| e~
IIIi- [mm | | mm| | L] | -J[- B ‘ oo
1000 Mbp: Port 1 - 10 Gbps - Port2—

1000 Mbps—L—Port 1 - 10 Gbps - Port2

N\

\ J N J
J N\ J N\ J Y Y
Pass-Through Ports OutputPorts — Bt iR Pass-Through Ports __|

(16 Electrical/Optical) (10G Optical)

A network tap like application, with additional advanced features like
» Active network tap - capable of handling bidirectional 100% wirespeed traffic upto 1 Gb/s
» Wirespeed Filtering - powerful and easy to use
» Packet Modification to convey useful information like Timestamp inband
>

Output aggregation - both direction traffic multiplexed on the same output Based on PacketExpert™ 10GX
hardware platform

It has two 10/2.5/1 Gbps Optical/Electrical ports, and two 10/100/1000 Mbps Electrical ports or 100/1000 Mbps
Optical ports. The 10 Gbps ports can be down-shifted to support 1Gbps Electrical ports, thus offering
4 Electrical/Optical 1 Gbps ports
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Packet Tap, Filter, Aggregation, Modification, and Output

Filtered , Aggregated, & Modified

Packel Traffic from Port 2 & Port 3
e Packet WL > Tronil -3
u"“>““{Modiﬁer}“>““ -

Aggregation

Filtering
Tap
N ™~
- ——— - / L3/ L4/ Payloa ,[POFt 2]:
Filters

INTERNAL Criginal
> Ethernet Packet Fields
MEMORY

/ L3/ L4/ Payloa
(2GBDDR2 RAM) ¢~ = T~ — 1 Filters |

| e |

Modifier

> i - - >

Filtered , & Modified Traffic
from Port 3 only
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Communications

Capture Traffic of Interest

3 Traffic from Port 2

Tap

)[Port 1 steam2 |

Network Traffic

fpodle—
o
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Header

£— ld bytes —3<— 20 bytes ———><— 8 bytes 2005 bytes
UDP
MAC Header IP H;)ader 4Beader o payload
1byte - - ! |
! : ! .
40 bytes — i
Offset=0 |01 | 02 | 03 value :
FF |00 | FF mask E
. i
40 bytes
Offset=20 (01 | 02 | 03 value
FF| 00 | FF mask

oaGL

Communications

2047 bytes

15



Filter Combinati
\
———>  Packet > Filter 1 ~— TRUE
5 Filter 2 TRUE
| OR /AND
i TRUE
3!  Filter 16 —TRUE
_/

. N
et e e e
I I

AND OR

> FALSE >‘ TRUE

Filter 16 TRUE Filter 16 TRUE

Y

Y
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Filter Example

192.168.10.50 192.168.100.65

Network A {

192.168.20.20 192.168.30.25

PacketExpert™10GX - PacketBroker

Communications



Filter Example (Contd.)

SIP and RTP between 192.168.10.50 192.168.300.25 undirectional (192.168.10.50 --> 192.168.300.25)

Filter 1

SIP traffic between 192.168.10.50 and
192.168.200.35

Ethernet Len/Type = 0x0800(IP) AND

Source IP address = 192.168.10.50 AND
Destination IP Address = 192.168.200.35 AND
IP Protocol = 17 (UDP)

Destination UDP port == 5060

oL
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OR

Filter 2
RTP traffic between 192.168.10.50 and 192.168.200.35

Ethernet Len/Type = 0x0800(IP) AND

Source IP address = 192.168.10.50 AND

Destination IP Address = 192.168.200.35 AND

IP Protocol = 17 (UDP)

Source UDP port= 1024 AND

Destination UDP port == 1024 AND

Pavyload first byte(43rd byte) == 0x80 (RTP valid version)

OR

Filter 3
RTP traffic between 192.168.10.50 and 192.168.200.35

Ghernet Len/Type = Ox0800(IF) AND

Source |IP address = 192.168.10.50 AND

Destination IP Address = 192.168.200.35 AND

IP Protocol = 17 (UDP)

Source UDP port = 1025 AND

Destination UDP port == 1025 AND

@yload first byte(43rd byte) == Ox80 (RTP valid version)
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Filter Configuration Menu

Basic Mode Filtering

a0y GL PacketbExpert10GX - PacketBroker

File View System Windows Help
B M H % X st

=] PacketBroker(Filter Mode)
= Pass Through Ports
=] 10G:Port 1
@ Interface
Filter Config
Filter Setup
Packet Modifier Field Config
Port Statistics
= 10G:Port 2
@ Interface
Filter Config
Filter Setup
Packet Modifier Field Config
Port Statistics
Packet Modifier Config
= Output Parts
= 1G:Port 1
@ Interface
Port Statistics
= 1G:Port 2
@ Interface
Port Statistics

Ready

Group Mode Filtering

oGl Packetixpert10GX - PacketBroker

File View System Windows Help

sl # ¥

= PacketBroker{Group Mode)
= Pass Through Ports
=] 10G:Port 1
& Interface
Filter Config
Group Config
Filter Setup
Packet Modifier Field Config
Port Statistics
= 10G:Part 2
@ Interface
Filter Config
Group Config
Filter Setup
Packet Modifier Field Config
Port Statistics
Packet Madifier Config
= Output Ports
=] 1G:Port 1
@ Interface
Port Statistics
=] 1G:Port 2
@ Interface
Port Statistics

Ready

19
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Filter Configuration

Raw Mode Filtering

Port Selection | 10G:Port 1 -

# | Filter Name

Filter1 ")
Filter2
Filter3
Filter4
Filter5
Filters
Filter7
Filterg >
Filterg
Filter 10
Filter 11
Filter 12
Filter 13
Filter 14
Filter 15
\L16 Filteris /

16 Filters

N\
A}

A
E;Eﬁskﬂm"dmm-hwrul-‘

Erii

Offset
(0 -15999)

Onor I
Filter Selection Filters [ﬂ
= @ Layers [¥]Enable RAW Mode
W MAC RAW Made
¥ VLAN Layer Offset
% MPLS Layer
¥ 1P Bytes  |Value | Mask i
W uDP -7 00 00 00 00 01 02 00 00 FF FF FF FF FF FF 00 00 ) |=
o TP > 8-15 00 00 00 OO 00 00 00 00 00 OO OO 00 0O 00 00 00
. . 16-23 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO
gﬂiﬂlﬁﬂ 24-31 00 00 00 00 00 00 00 00 00 OO0 00 00 0O 00 00 00
= ¥ RAW Mode 32-39 00 00 00 00 00 OO 00 00 00 0O 00 00 00 00 00 00 120 Bytes
< 4047 00 00 00 OO 00 00 00 00 00 OO 00 00 00 00 00 00
43-55 00 00 00 OO 00 OO 00 00 00 0O 0O 00 OO 00 00 00 >—R aw Data/Mask
56-63 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 0O Bytes
6471 D0 00 00 OO 00 00 00 00 00 OO OO 00 0O 00 00 00 1
72-79 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO
80-87 00 0D 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 ) [
[il it ] @
Layer |LayerSumary
MAC Src MAC = 00-00-00-00-01-02, Dst MAC = 00-00-00-00-01-03, Len/Type =
VLAN VLANId = 12 , VLAN Priority =0 -7
MPLS MPLS Label = 0 - 1048575
Pv4 SrcIP = 192.168.1.11, Dst IP = 192.168.1.12, TOS = 0, Protocol = X
LDP Src UDP Port = 400 - 600, Dst UDP Port = 5500 - 6000
[£] m |

20
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Filter Configuration (Contd.)

Packet Mode Filtering

er Lonmg

Port Selection | 10G:Port 1 .

_# Filter Name
(11 Fiter1
Filter2
Filter3
Filter4
Filter 5
Filters
Filter7
Filtera >
Filterg

Filter 10
Filter 11
Filter 12
Filter 13
Filter 14
Filter 15
Filter 15 _J

16 Filters

;Emﬁﬁsmmumm.hmmn—n

b

Packet Layers

Header fields

/

[moT
Filter Selection / Filters
= & Layers Enable TCP Source Port
W MAC
" WYLAN Layer TCP Source Port
W MPLS Layer () Fixed (¥)Range
L
¥ upp From == | 2000 ‘ To ‘ 3000
= W TCp
# TCP Source Port
# TCP Destination Port
@ Framesize
@' RAW Mode
Layer | Layer Summary N\ I
MAC Src MAC = 00-00-00-00-01-02, Dst MAC = 00-00-00-00-01-03, Len/Type = Packet
VLAM VLAM Id = 12 , VLAM Priority =0-7
MPLS MPLS Label = 0 - 10438575
IPv4 SrcIP = 192,168.1.11, Dst [P = 192.168.1.12, TOS = 0, Protocol = X Layer
upp Src UDP Port = 400 - 600, Dst UDP Port = 5500 - 6000 r
TCP Src TCP Port = 2000 - 3000, Dst TCP Port = 2123 Su mma y
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Group Mode Filter Configuration

Port Selection | 10G:Port 1 [V]

» PacketBroker™ includes an option to Group Confy

Filter Selection
#  Group Mame

group the configured filters P — D| s aris s s a2
i g;gtsi D F:IDE::3 Operation
» Any number of individual filters can be o laoms E:I‘;Z[;‘ @no
. “« » 7 Group? ] Fiters on
selected to form a group. Using “AND S G Dl E
and “OR” operators and any combination Dirters
of filter groups can be created b o E:IEEE
15  Groupl5 Filter 13

[ Filter 14

» The multiple filter Groups created can be [Caca ] [ooete ] [Cear | Bt
further grouped to form Super Groups

per Group Config
using “AND” or “OR” operators Lz e soe 20
#  Super Group Name Group Selection Summary
1 SuperGroupl = DG;UPS
. . . 2 SuperGroup2 Groupl
* The result of all the filters within the 3 SoperGrougs o2 (Group I Groups | Groups | Graupe )
H H 13 ” “ 1] : gﬂs::g:sﬂs: [J6roup3 Operation
group is taken and either “OR” or “AND s Separcons Ecroues Ono
7 SuperGroup?
H H [ Groups ®or
and a final single Group result - TRUE or D |Seecmun Clco
. . 10 SuperGroup10 Group3
FALSE is obtained 11 swercroup1y Dl oues
12 SuperGroupl2 D Group10
13  SuperGroupl3 DGrDupll
14  SuperGroup14
15 SuperGroupl5 D Group1z
16  SuperGroupls D Group13
[1Group14
[1Group1s
[_add | [ elete | [ clear | [croup1s
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Dynamically Enable/Disable Filters

Filter Setup

In Ports Agaregator Out Ports
10G:Port 1 Aggregate Port (1G:Port 1)

- Filters . : Packet Modifier : Dumut

10G:Port 2 1G:Port 2

- Filters = Outport | 1GPort 1 [se| = pacietmodifier [Enabled [v] = Output

Part Selection | 10G:Port 1 M [ Reset ] [ Activate Al HDeactiuateAlI ] Operation m

Filter Summary

Filter1 1l Filter2 1| Filter5 || FilterE |l Filter? Il Filterd
Il Filter9 |l Filter10 |l Filter11 |l Filter12 |l Filter13 |l Filter14 || Filter15 |l Filter16

-
-

.

Filter Mo MOT Filter Mode Triggered Filtered Packets Triggered Status Trigger
1 D MOT Continuous 0
2 O mwor Mono Trigger 0 & Ide Set

Dynamically Enable/Disable Filters, even at run-time
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Trigger Mode

[ = o ————— = ———— - >’ Port 1 ‘,_, Single Triggered
L J Packet from Port2

t| Filtering Tap

Trigger | _ | L2/ L3/.L4/ Pavload‘ ’l Port 2 J(_
Filters Ooos

Discarded X
Packets

| Port 4 |

|
» PacketBroker™ helps achieve this using the Trigger mode for filters
 In this user can start the filter in Trigger mode, where it starts to look for packet matching the user defined

value
» As soon as the first packet matches the filter, the filter is set to be triggered, and stops further capture

oaGL
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Filter Trigger Mode (Basic)

Filter Setup

In Ports Aaggregator Cut Porks
10G:Port 1 1GiPark 1
—pe Filkers = |Enabled || = Packet Madifier |Enabled [Q] = Outpdt [Enabled || =
10G:Port 2 Agagregate Port {1G:Part 2)
Filt =5 16 )= fir [Erabiod [w] | = cutput [Enabled [v] =
=, ilbers Outpart | 1GPOrt 2 |8 e Packet Modifisr | Enabled |V| mpe  Output |Enabled [ | g

PortSelection | 10G:Port 1 || [__Resst |  [[Activate All | [Deactivate All | Operation |OR [v]

Filter Summary
Filter1 || Filter2 || Filter3 || Filter4 || Filter5 || Filter6 || Filter? |l Filter8 ||
Filterd Il Filter10 Il Filter11 Il Filter12 Il Filter13 Il Filter14 Il Filter15 |l Filter16 1l

Filter No MNOT Filter Mode Triggered,Filtered Packets Triggered Status Trigger

1 O NOT Mona Trigger 3 of Triggered Set
2 O NOT Mona Trigger 1 of Triggered Set
3 O NOT Mona Trigger 3 of Triggered Set
4 O NOT Mona Trigger 1 of Triggered Set
5 O NOT Mona Trigger 1 of Triggered Set
& O NOT Mona Trigger 2 of Triggered Set
7 O NOT Mona Trigger 3 of Triggered Set
8 O NOT Mona Trigger 1 of Triggered Set
9 O NOT Mona Trigger 1 of Triggered Set
10 O NOT Mona Trigger 5 of Triggered Set
11 O NOT Mona Trigger 1 of Triggered Set
12 | NOT Mona Trigger 6 of Triggered Set
13 O NOT Continuous 571496

14 O NOT Continuous 671960

15 O NOT Continuous 572439

16 O NOT Continuous 672903

25
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Filter Trigger

Mode (Group

ode)

jufiﬂter Setup
In Ports
Port 1
s Filters
Part 2
e Filters

Group Summary

Agaregator

L

= Outpo

Port Selection | Port 1

Disabled E =

vt |Port 3 \Zl =3

Out Ports
Port 3

Packet Modifier |Disabled [v| = Output [Enabled [v| i

Port 4

Packet Modfier |Disabled [v| = Output [Enabled [v| =

EJ [ Reset | [ Activate all | [Deactivate &ll | pulse width ‘200

(('Filter7 && Filter2)ll (Filter2 &% Filter1 && Filter3 && Filter5) Il (Filter1 && Filter4))

V ! ' msec EJ

Group Name
SuperGroupl
SuperGroup2

| SuperGroup3
‘ SuperGroup4
SuperGroups
SuperGroupé
SuperGroup?
SuperGroups
SuperGroupd
SuperGroupl0
SuperGroupl1
‘ SuperGroupl2
O SuperGroupl3
O SuperGroupl4
O SuperGroupls
O SuperGroupl6

Group Mode
MonoTrigger
MonoTrigger
MonoTrigger
MonoTrigger
MonoTrigger
MonoTrigger
MonoTrigger
MonoTrigger
Continuous
Continuous
Continuous
Continuous
Continuous
Continuous
Continuous
Continuous

TriggeredFiltered Packets
1

-0 0 = = 00

665 899
666 371
666 836
667 301

o oo o

Triggered Status Trigger
« Triggered

@ Waiting

@ ‘Waiting

o Triggered

o Triggered

@& Waiting

@ ‘waiting

o Triggered

Set

TTL
MNONE
TTL1
TTL3
MNONE
MNONE
TTL7
TTLE
TTL9
NOMNE
MNONE
NOMNE
NOMNE
MNONE
NOMNE
MNOME
MNONE
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Packet Aggregation

Aggregation

——

INTERNAL
MEMORY

—

/ L3/ L4/ Payloa
Filters

/ L3/ L4/ Payloa P
(2GB DDR2 RAM) <= = T = ] Filters

Filtering

Tap

- -—>
_____[Portl]___>

Filtered, & Aggregated Traffic from
Port 2 & Port 3

Original
> Ethernet Packet Fields

> ===~ frord} - >

Filtered Traffic from Port 3
only

27



Packet Aggregation User Interface

Filter Setup

In Ports Agagregator Out Ports
10G:Port 1 Aggregate Port (1G:Port 1)
- Filters - Enabled || T packetModifier [Discbled [ gy Output |Enabled |v| =
10G:Port 2 1G:Part 2
e Filters = Qutport | 1G:Port 1 M e Packet Modifier DisabledM = Output |Enabled M =

» The filtered traffic is combined and sent out through a single output port
If the combined bandwidth exceeds the wirespeed of the output port, may cause packet loss

* Hence, the onboard memory (2 GB DR2 RAM) is used as a temporary buffer to store the
traffic before sent out at wirespeed. Thus, upto 2 GB of traffic can be buffered

oaGL
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-—— -

Packet

Port 3 €

Packet M

Filtered & Modified
Traffic from Port 2

) T

Portl & — — — 4
.

l =~
—_—
Port 2 P

|

Original
> Ethernet Packet Fields

>

i

1 Modifier =+ - > - - - —
Filtering Tap
L2/ 13/ L4/ Payload ¥ | >
i Filters
L2/ L3/ L4/ Payload
] Filters N
[ Packet |
1 Modifier 1= P = ==+

L

J
~

_ Hardware Modified
| Ethernet Packet Fields
1
\4

Filtered & Modified

Traffic from Port 3

Port4 & — —
|

odification

46-1500

| 6 bytes ‘ 6 hytes

Original Destination MAC Address Original Source MAC Address

Len/Type

4
bytes ‘<_ bytes _){
Ethernet Payload Original
(Higher Layers) CRC

.

Hardware Modified Fields

‘

Hardware Modified Field

. Board
Timestamp Filter N Port Ethernet Payload New
(Hardware based 8nsec Accurate) No. S;r:l No. | AL (Higher Layers) CRC
| 8 bytes e 2 o1 ) 4] 4 2 46-1500 5 4
| |~ bytes 7|7 byte " bits [ bits bytes bytes bytes

* Need to convey very useful information such as the timestamp, port number, filter number etc. to the analysis

tool

« May not have the flexibility to convey it outband — may need to do it inband
» PacketBroker™ provides this functionality by conveying it in the MAC header of the output packets.

oaGL
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Packet Modification (Contd.)

2 bytes 46-1500
e Bbytes — sle Ghytes bytes ~———><— 4bytes —>)
O”Qi"a' Qriginal Destination MAC e MAC Add Len/T Ethernet Payload Original
Ethernet Packet Fields Address ]| =l 255 SN (Higher Layers) CRC
Hardware Modified Fields Hardware Modified Field
. : e
. B P
Hardware MOd.Ifled et Filter | Beard| 7 fun Ethernet Payload New
Ethernet Packet Fields {Hardware based 8nsec Accurate) Serial | | |us| Len/Type )
No. No. | fed {(Higher Layers) CRC

8L = 46-1500 4b
e < S
vies 4|a bytes vtes
2byte  1byte nislois! 2 byte

«  Timestamp, Filter Number, Board Serial Number and Port Number fields are written on top of the Src MAC
address and Dst MAC Address fields

« Ethernet CRC is recalculated

«  Original MAC header will be lost, but many times, this may be fine if interest is only in higher layers (IP,
TCP/UDP etc.)

OGL
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Packet Modifier Enable/Disable

Filter Setup
In Ports Sggregator kb Porks

Port 2 Pork 1
i Filters wjp | Enabled |w - Packet Modifier | Dicabled |+ s Oubput |Disabled | » '

Port 3 #iggregate Park (P4

i = o = isabled X
i Filters e Cukport |4 | e Packet Modifier |Enabled |+ - Output | Disabled [
Diwt Selackinn | Part 2 vl FReser 4 | Activate &l | | Deactivate Al |

oaGL
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Packet Modifier Field Config Menu

ay GL PacketExpert10GX - PacketBrokel

File View System Windows Help

UUEDhm ? ¥

= PacketBroker(Filter Mode)
=1 Pass Through Ports
= 10G:Port 1
-l Interface
Filter Canfig
Filter Setup
|Packet Modifier Field Config |
Port Statistics
= 10G:Port 2
-} Interface
Filter Config
Filter Setup
|Packet Modifier Field Confial
Part Statistics
Packet Modifier Config
= Output Ports
- 1G:Port 1
‘ol Interface
Port Statistics
=5 1G:Port 2
@ Interface
Port Statistics

Start |

Ready
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Packet Modifier Field Configuration

Packet Modifier Field Config

Port Selection | 10G:Port 1 M

Insert Filter Mumber (2 bytes)
Insert Board Serial Mumber (1 byte)
Insert Port Mumber (4 bits)

oaGL
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=

i
byte  bils'be

Board Serial Mo 2bytes 4E-1500
e——— Gbytes ————le—  Gbytes e 3 bytes e— 4 bytes —
{¥) Take From Hardware
@ User Configured IZI (0-255) Original Destination MAC Ethernet Payload Original
Original Source MAC Address Len/T: .
Address ‘& e/ Type (Higher Layers) CRC
Timestamp :
imestam o
Filter | Boo| | Jun Ethernet Payload New
Senal us | Len,
(Hardware based 8nsec Accurate) Mo, ol ': &2 fType (Higher Layers) CRC
0
3 2 451500 bytes ab
q e L Fa ol o 5 {
s P S[Se |, e e
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Packet Modifier Board Serial Number Config

Packet Modifier Config

Board Serial Mo

(") User Configured

(¥) Take From Hardware <€

levice Informa

0

(0-255)

MNumber Of Devices I 1
| MName | Serial Number |Model MNumber | USE Type | DDR Module Part Number
Device Details [Devicer | 188174 [7.1 [Onknown | 16KTF1G64HZ-1GGEL
| Port#1 | Portz2 | Port=3 | Port=4
MAC Addresses [00-21C2-0025-7F  [00-21-C2-00-2561 |00-21-C2-00-257F | 00-21-C2-00-25-60
Description Part# License Type  Licensed Status

10G License 10G/2.56 Option For PXN100 PXM101 Optional License o

License Details Application Name Part#  License Type | licensed Status
All Port Bert PXMN100 Basic TIA-
RFC 2544 PXN100 Basic MA-
RFC 2544 (Single Port) PXN100 Basic NA-
All Port Loopback PXN100 Basic HA-
Bert/Loopback PXN100 Basic A-
IPLinkSim IPN507 Optional License v
Record Only PXM105 Optional License v
PacketBroker PXM107 Optional License v
Playback Only PXMN105 Optional License v
Record And Playback PXM105 Optional License v
ExpertsAM PXN106 Optional License v
IPNetSim IPN507 Optional License J
ExpertTCP PXM108 Optional License J
Multi-Stream Traffic Generator & Analyzer PXN108 Optional License v
Multi-Stream Traffic Generator & Analyzer (Dual Device) PXM108 Optional License v
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Port Statistics

|Rx

Frame Rate(Framasfsac)
KNon Test Frames

Eroadcast Frames
Muticast Frames
Control Frames

YLAN Frames

Pause Frames

Wirong Opcode Frames
Ouk of Bound Frames

Length Type Out of Range Frames
64 Byte Length Frames

65127 Byte Length Frames
126255 Byte Length Frames
256-511 Byte Langth Frames
512-1023 Byte Length Frames
1024-1518 Byte Langth Frames
Qvarszad Frames

Undersized Frames

FCS Error Frames

1 Leved Stacked YLAN Frames
2 Level Stacked YLAN Frames
3 Level Stacked YLAN Frames
1 Lovel Stacked MFLS Frames
2 Lovel Stacked MPLS Frames
3 Lovel Stacked MPLS Frames

1P Checksum Errors
Py Packets
IPVE Packets :

393 325896
393 326918

0

595493 501 138
100,000
S869.631
814868

393 341

|O§OOOOOO Oooooo0ooco o

393 348
393 349

595 533 950

100,
9869,

29 |
354

0
190
000
681

814865

393 354

&
g
-oﬁo ococooooeoco oogoooooo ocooooo

393378

12 |

Frame Rate(Framesje=c)
Non Test Framas

Eroadcast Frames
Muticast Frames
Control Frames

YLAN Frames

Pause Frames

Wrong Opcode Frames
Out of Bound Frames

Length Type Out of Range Frames
64 Byte Length Frames

65-127 Byte Length Frames
126-255 Byte Langth Frames
256-511 Byte Langth Frames
512-1023 Byte Length Frasnes
1024-1518 Byte Largth Frames
Qvarazed Frames

Undersized Frames

FCS Error Frames

1 Level Stacked VAN Frames
2 Level Stacked VLAN Prames
3 Level Stacked VLAN Frames
1 Level Stacked MPLS Frames
2 Lovel Stadied MPLS Frames
3 Level Stacked MPLS Framos

1P Checksum Errars
1Py Packets
IPVE Packets

8595018
859% 117

0

13014 675 566
100,000
986,958
31436

o

o« o
"

g 2
g 2
o0000O0 ooooown

O -4

LI R T ]

oo

D00 00000 CO COCOODOOOO0 OOOOOCC aoggoooo
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