Multi-Stream Traffic Generator and Analyzer (1 Gbps)
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Ethernet Technology
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Just bigger Pipes, but same Ethernet/IP Packets
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Multi Stream Traffic

Data Stream (A <-> B)
/1\

, Voice Stream (A <-> B)
Video Stream (A <-> B)

Network A

Data Stream (A <-> C) \/ \/ /
Voice Stream (A <-> C) Video Stream (A <-> C)

A traffic “Stream” or “Flow” can be defined as a set of packets flowing across the DUT/Network, who are logically
connected to each other
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Multiple "Stream” or "Flow" in Ethernet/IP Traffic

\Voice Streams

Network A

Pesemm—

Data Streams Video Streams
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Multi-Stream Traffic between 2 End Points

RTP, HTTP and FTP Streams

|
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UDP headers

IP header

VLAN header

MAC header

|dentifying Streams

UDP Source Port UDP Destination Port

UDP Length UDP Checksum

Data
. Header Service

Version Length Type Total Length

Identification Flags Fragment Offset
TTL Protocol Header Checksum
Source IP Address
Destination IP Address
Options Padding
;’i'jd'\' Type VLAN Priority | VLANCFI | VLAN ID
Destination Source VLAN
Type/Len | Payload FCS
Address Address Tag




Application-wise Streams

~~

HTTP 0

FTP ||

ARP ||
IcMP_ ()

> Data

RTP w/ G711 0

RTP w/ G729 ()

RTP w/ G726 |)
RTPw/AMR || |

> Voice

RTP w/ H264 O Video
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Stream Characteristics

HTTP O Frame Size = 100 — 1518, Rate < 5 kbps
FTP 0 . Data Frame Size = 100 — 1518, Rate <= 5 Mbps
ARP || Frame Size = 64, Rate < 1 Kbps
ICMP | Frame Size = 64, Rate < 1 Kbps
~ Frame Size = 214, Rate ~ 83 Kbps
RTP w/ G7110 Frame Size = 214, Rate ~83 kbps
RTP w/ G729 || >~ Voice Frame Size = 74, Rate ~ 28 Kbps
RTP w/ G726 || Frame Size = 154, Rate ~ 60 Kbps
RTP w/AMR || | Frame Size = 68 — 86, Rate = 4.75 Kbps — 12.2 Kbps

RTP w/ H264O Video Frame Size = 64 — 1518, Rate = 1.4 Mbps — 3.4 Mbps
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\ Head Office A

Customer Location

\ Head Office B

J

Customer Location
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All Streams Carried over Single Pipe

Multi Streams Voice, Data,

Video Traffic
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\_ Branch Office J
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PacketExpert™ 1G
\ (Multi-Stream Traffic Generator)
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Multi Stream Traffic Generator

Multi Streams Voice, Data, Video Traffic
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Router

\ Branch ffice /
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Impairments Introduced by Packet Switching Networks

Multi Streams Voice, Data, Video Traffic

-~~~ Datacenter

PacketExpert™ 1G
(Multi-Stream Traffic Generator)

Latency (Delay) « Packet Effects
Jitter * Reordering
Packet Loss * Duplication

Branh ffice
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Latency or Frame Transfer Delay

Processing Delay Processing Delay

s & & \
4 - 4

. VolP Phone

. VolP Phone

Disturbances
Echoes
Call Drops

Propagation Delay
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Jitter

Source Packets

\ J
Y

Packets out of order

Destination Packets
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Jitter Introduced in Various Ways

Queuing and forwarding
QoS Prioritization

Processing Delay /
Queuing and forwarding %

"~ Congested

i Voice Packets are prioritized

/

. ,.'A\\
L \v/ “

Data Packets are queued
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Effects of Jitter on Video Playback

Source Packets

Distorted Video

Video Streaming

Destination Packets

Empty Buffer Over flowing packets

Jitter Buffer
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Packet Loss

Y

Packet Loss L.
Source Destination
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Packet Loss Introduced in Different Ways
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Dropped
Packets <

Packets are queued 0
J
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Effects of Packet Loss

Packet Dropped

—HO 01000 - - ae—

\— /
TCP Source I TCP Destination
Retransmission >
— >
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IP Measurements

Need to measure these IP Metrics:

* Throughput/Bandwidth

* Latency/Frame Transfer Delay (FTD)
e Jitter/Frame Delay Variation (FDV)

* Packet Loss/Frame Loss (FL)
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End-to-End Test Setup

Network

Test Setup

Traffic Generator Traffic Analyzer

OGL
nications

Communi



Test Setup Remote Loopback

L back
Network ooPRs

Test Setup

Traffic Generator & Analyzer Loopback Traffic

s
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PacketExpert™ 1G
(Traffic Generator & Analyzer)
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Multi Stream Generator and Analyzer

Stream 1 (100 Mbps) Data

Stream 2 (500 Mbps) | Voice

. stream3(1000Mbps) ||
1
1
1

Stream 16 (5 Gbps) " Video

Loopback
Network —

PacketExpert™ 1G
(Loopback)
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Local Loopback for Convenience

PacketExpert™ 1G

GL Communications Inc. PacketExpert

Port1 Port2 ¢

Multi-Stream il Wirespeed

Generator & :::& \'!' Loopback .

Analyzer 1“:. h 1 Gbps traffic
i
i ' e
UL ) ’ \
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Hardware
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Expert Analyzer 1G Ports

10/100/1000 Mbps Ethernet Interface

PORT 3 -

GL Communications Inc.

PacketExpert

PORT 1

PORT 4

SFP Optical Ports

PacketExpert™ 1G
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PacketExpert™ 1G Portable Unit

* Interfaces
» 2 x10/100/1000 Base-T Electrical only

» 2 x 1000 Base-X Optical OR 10/100/1000 Base-T
Electrical

» Single Mode or Multi Mode Fiber SFP support with
LC connector

» Optional 4-Port SMA Jack Trigger Board (TTL
Input/Output)

* Protocols:

» RFC 2544 compliance

> ITU-T Y.1564 (ExpertSAM)
* Power:

» +12 Volts (Medical Grade), 3 Amps
* Bus Interface:

» USB 2.0
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Power: 12V (Medical Grade), 3A

GL Comnwunications Inc. PacketExpert

Back
Panel

POV ER

USB 2.0

12V==23A pyr STATUS

GL Communications Inc. PacketExpert

PORT.L PORT 2 PORT 3 PORT 4 Front
8 Tl 1 o
]

1000 Mbps
Fiber Interface

10/100/1000 Mbps 10/100/1000 Mbps
Ethernet Interface Ethernet Interface
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PacketExpert™ mTOP™ Probe

Front Panel View Rear Panel View

PacketExpert

* Portable Quad Port Ethernet/VLAN/MPLS/IP/UDP Tester with 4 Electrical Ethernet Ports (10/100/1000 Mbps) and 2
Optical Ports (100/1000 Mbps). Embedded with Single Board Computer (SBC).

e SBC Specs: Intel Core i3 or optional i7 NUC Equivalent, Windows® 11 64-bit Pro Operating System,
USB 3.0 and USB 2.0 Ports, 12V/3A Power Supply, USB Type C Ports, Ethernet 2.5GigE port,
256 GB Hard drive, 8G Memory (Min), Two HDMI ports

* Each GIigE port provides independent Ethernet/VLAN/MPLS/IP/UDP testing at wire speed for applications such as BERT,
RFC 2544, and Loopback. BERT is implemented for all layers.

RFC 2544 is applicable for Layers 2, 2.5, and 3, and Loopback is applicable for Layers 2, 3, and 4.
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PacketExpert™ High-Density 12/24 Gigk Ports mTOP™ Rack

PacketExpert™ SA (PXE112) is a 12-Port PacketExpert™ Pac ketExpert ™ SA (PXE112)
w/ Embedded Single Board Computer (SBC)

SBC Specs: Intel Core i3 or optional i7 NUC Equivalent,
Windows® 11 64-bit Pro Operating System,

USB 3.0 and USB 2.0 Ports, ATX Power Supply, USB Type V. | o - P YRR et
C Ports, Ethernet 2.5GigE port, Uﬁj = Ej LUTJL_]J ij[’“_l_ﬂ

256 GB Hard drive, 8G Memory (Min), Two HDMI ports

Front Panel

100240 VAC 5A 50-00 Mz

Back Panel I e D00, .08 © 0600066

Y | ' Ve - cEss
19" 1U Rackmount Enclosure (If options, then x 3) T

PacketExpert™ SA (PXE124) is a 24-Port PacketExpert™ w/
Embedded Single Board Computer (SBC) PacketExpert ™ GA (PXE124)

SBC Specs: Intel Core i3 or optional i7 NUC Equivalent,
Windows® 11 64-bit Pro Operating System,
USB 3.0 and USB 2.0 Ports, ATX Power Supply, USB Type C

- Device 2 ~ Device 3 9
pert GL C Inc.

Ports, Ethernet 2.5GigE port, o i s sy

256 GB Hard drive, 8G Memory (Min), Two HDMI ports | il ' mﬁ—jlﬂﬂmmu
s peeg0ss Device 4 S e - Device5 - . oteercee Device 6

19" stacked 1U Rackmount Enclosure (If options, then x 6) = I o P i @Uumm
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PacketExpert™ in the Network

PacketExpert™ 1G

~ Data

Multi-stream Traffic Generator
\ & Analyzer /
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Video
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PacketExpert™ 1G
Multi-stream Traffic Generator
\ & Analyzer
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Stress Testing

>~ Background Traffic

Foreground Stream

32



Background Traffic Generator for Stress Testing

0 > Background Traffic
|
|

PacketExpert™ 1G
Multi-stream Traffic Generator
K & Analyzer j

Foreground Stream

. VoIP Phone
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Foreground Traffic Generator and Analyzer

PacketExpert™ 1G
\Multi-stream Traffic GeneratD

& Analyzer

~— Background Traffic

oaGL
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Foreground Stream
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Traffic Generator and Analyzer Contd.)

-
Port 1

Port 2 Port 2
__________ —> . —_— i e

Wirespeed ZISSIISIIISEIISSIISSIISSIISSIIISIIL SCEEEEE £ O
Loopback SSZZZISSSIIZSooIIISooooIIoooooIoooood sszszszszzzzzoum
P R M == A

§ PacketExpert™10G

Multi-Stream Generator & Analyzer

g PacketExpert™10G )

IPNetSim
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Stream Statistics and Results

Stream Statistics includes:

« Stream Name

» Test duration in secs

¢ TXRx Frames

* Rx Bytes

* Frame Loss - FL Count, Frame Loss Ratio -
FLR (%)

« Information Rate - IR (Mbps)

* Frame Transfer Delay - FTD (msec)

« Frame Delay Variations - FDV (msec)

oaL

Communications

Vertical View of Stream Results

| Multi-Stream Traffic Generator & Analyzer Results

[ IR{Mbps), FLR{%), FTD{msec), FDW{msec) | Test Time [om:ss:10

| (sl o e[| rovune el ]

Stream Mo [ Sec... |TxFrames  |RoFrames | RuBytes |FLcount |FLr | 1R (Cumd| 1R ivind | 1R (Max)| 1R (o) [FTo [FTo |FTo |Fro |FPov [Fov |Fov [Fow

1 3313 6 637 224 6 637 224 4 005 728 896 o 0,000 10.00 3,98 10.00 9,99 n.oi4 0014 0,014 0.014 = 1us < lus 0,010 = 1us
= 3513 7780867 7780867 3963903904 0 0000 1000 2,99 1000 10,00 0014 0014 0014 0014 <lus  <lus 0001  <lus
B 3 3313 20579545 29570548 40819776 240 0 0000 10001 99,89  100.01 100,00 0.014 0.014 0.014 0014 <ius  <lus 0001 <ius
E[ 4 3313 7392 845 7392 844 10202 124 720 1 0,000 24.99 24,99 25.00 24,99 0014 0.014 0.014 0.014 = lus < lus 0,001 < lus
5 3313 T8 584 714 78584 714 B1 256 594 276 o 0,000 200001 200,00 2000010 200,01 0014 0.014 0.014 0.014 = 1us < lus 0,003 < lus
[} 3313 1104397 060 1 104 397 057 143571 617 410 3 0,000 40002 400,00 400.05 400,02 0.01¢ 0.014 0.014 0.014 < 1us < lus 0,004 = lus
7 3313 sarl4le 8871413 12242549 %40 1 0000 2.8 29,96 29.9% 2999 0014 0014 0014 0014 <lus  <lus 0001 <lus
E[ g 3313 3169529 3169529 3245597 696 o 0,000 7.99 795 7.99 7.99 0.014 0014 0,014 0.014 = 1us = 1us 0,001 = 1us
E 9 3313 93 415 332 o3 415 332 47 §28 649 984 o 0,000 120000 120,00 120.01 120,01 Q014 0014 0014 0014 = lus < lus 0,004 < lus
10 3313 131 776 436 131 776 436 26 355 287 200 1] 0,000 Fo.01 F0.00 F0.01 F0.00 0.014 0.014 0014 0.014 = 1lus < lus 0,007 < lus
11 3313 46 934 353 46 934 353 & 101 465 590 o 0,000 17.00 17.00 17.00 17.00 n.0l+ 0.014 0.014 0.014 = 1lus < lus 0,003 = lus
B 1z 3313 27608761 27606761 3588878930 0 0000 1000 10,00 10.00 1000 0.014 0014 0014 0014 <lus  <lus 0001 < lus

Stream Mo,
Stream Sele...
Seconds
TxFrames
RxFrames
RxBytes

FL Count
FLR

IR {Curr)
1R (Min)
IR (Max)
IR {Ava)

FTD {Curr)
FTO (Min)
ETD (Max)
FTD {Ava)

FOV (Curr)
FOY (Min)
FDW (Max)
FOV {Avwg)

Horizontal View of Stream Results

|Mulkti-Stream Traffic Generakor & Analyzer Resulks

.IR{Mhps), FLR{%:), FTD{mseac), FDW{msec) ] Tesk Time ['o0:55:56

1 2 a3 4 5
=
3358 3358 3356 3358 3358
6727 375 7 886 554 299581 322 7493 261 F9E52 119

6727 375 7 886 554

20 981 322

7 493 261 T9652 118

FTD Unit msec :j FO L

it msec|v| [Activate al |[Deactivate 1
5 g

& 7 10
)
3358 3358 3355 3355 3358
1119397920 8991913 3212581 94684179 133566336
1119397 916 8991913 Izlzsel 94 684 179 133566 335

11 12
=
3358 3356

47 571 855 27 981 740

47571855 27981740

4060 138 370 4 037 915 648 41 374 224 360 10 340 700 18082 360 290 012 145 521 729.,, 12 406 839 940 3 209 GBZ 944 43 470 299 64626 713 267 000 & 184 341 150 3 637 626 200

0.000

9.99
9.93
10.00
2.99

0.014
0.014
0.014
0.014

= lus
< lus
0.010
< 1lus

1]
0.000

10.00
9.99

10.00
10.00

0.014
0.014
0.014
0.014

< lus
< lus
0.001
< lus

o o
0,000 0,000
99.99 25.00
99,99 24,99
100,01 25,00
100.00 24,99
0.014 0.014
0.014 0.014
0.014 0.014
0.014 0.014
% lus “ 1us
< 1lus < 1lus
0.001 0.001
< lus < lus

400.02
400.00
400.05
400.02

0.014
0.014
0.014
0.014

= lus
< lus
0.004
< 1lus

0.000

29.99
29.95
29.99
20,99

0.014
0.014
0.014
0.014

< lus
< lus
0.001
< lus

0,000

7.99
7.95
7.99
7.99

0.014
0.014
0,014
0.014

“ 1us
< 1lus
0.001
= lus

1]
0.000

17.00
17.00
17.00
17.00

0.014
0.014
0.014
0.014

< lus
< lus

< 1lus

0.000

10,00
10,00
10,00
10,00

0.014
0,014
0.014
0.014

< lus
< lus
0.001
< lus
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Stream-wise Graphs

Throughput (IR) Graph:

Information Rate (Mbps) Vs Time (Sec)

@ [¥IRea-Time Display

Graph Duration

03/05/2020-17:02:47

Ea

Graph Start - (03/05/2020-17:08:29) Graph End - (03/05/2020-17:08:38) 03/05/2020-17:08:39

400.000
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I B3]
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FDV Graph:
Frame Delay Variation (Msec) against Time (Sec)

¢ [¥]Real-Time Display  Graph Duration |10 sec vl [ Clear | [Deselect alllegends | [ Hide Legend | [ save | ||35—03—2E| 17:15:10 | Goto
03/08/2020-17:02 147 Graph Start - (0305§2020-17:13:47) Graph End - (03§05/2020-17:13:56) 03{05/2020-17:13:57
FDV
o //\—_\‘/,/
3.0000 4
T
E
= 2.0000
w
1.0000
0.0000
11:41:38 11:41:38 11:41:40 11:41:42 11:41:45
Time
Bstreami Wstream2 Bstream3 Stream4 B streams Et“j
0 ] Bl

37



Stream-wise Graphs (Contd.)

FTD Graph:
Frame Transfer Delay (Msec) against Time

FTD Graph
@ [v]real-Time Display  Graph Duration | 10 sec vl [ Clear ] |Deselect all Legends | | Hide Legend | [ Save ] |EIS—I33-20 17:14:59 | Gaoko
O3/05/2020-17:02:47 Graph Start - (03/05/2020-17:14:59) Graph End - (03/05/2020-17:15:08) 030S/2020-17:15:09
FTD
1,000.000
#_._#— M
300.000
£ 600.000 -
a
=
L 400,000
200.000
0.000
11:41:18 11:41:20 11:41:22 11:41:24 11:41:27
Time
Wstream1 Mstream2 Wstream3 Stream4 Wstreams =
[(_] 1l | m
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FLR Graph:
Frame Loss Ratio (%) against Time (Sec)

& [VIReal-Time Display  @raph Duration | 10 sec vl [ Clear ] |Deselect allLegends | | Hide Legend | [ Save ] |05-03-20 17:20:50 | Goko
03{05/2020-17:02 147 Graph Start - (0305/2020-17:20:458) Graph End - (03/05)2020-17:20057) 0305/ 2020-17:20:58
FLR.
100.000
§0.000 H
F 60.000
&
T
40.000 o
20.000 o
0.000
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Time
Bstream1 M 5tream2 B5tream3 Stream4 W Streams Et‘j
[il I [i]
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