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PacketRecorder and PacketReplay  

Overview 

PacketRecorder and Playback application allows Playback and Record modes of operation simultaneously. In PacketRecorder

mode, high speed real-time traffic can be recorded with precise hardware time stamping. The Record feature includes a powerful 

Hardware Filter that allows users to filter out unwanted traffic, and continuously capture the traffic of interest up to the limits of the 

hard disk size and the disk write speed. The application supports file formats such as PCAP (Wireshark® format), HDL (GL Proprietary 

format). 

In Playback (Replay) mode, user can re-transmit recorded traffic on selected network interface ports and analyze the traffic replay 

using packet analyzers such as GL’s PacketScan The Packet Recorder and Playback application is an add-on software with GL's 

PacketScan HD network appliance a high speed Ethernet packet capture appliance with large RAM, storage capacity and powerful 

protocol analysis software. 

For more details, visit Packet Recorder and PacketReplay for High Density Network Traffic webpage. 

Main Features 

• PacketRecorder  

− Captures 100% packet data on high speed lines (maximum of 5 Gbps data rate) 

− Capture packets non-intrusively over Ethernet (Electrical) and Optical ports at Nano-second precision 

− Recording can be done on single port or combination of one or more ports and multiple recorder can run simultaneously 

− Flexible options to record traffic continuously based on File size, File count, Frame count and Duration 

− Record only traffic-of-interest by applying efficient hardware filters based on MAC, 802.1Q (VLANs), IPv4/IPv6, Tunnel Traffic 
(Tunnel 1 and Tunnel 2), TCP, UDP, SCTP, SIP, and RTP parameters 

− Filter on inner layer of GTP, GRE, and VXLAN tunnel traffic like inner IPv4/IPv6 addresses and Transport Protocols (UDP, TCP 
and SCTP) port numbers 

− User can create their own filters using custom filter option which provides flexibility to check the fields and use the logical 
AND, OR conditions more efficiently 

− Option to view the historical graph of overall rate, frames/sec, per-port rate, per-port frames/sec, and port down status from 
the record start time to end time 

− Provides statistics of captured frame count, dropped frame count, recorded frame count capture rate, frame rate, recorded 
files count, and more 

• Playback File (PacketReplay  

− Replay the pre-recorded traffic files at the same rate at which it is captured (maximum of 1 Gbps data rate) 

− Provides options to playback single file or multiple sequential files 

− Provides statistics of total frames transmitted, under sized frames count, oversized frames count and different sized frame 
count etc. 

https://www.gl.com
https://www.gl.com/inforequestform.php
https://www.gl.com/capture-and-replay-ip-network-traffic.html
https://www.gl.com/images/brochures/packetrecorder-capture-and-replay-brochure-ip-network-traffic.jpg
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Hardware Requirements  

• Requires GL’s HD Network Interface adapters 

• High Density Network Adapters can be any of the following types –  

− 4 x 1/10 Gbps – requires 850/1310 nm SFP Module; Ethernet/Optical SFP modules 

− 2 x 40/100 Gbps – requires MTP/MPO Connector for CFP2; Optical only  

• Hard Disk: SSD hard disk (For faster I/O operations) compatible with SATA verIII or RAM Disk. 

• System Configuration: 2U system with 32 GB to 128 GB RAM. 

Hardware Filters  

• Supports defining up to 10 filters at Layer 2, 3, 4, and 5  

• MAC: Frames can be filtered out based on Source MAC address, destination MAC address, Ether 
Type and FCS Error 

• VLAN 0, 1, 2: Filters frames based on Tag protocol ID, User Priority, CFI, and VLAN ID 

• IPv4: Frames can be filtered based on Source IP Address, Destination IP Address, Protocol Type, 
Header Length, Differentiated Services, Ds_ECN, DS_CodePoint, Total Length, Check Sum Error, 
IP Datagram ID, Fragmentation Offset, Flag_DontFragment and Flag_MoreFragments 

• IPv6: Frames can be filtered based on Source IP address, Destination IP address, Next Header, 
and Payload Length 

• Tunnel Traffic: Tunnel filter provides a method to filter the packets of one protocol within 
another protocol. GTP, GRE and VXLAN are available tunneling methods. Hardware filters can be 
applied to Tunnel 1 and Tunnel 2 layers 

• ARP: Frames can be filtered based on Sender MAC Address, Target MAC Address, Sender IP 
Address, Target IP Address and Option Code 

• TCP: In TCP layer Frames, can be filtered based on source port, destination port and check sum 
error 

• UDP: In UDP layer Frames can be filtered based on source port, destination port, check sum 
error, UDP length and payload 

• SIP and RTP: SIP and RTP packets can also be filtered based on source port or destination port 

Record Rate • Max Rate is 5 Gbps 

Playback Rate  • Max Rate is 5 Gbps 

Specifications 
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PacketRecorder Application 

Recorder application provides various options to capture the high density real-time traffic on selected card type, and store the 
recorded traffic into a file. The number of recorded files can be saved sequentially or with Timestamp. 

The application can capture the traffic continuously until user stops the recorder. The recorder can be stopped automatically after 

creating specified number of files, or the traffic can be over-written by keeping latest number of files. 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-recorder-application.jpg
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The Recorder application permits user to filter out traffic of interest prior to capture : 

Hardware Filter 

• Permits user to filter out packets of interest at hardware level on high density network and discard unwanted traffic 

• Create up to 10 user defined hardware filters to filter-out traffic based on Layer-wise parameters such as Frame size and MAC, 

802.1Q (VLANs), IPv4 /IPv6, TCP, UDP, SCTP, GTP, SIP, RTP and more. 

• Ability to set filter conditions either before capturing the packets, or while running real-time capture 

• Complex filtering capabilities at the lower hardware level result in Low CPU load on the host server 

Comprehensive Filtering Capabilities 

https://www.gl.com/images/brochures/packetrecorder-and-playback-brochure-hardware-filters.jpg
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PacketRecorder Statistics 

Provides statistics of Filter Match Frames, Filter Not Match Frames, Total Frames, Filter Match Frames %, Dropped Frames (Due to 
Buffer Overflow), Recorded Frames, Recorded Bytes (Gbytes), Dropped Bytes, Capture Rate (Mbps), Filtered Rate (Mbps), Filtered 
Bytes (%), Capture Frame Rate (Frames/Sec), Filtered Frame Rate (Frames/Sec), Filtered Frames (%), Recorded Files, Record Duration 
(hr:min:sec), Current Recording FileName, Bytes Written to Current File, Available Host Buffer Size (Kbytes), Utilized Host Buffer Size 
(Kbytes), Available OnBoardMemory Size (Mbytes), Utilized OnBoard Memory Size (%), Utilized OnBoard Memory Size (Mbytes), Disk 
Write Rate(Bytes/sec). 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-recorder-statistics.jpg
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PacketRecorder Overall Graph View 

User can observe the real time display of graph (Time v/s Rate), Capture Rate, Filter Rate, and Port link Status from past 7 days. 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-recorder-overall-graph.jpg
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PacketRecorder Per Port Graph View 

User can observe the real time display of port graph (Time v/s Frames/Sec), Capture and Filtered Frames from past 7 days  

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-recorder-per-port-graph.jpg
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Analysis of Recorded File using PacketScan Application 

• The recorded file can be analysed using PacketScan application. 

• User can verify the Nanosecond timestamp, SIP / RTP data packets, and SIP Layer decode information as shown. 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-offline-packetscan-analysis.jpg
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Playback (PacketReplay) Application 

Single or multiple recorded files can be replayed on any of the available port with the same frame rate or user defined frame rate. The 
application can playback the recorded traffic continuously until user stops the playback. The playback can be stopped after playing N 

number of files, or after specified duration. 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-playback-application.jpg
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Playback Statistics 

Provides statistics of Transmitted Frames, Transmitted Octets, Transmit Rate (Mbps), Frame rate (Frames\sec), Current Iteration, 
Playing Back FileName, and PlayBack Duration (hr:min:sec). 

https://www.gl.com/images/brochures/packetrecorder-and-packetreplay-brochure-playback-statistics.jpg
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Buyer’s Guide 

 

 
Note: PCs which include GL hardware/software require Intel or AMD processors for compliance. 

For more details, visit Packet Recorder and Playback for High Density Network Traffic webpage. 

Item No Product Description 

PKV123 PacketRecorder and PacketReplay  

(requires any one of PKV120, PKV120p, PKV122, PKV122p) 

FastRecorder and PacketExtractor  

Item No Related Software 

PKV122 PacketScan HD – High Density IP Traffic Analyzer w/ 2x10GigE 

PKV124 PacketScan HD – High Density IP Traffic Analyzer w/ 2x40/100GigE 

PKV100 PacketScan (Real-time and Offline) 

PKV101 PacketScan - Offline 

PKV170 NetSurveyorWeb  

https://www.gl.com
https://www.gl.com/inforequestform.php
https://www.gl.com/capture-and-replay-ip-network-traffic.html
https://www.gl.com/capture-and-replay-ip-network-traffic.html
https://www.gl.com/fastrecorder-and-packetextractor-for-monitoring-ip-networks.html
https://www.gl.com/packetscan-high-density-network-monitoring-appliance.html
https://www.gl.com/packetscan-high-density-network-monitoring-appliance.html
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://www.gl.com/web-based-network-monitor-analysis-wireless-ip-tdm.html

