PacketScan™ 5G Protocol Analyzer
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Overview

5G is a fifth generation mobile technology for cellular networks. 5G covers three main verticals namely, Enhanced Mobile Broadband
(eMBB), Massive Machine Type Communications (mMTC), and Ultra Reliable Low Latency Communications (URLLC) to support a
wide variety of use cases such as Smart cities, AR/VR, self-driving cars, I0T etc.

GL's 5G Protocol Analyzer offers comprehensive monitoring capabilities for 5G networks. It captures, decodes, and collects statistics
over the NIN2, N4, N8, N10, N11, N12, and N13 interfaces, providing valuable insights into network performance and behavior.

The 5G protocol analyzer is an optional application for PacketScan™. PacketScan™ is a protocol analysis software supporting a large
range of protocols and codecs. PacketScan™ is deployed on Windows® PCs and uses the host PC’s network interface card to capture
Ethernet / IP traffic. The PC should be connected to a network tap or a monitor port on a switch. PacketScan™ can also open packet
captures offline and intelligently build call detail records, compute statistics on the calls, create graphs and ladder diagrams and
more.

PacketScan™ 5G includes the Packet Data Analysis (PDA) tool allowing users to monitor live IP/TDM networks including capture,
analysis, and reporting of every phone call in detail. It also provides graphical presentation of analysis, including ladder diagrams of
call flows.

For more details, refer to 5G Protocol Analyzer webpage.
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Main Features

Capture, decode, and analyze calls in the 5G network

Supported protocols include Non Access Stratum (NAS), Next Generation Application Protocol (NGAP), Packet Forwarding Control

Protocol (PFCP), XnAP, SCTP, UDP, TCP, and IP

Decode Enhanced Common Public Radio Interface (eCPRI) protocol

Following interfaces are supported in PDA:

— N1N2 Interface - gNodeB (also called Next Generation RAN), and AMF (Access and Mobility Management Function) nodes
— N4 Interface - Session Management Function (SMF) and User Plane Function (UPF) elements

— N8 Interface - Unified Data Management (UDM) and Access and Mobility Management Function (AMF)

— N10 Interface - Unified Data Management (UDM) and Session Management Function (SMF)

— N11 Interface - Mobility Management Function (AMF) and Session Management Function (SMF)

— N12 Interface - Authentication Server Function (AUSF) and Access and Mobility Management Function (AMF)

— N13 Interface - Authentication Server Function (AUSF) and User Data Management (UDM)

Provides VoNR call statistics such as caller, callee, MOS scores, discarded packets and voice storage

Save calls to PCAP (Wireshark® format) and in HDL (GL Proprietary format)

PDA Packetscan™ provides a complete call flow of a 5G session

Advanced filtering and search based on user selected 5G protocol fields

Add any protocol field to the summary view, filtering, and search features. This flexibility allows users to monitor the specific

protocol fields they need

Trigger intelligent actions based on signaling and traffic conditions

Displays Summary, Detail, Hex dump, Statistics, and Call Detail views

Hex dump view displays the frame information in HEX and ASCII format, the contents of this view can also be copied to clipboard
Statistics view displays statistics based on frame count, byte count, frames/sec, bytes/sec etc. for the entire capture data

Call detail view displays UE information, released calls, call status, and more

© GL Communications Inc.
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Supported Protocol Stack

PacketScan™ supports below 5G stack.
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Supported Protocol Standards

Supported Protocols Standard / Specification
System Architecture for the 5G 3GPP TS 23.501
NG Application Protocol (NGAP) 3GPP TS 38.413
Non-Access-Stratum (NAS) 3GPP TS 24.501

GPRS Tunneling Protocol for User Plane (GTP-U) [3GPP TS 29.281

NR and NG-RAN Overall Description 3GPP TS 28.300

Packet Forwarding Control Protocol (PFCP) 3GPP TS 29.244

ubDP IETF RFC 768

IPv4 IETF RFC 791 [5]

IPv6 IETF RFC 2460 [6]
JavaScript Object Notation (JSON) IETF RFC 8259

HTTP/2 ETF RFC 7540/RFC 7541
TLS IETF RFC 8446

TCP IETF RFC 793

5G Protocol Specifications

© GL Communications Inc.
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Summary and Detail View of 5G NGAP Layer

Users can select any frame in Summary View to analyze and decode each 5G frame in the Detail View. The detail view of 5G call
displays the following:

e MAC Layer

e |Pv4 Layer

e SCTP Layer

e NGAP Layer

e NAS Layer

B2 PacketScan 64-hit - O *
File  Miew Capture Statistics Database Call Detail Records  Configure  Help

| B S| Mon/zn@| =0 WI00M[| 58l =£]-0 bl %l [0 GoTo

Device Framett ‘ TIME [Relative] ‘mmmmwm] Error ‘ Length/Protocol Type Packet Type Source |P Address Destination |P &ddress FS
MaC MaC IPwd IPwd

./ a 1] 00:00:00. 000000000 130 Internet IP(IPv4) 192.168.31.55 192.168.31.77

./ a 1 00:00:00. 070066000 126 Internet IP(IPw4) 192.168.31.77 192.168.31.55

./ a 2 00:00:00.400043000 102 Internet IP(IPw4) 192.168.31.55 192.168.31.77

./ a 3 00:00:00.472182000 130 Internet IP(IPw4) 192.168.31.77 192.168.31.55

./ a 4 00:00:05. 823074000 230 Internet IP(IPw4) 192.168.31.55 192.168.31.77

./ a 5 00:00:05. 883006000 82 Internet IP(IPw4) 192.168.31.77 192.168.31.55 v
£ >
0034 Payload Protocol Identifier =0000003C NGAF -

Parameter Padding =0000

003E HGAP-FDT

O003E InitiatingMessage

003F ProcedureCode

no4o procedureCriticality
004z Value

no4z DownlinkHASTransport

Initiatingdes=age (0}

4 id-DownlinkHASTransport
1 dignore(l}

============ GG HAS Layer ============
0056 Extended Protocol Discriminator 01111110 5G5 Hobility Management Mes=ages
0057 Security Header Type ....0000 Plain HAS message, not security protected Y]
£ >

004z ProtocolIE-Container = 3 Items

0045 Item =0

0045 ProtocollE-Field =

0045 ProtocolIE-ID = 10 id-AWMF-UE-HGAP-ID
no47 procedureCriticality =0 zreject(l)

0049 Value =

004a AMF-UE-HGAP-ID =2

004E Item =1

004k ProtocollE-Field =

004E ProtocolIE-ID = 85 id-RAN-UE-HGAP-ID
004D procedureCriticality =0 zreject(l)

004F Value =

o00so RAN-UE-HGAP-ID =2

oos1 Item =2

oos1 ProtocollE-Field =

0051 ProtocolIE-ID = 38 id-HAS-POU

o053 procedureCriticality =0 zreject(l)

00ss Value =

00ss HAS-PDT =

0056 HaS PDU Dump = =x7E00560002000021888210E340CB350DB1EFARS05014484420103AE3588D45F780000CEES35FE4F4E155

Filter is active, Ch\Prograrm Files\GL Communications IncPaildle fitr 23 of 113 395 frarmes Missed Frames: 0

Decode View of NGAP Layer
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Detail View of 5G NAS Layer

B2 PacketScan 64-hit - O *
File  Miew Capture Statistics Database Call Detail Becords  Configure  Help
|i|J ‘gg| | L.|H|§!‘|ﬂ | | HH|“!|“'| £ s:|¥|¥| 7_l:.:| |Mﬂ v Eells
Device Framett TIME [Relative] Length [Bytes) Error Length/Protocol Type Packet Type Source IP Address Destination |P &ddress Fy
MaC MaC IPwd IPwd

./ a 1] 00:00: 00.000000000 130 Internet IP(IPv4) 192.168.31.55 192.168.31.77
./ a 1 00:00:00. 070066000 126 Internet IP(IPw4) 192.168.31.77 192.168.31.55
./ a 2 00:00:00. 400043000 102 Internet IP(IPw4) 192.168.31.55 192.168.31.77
./ a 3 00:00:00.472182000 130 Internet IP(IPw4) 192.168.31.77 192.168.31.55
./ a 4 00:00:05. 823074000 230 Internet IP(IPw4) 192.168.31.55 192.168.31.77
./ a 5 00:00: 05. 883006000 82 Internet IP(IPw4) 192.168.31.77 192.168.31.55 v
£ >
0049 Value = A
004a AMF-TUE-HGAP-ID =2
004E Item =1
004k ProtocollE-Field =
004E ProtocolIE-ID = 85 id-RAN-UE-HGAP-ID
004D procedureCriticality = 0 zrejectil}
004F Value =
o00so RAN-UE-HGAP-ID =2
0051 Item =2
oos1 ProtocollE-Field =
0051 ProtocolIE-ID = 38 id-HAS-PDU
o053 procedureCriticality = 0 zrejectil}
00ss Value =
00ss HaS-PDT =
0056 HasS Dunp = x7E0056000200002188821DE340CEB3500B1EFARS0S014A484A420103AE3588D45F780000CEES35FE4F4E155
0056 Extended Protocol Discriminator = 01111110 5G5S Mobility Hanagement Mes=ages
0057 Security Header Type = ....0000 Plain NAS message., not security protected
0058 Me=s=sage Type = 01010110 Authentication Request

ngkSI =
0059 HAS Kevy Set Identifier = L. ooo oy
0059 Type of Security Context Flag (TSC) = ....0... Hative =ecurity context {(for KSIAMF)

ABBA =
0054 Length = 2 (=02)
005E ABBA = =0000

Authentication Parameter RAND =
005D Information Element Id = 00100001 Authentication Parameter RAND
005E RAND Value = =B88821DE340CB350DB1EFARS050144844

Authentication Parameter AUTH =
006E Information Element Id = 00100000 Authentication Parameter AUTH
006F Length = 16 (=10}
0070  AUTH Value = =3AE3588D45F780000CEES35FE4F4B1EE v
£ >
Filter is active. C\Prograrm Files\GL Cormmunications InchPai|ldle fltr 23 of 113 395 frames Missed Frames : O

Decode View of 5G NAS Layer
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End-to-End Call in 5G Lab Setup

Displays the message sequences of captured 5G end-to-end call. The right pane shows the decoded information of the selected N1IN2
message.

4 Packet Data Analyzer - Surnmary View - O x
File “iew Call Surnmary Protocol Configurations  GUI Configurations  Help
3 5 5
¢ .O‘I T A " |sa ~||N1NZ Intertace -] [show all calls ~|call Count: 1 |
Call Summary |S\F’ Fegistration Summaryl Alert Summaryl
Call# StartTirme EndTime Duration IMEISY ME AME Ranlehigapld
< >
ColumnWidh _——————" [ Ahsolute Timing | Show Latest
= -
oNE AMF AUSF oM [ Fird | ™ compiets Stack
= == NGAP Layer = = = A
HGAP-PDIT = InitiatingMessage (0)
InitiatingMessage =
51002 POST /nausf-auth/v1/ue-authenticatio CEER Procedurecoide. ) = 15 idTInitialLTEHassage
procedureCriticalicy =0 rejectim)
POST Anudm-ueausy] #suci-0-001-01-001 Value =
51001 EEEE ird
InitiallUEMessage =
200 ProtocolIE-Container = & Items
51001 4 BRER Ireu -0
201 ProtocolIE-Field =
51002 EEEE ProtocolIE-ID = 25 id-DRAN-UE-NCGAP-ID
LY Cricicali =0 3 o
wnlinkMAS Transport - Authentication R. 38412 3:23: pratrisieaiiey - eleew
RAN-TUE-NGAP-ID =z
UplinkNASTransport - Authentication Re: 38412 Tten =1
ProtocelIE-Field =
PUT /nausf-auth#1 /ue-authentications ProtocolIE-ID = 28 id-NAE-IDU
51002 BEEG procedureCriticality =0 rejectiO)
200 Value =
51002 EEEE Naz-IDU =
wrlinkNAS Transport - Security Mode C. 5412 Iteml\LlS PDU Dunmp z ;7EU04ITIUDUDUIUDFIIDUDUDUDUD
- ProtocelIE-Field =
51001 POST /nudm ueau/v1 Amsi-0010130120 BEEG ProtocolIE-ID = 121 id-UserlocationInformatio
procedureCriticality =0 rejectil)
UplinkMAS Transpart - Security Mode Co 38412 Talue =
UserlocationInformation = userlocationInformationNR (1}
S 4 201 - userLocationInformationNE =
bl nk-CET =
51005 PUT rudmruecm fimgi-001 01201 20416231 fregistrations.amf-3gpp-aceess P p;’gIde"titY f o1
2 mc = 0l
51005 GEGE niCellldentity = 00000000000000000000000000000
tAI =
51006 GET Jrudm-sdm./v2/imsi{001 013012041631 Mhasal o p]l;lcngIdencicy - o
200 mc = 0l
51006 EEEE
£AC = x000001
GET /nudm-sdm./v2/imsi-001 013012041631 /am-data Trem =3
51008 B ProtocellE-Field =
200 ProtocollE-ID = 90 id-PRCEstablishmentCause
51006 BEEE v procedureCriticality =0 rejectid} v
< < >
Calls Rate % Call Flow ; Call Surirnam /

5G N1N2 Call Flow

© GL Communications Inc.
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5G N4 Interface between SMF and UPF

Decodes of the selected N4 message is displayed on the right pane.

o4 Packet Data Analyzer - Summary Wiea - O X

File  “iew Call Surmrary  Protocol Configurations  GUI Configurations  Help

?:E‘D|I WS- ooy s F F |I [sG ~|[Na(smiupt  ~|[Show Al Calls v|Call Count: 2

Call Summary I SIP Registration Summaryl Alert Summalyl

Call# Smfiodeld MetworkInstance FI GnbTeid GrbTunIPv4 GrbTunIPv6 UpfTeid LpFTunIPv4
[ I U N N
2 192,166,31.79 internet 1 3 192,168,31.79 192,168,31.58
< >

Column'width _F—————" [~ ahsalute Timing [ Show Latest

Time Framett SMF UPF | fird | I conpletssteck
PFCP Layer = = = S
g = 1 ZEID field is present
. . Message Priority: . . Present
00.00.010 0344 ca0s FFCP Session Establishment Response ca0s wersion . Zao1i..... IFCE .ggrsinn 1
Message Type = 00110010 Session Establishment Req
PFCP Session Modification Request Length = 172 (x00AC)
00.00.403 30338 8805 8805 session Endpoint Tdentifier = x0000000000000000
PFCP Session Modification Response Sequence Nunber = 0 (x000000)
00.00.414 20400 2305 2305 Mescage Pricrity = 0ood.... {0}
" Node ID =
00.11.975 31277 8805 RRCRS sssenDkionksges 3805 Infornation Element Id = x003C Wods ID
. " Length = & (x0005)
00.11.988 1273 ca0s PFCP Session Deletion R esponge ca0s Node ID Type = ... 0000 IDv4 address
IPV4 Address = 192.168.31.79 (xCORSLF4F)
CP F-EEID =
Information Element Id = x0033 F-2EID
Length = 13 {x000D}
Ve = .. 0 Mot Present o
< > £ - T B >
Calis Rate )\Call Flnw/( Call Summary /
5G N4 Call Flow
Decodes of the selected N8 message is displayed on the right pane.
o4 Packet Data Analyzer - Summary Yiew - O X
File ‘“iew Call Summary  Protocol Configurations  GUI Configurations  Help
VE 5
¢F D|I W e g xF F \I [56 ~|[N8 famt-udm) <[ [Show All Calls ~|call Count: 8
Call Summary I SIP Registration Sumrnaryl Alert Summaryl
Call# MFInstanceld Servicenanme DN APIR.cok Method Operationld Subscriptionld SUPI ~
e ]
2 riudr-sdm httpeff192,168,31,.53 6666 GET GetNSSAT imsi-001013012041831
3 nudm-sdm http:/f192,168,31.53 6666 GET GetAmData imsi-00101301204 1631 w
< >

Column width  — F———— [~ Absalute Timing [ Show Latest

Tirne: Framett AMF LIDM | Find | Compiete Stack
rmethod: PUT
:path: /nudn-uecn/v1l/insi-001013012041631 /registrations fanf-3ypp-access
: scheme:http
00.00.341 29653 s006 201 Created gegg ||| =wehority:15Z.166.31.53:6666
| | content-type:applications/json
accept:iapplication/json,application/problentjson
content-length: 216

JE0]
{"amfInstanceld":"f6l7eead-Teef-46da-beTc-2355a0E£4b3E"
"deregCallbackUri": "http: /f19Z_ 162 31 . EL-e6ce/midn-ueon/v1l,/insi-00101301EZ041621,/

"imsVoPs": "HOMOGENEOUS SUPPORT"
"initialRegistrationInd":true
"ratType": "NR"}

< > < >

Calls Fiate >\ Call Flow / Call Summary /

5G N8 Call Flow

Document Number: PKV112-01 <_Q_; GL Communications Inc.
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5G N10 Interface between SMF and UDM

Decodes of the selected N10 message is displayed on the right pane.

Foa Packet Data Bnalyzer - Summary Yiew

: scheme:http
BEEE rauthority: 192, L6831, 5316666
| content-typa:application/json

201 Created

00.00.29 30274 51001 |4=

content-length: 281

accept:application/ison,application/problentison

spath: fmadn-uecn/vl/insi-00101201z04162l /registractions/suf-registrations/1

JE0]

"drn":ims"
"pduSessionId": 1
"plunId": {"mes":"001"
"mact 0L}
"zingleNssai":{"sd
[EERY

oLt

{"deregCallbackUri": "http: //192.168.31. 79: 6667 /frudu-—uecn,/v1/insi-001013012041631/r

"smilnstanceld":"£24£2Z3E-Ec0Z-4264-2dol-£7ddedflace3"}

— [m| X
File  Wiew Call Summary Protocol Configurations  GUI Configurations  Help
E .
ﬁg\ o | BHYS > "o F W | W 56 ~|[N10 (smfudm)  ~|[Show Al Calls “[call Count: 10
Call Summary I 5IP Registration Summary | Alert Summary |
Call# Nfnstanceld SUPL APTR.00 Method OperationId Servicehlame Wersion StartTime EndTime: ~

2 imsi-001013012041631 http 192, 168,31 5316666 GET Getamlata nudm-sdrm w2 2024-05-29 01:20022,316 2024-05-29 0120022,

3 “B4f2235-6002-4364-Bdcl-FPddadr... imsi-001013012041631 hitkp: 192, 168,31 5316666 POST Subscribe riudrn-sdm w2 2024-05-29 01:20022,352 2024-05-29 01:20022, »
< >
Columnwidth  F————— [ Absclute Timing [ Show Latest

Time Framett SMF DM | Find | ™ Complete Stack

imethod: PUT

< > < >
Call: Rate 3 Call Flow § Call Summary /
5G N10 Call Flow
5G N11 Interface between AMF and SMF
Decodes of the selected N11 message is displayed on the right pane.
4 Packet Data Analyzer - Summary Wiew - [m} >
File  View Call Sumrnary  Protocol Configurations  GUI Configurations  Help
1P | BDHUG -m oy F T |. [sG ~|[N11 (amtsmf)  ~[[show an calls _~[call count: 8
Call Summary | SIP Registration Summaryl Alert Summalyl
Callg SUPL MCC MM shssai-sd shssai-sst ServingFI PDUSessionlD PDUSessionType S5CHom A
Lo o o L
2 imsi-001013012041631 1 49 IPwd
3 imsi-001013012041631 “617eea4-7eed-464a-b6 7c-835505F 4h36 IPv4 W
<

Column 'width "J— I~ Absolute Timing [~ Show Latest

Time Framett AbF ShF | Find I I~ Complete Stack

method: POET
spath: /nsnf-pdusession/vlisn-contexts
:scheme:http

00.02.235 0343 51005 o 201 Created GEEE cauthority: 192,168, 31. 79: 6666

[~ |

wime-version:1.0
content-length: 676

accept:application/json,.applicationsvnd. 3gpp.ngap, applications/problentison
content-type:miltipart/related; boundary="cac4S5FZ582Z0d774FF331"

I"3GPP_ACCESS"

"gpsi':"meisdn-301Z041631"
"nlSuMsg": {"contentId": "nlumsg" }
"pdufessionId":1
D"imeisv-1234567830123001"
"ratType":"HR"

"requestType

[
£

> £

INITIAL_REQUEST"
At

Calls Rate % Call Flow § Call Summary /

T30

5G N11 Call Flow

Document Number: PKV112-01
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5G N12 Interface between AMF and AUSF

Decodes of the selected N12 message is displayed on the right pane.

4 Packet Data Analyzer - Summary View - O x
File View Call Surnrnary  Protocol Configurations  GUI Caonfigurations  Help
I .
raige] |I Wl eowocy s E O | o |56 ~||N12 (amf-ausf)  ~||Show All Calls ~|Call Count: 2
Call Sumrmnary | SIF Reqistration Summary | Alert Surnmary |
Call# SUCT ResStar AuthResulk Kseaf APTR.Oo Method Operation]d AuthCntxtTd
& POS ue-aukhentic 5
z AUTHEMTICATION_SUCCESS 5415B009A43007344145A4,.,  httpi /192, 166,31 75:6666 FUT Sg-aka-confirmatio AuthCxb_00101301204163
£ >
Column'Width = F—————" [~ Absolute Timing |~ Show Latest
Time Framet AMF AUSF [ Find |1 Complete Stack
:method: POST
tpath: /mausf-auth/vl/ue-authentications
:schemne-http
00.00.963 29423 51002 d 201 Created GBEE authority:192. 162, 21.78: 6666
T |‘ | content-type:applicationsison
accept:application/3gppHaltison, application/problentison
content-length: 106
T30
{"servingNetworkNams": "EG:nne00l. necl0l. 3gppnetwork. org"
"supilrduci”: "suci-0-001-01-0000-0-0-301Z041631"}
< >
Call: Rate % Call Flow / Call Summary /
5G N12 Call Flow
Decodes of the selected N13 message is displayed on the right pane.
— O X

o4 Packet Data Analyzer - Summary Wiew
File  View Call Surnmary  Protocol Configurations  GUI Configurations  Help

accept:applicationsjson, application/problemntison
content-length: 113

150
{"ansfInstanceld":"ddg517ce-3529-4359-9693-Ebbed2z7az0a"
"servingNetworkName": " 5G:mnc00l mecO0L. 3gpphecwork.org”}

<
Calls Rate % Call FIowK Call Summary /

“E .
¢E O | e R |. [5G ~||N13 (austudm) ~[[Show AN Calls ~|call Count: 2
Call Summary | SIP Registration Summar_l,ll Alert Summalyl
Call# SLPT AUthEventSuccess AuthEvent Timestam AuthEventld APTRook Method Operationld
2 imsi-001013012041651 true 2024-05-29T01:20:15-05:00 authEventId-001013012041631-d...  http: /192, 168.31.53:6666 POET Confirmauth
< >
CalumnWidth = ———— [ afsclute Timing [ Show Latest
Time FrameH AUSF JDM | Find I [~ Complete Stack
:method: POST
cpath: /nudn-ueau/vl/ suci-0-001-01-0000-0-0-3012041631l/security-infornation/generat
SIS :scheme:http
00.00.156 29475 51007 4 EEEE cauthoricy: 192, 168 31, 53: 6666
| | content-type:application/json

5G N13 Call Flow
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Buyer’s Guide

Item No Product Description

PKV112 5G Analyzer (Optional with PacketScan™)

PKV113 Offline 5G Analyzer (Optional with Offline PacketScan™ and NetSurveyorWeb™)
PKV100 PacketScan™ (Real-time and Offline)

PKV101 PacketScan™ - Offline

PKV120 PacketScan™ HD — High Density IP Traffic Analyzer w/ 4x1GigE
PKV301 LAN Switch w/ Mirror Port

PKV104 FaxScan™ - Decodes Fax images in TIFF format from PCAP files
PCD103 AMR Codec for PacketScan™

PCD104 EVRC Codec for PacketScan™

PCD105 EVRC-B Codec for PacketScan™

PCD106 EVRC-C Codec for PacketScan™

PKV170 NetSurveyorWeb™ (Network Surveillance Software) for IP Network

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, refer to 5G Protocol Analyzer webpage.
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