PacketScan™ - All IP Analyzer

(Signaling and Traffic Monitoring)
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Overview

GL's PacketScan™ — a Network Monitoring software offers powerful features to capture and monitor live signaling and traffic over IP
(version 4 and 6). It captures, segregates, monitors and collects statistics on all IP calls. Almost all VolP and Wireless protocols over IP
transport layer, as listed below, can be captured and decoded for troubleshooting network problems.

e Supports decoding of almost all industry standard signaling protocols — See Protocol List
— 5G N1N2, N4, N8, N10, N11, N12, and N13 (optional)
— SIP, SIP-I, SIP-T, MSRP, H.323, MEGACO, MGCP, Diameter, Skinny (SCCP), SCTP
— LTE (optional)
— SIGTRAN —SS7, ISDN (optional)
— GSM A and Abis over IP (optional)
— GPRS Gb and Gn over IP (optional)
— UMTS IuCS and IuPS over IP (optional)
— T.38 Fax and Video calls
— ED-137 /ED-138
— All traffic supported — Digits, Tones, Voice, Video, Fax
e SIP ED-137 / ED-138 for Air Traffic Monitoring (Air-to-Ground, Ground-to-Ground Calls and Record interface)
e Capture and monitor live signaling and MSRP traffic over IP interface
e Live monitoring lpv4 and IPv6 (version 4 and version 6) networks; users can listen / record a session in real-time and extracts Fax
images into TIFF format
e Segregates, captures, and collects statistics on VolP and Wireless calls
e Provides VoNR call statistics such as caller, callee, MOS scores, discarded packets and voice storage
e Monitors QOS on voice and video calls; perform power, frequency, spectral, tone and digit analysis, and video analysis with ease
and precision; get an exact picture of QoS (Quality of Service)
e Includes Packet Data Analysis (PDA)/Traffic Analyzer (TA) views
e PDA support for IP traffic over Multi-Protocol Label Switching encapsulation

GL’s TCP Analytics application is an optional application with PacketScan™ protocol analysis software. It analyzes TCP connections
between both internal LAN and external WAN computers including servers and clients. The application helps troubleshoot large
bandwidth consumption, failed TCP sessions, packet loss, poor TCP throughput and more. For more details, refer to TCP Analytics
webpage.

For more details, refer to PacketScan™ Analyzer and Protocol Analysis for Wireless and IP Networks webpages.
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Main Features

As a Stand-alone tool

e Capture real-time calls over packet network for infinite time

Enhanced to support Non Access Stratum (NAS), Next Generation Application Protocol (NGAP), Packet Forwarding Control
Protocol (PFCP), XnAP protocols

PDA feature in Packetscan™ provide a complete call flow of a 5G session

Analyze with rich graphics, ladder diagrams, call trace

Flexibility to add any protocol field to the summary view, filtering, and search features

Complex filtering and search capabilities to record all or filtered traffic into a trace file

Option to create multiple aggregate column groups and prioritize the groups as per the requirement to display the summary
results efficiently

Allows the user to automatically create search/filter criteria from the current screen selection

Consolidated interface allows access to all the important settings and auto-startup actions

Permits analysis of adherence to protocol standards for the system under test or observation

Graphical representation of statistics including ladder diagrams of VolP calls

Analyze recorded trace files offline

Decrypt and analyze Voice over Long-Term Evolution (VoLTE) calls secured over Internet Protocol Security (IPsec) connection
Decode support for multi-layer tunnelled traffic - GTP, GRE, VXLAN

Supports BFD protocol decode

Enhanced to support export frame summary for tunnelled traffic

Supports decoding of eCPRI protocol

Supports Encapsulating Security Payload (ESP) protocol to decrypt ESP packets on both IPv4 and IPv6 by providing ESP SAs value

As a Single Point Packet over IP CDR Analysis System

PacketScan™ can work with GL’s Voice Band Analyzer (VBA) and Call Data Records (CDR) applications to generate Call Detail
Records as (*.CSV files) along with voice files for each direction
The call detail records are used for further analysis using built-in Excel® tools

As a Probe with Central Monitoring System (NetSurveyorWeb™ / NetSurveyorWeb™ Lite)

PacketScan™ can send protocol fields, and call detail records, along with traffic summary of captured calls to a central database
NetSurveyorWeb™ displays the data from the database in a simple web-based browser, featuring rich graphics, custom search,
report and filter configurations

PacketScan™ can be integrated with NetSurveyorWeb™ Lite version, which is a simple web-based client and works at the probe
level, as an addon tool to enhance the features of protocol analyzers enhancing the capability to handle larger volume of data,
filter for specific calls, build custom statistics and KPIs, automate and graphical analysis features to analyze the call detail records
(CDRs) in depth

It is an easy plug-and-play system that collects data, segregates, and provides comprehensive analysis of network health,
detailed protocol monitoring with historical data retention up to 9 GB

Supported Codecs

G.711 (a-Law and p-Law), G.711 App |l (a-Law and p-Law with VAD)
G.722, G.722.1 (Wideband)

G.726, G.726, with VAD

G729, G729B (8kbps)

GSM, GSM HR and GSM EFR

SPEEX/SPEEX_WB (Narrow band/Wideband)

iLBC (20ms and 30ms), SMV

AMR/AMR_WSB (Narrow band/Wideband) (requires additional license)
EVRC, EVRCO, EVRC-B, EVRC-BO, EVRC-C (requires additional license
Opus (Optional codec)

For more information, refer to Voice Codec webpage.

Supported Protocols

Almost all industry standard protocols decode supported. For more information, refer to Supported Protocols webpage

QOS Parameters

E-model (G.107) based MOS/R-Factor scores
Media Delivery Index (Delay Factor: Media Loss Rate) for video calls
H.263, H.264 codec support

© GL Communications Inc.
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Main Features (Contd.)

Traffic Handling

e Segregation of IP traffic, and VolP calls

e Listen and Record RTP (Audio) streams

e Audio capture/playback - Listen and Record RTP (Audio) streams

e Filters based on WhitelList Calls, Criteria based Voice/Trace Recording

Performance Metrics

e Signaling, audio, and video QoS parameters for each call

e Minimum, maximum, and average round trip delay

e Inband (DTMF and MF) events, Outband events as per RFC 2833 or RFC 4733 events, RTP/RTCP packet count and reports per
direction

Triggers and Actions

o Filter the completed calls captures based on different signaling parameters and then specify a series of actions to be taken
Utilities

e Provides HDL File Conversion utility to convert ethereal format file (*.PCAP, *.CAP, and *.PCAPNG) to GL’s file format (*.HDL)

and vice-versa
e Includes Excel® tool to import CDRs into Excel® to analyze using Pivot Table, and Pivot Charts

ATM Network Quality Monitoring Tools per ED-138

GL's PacketScan™ - an All-IP Network Monitoring software offers powerful features to capture and monitor live signaling and traffic
over IP. It captures, decodes, segregates, monitors and collects statistics on all IP calls, as per EUROCAE ED-138. Ease of viewing
Ground-to-Ground calls and Air-to-Ground sessions is possible.For more information, refer to Test-Solutions-for-VolP-Air-Traffic-
Management webpage.

eCPRI Protocol Analysis

PacketScan™ supports decoding of eCPRI protocol. For more details, refer to eCPRI Protocol Analysis webpage.

5G and LTE Network Monitoring

PacketScan™ 5G Protocol Analyzer supports 5G network monitoring, capturing, segregating, and collecting statistics on calls over
N1N2, N4, N8, N10, N11, N12, and N13 interfaces. It is an optional module available with PacketScan™. Additionally, GL’s LTE Protocol
Analysis (optional module available with PacketScan™) captures and monitors real-time signaling and traffic on LTE networks,
collecting statistics on calls and testing eNodeB or UE over interfaces such as S1, S3, 54, S5 (or S8), Séa, S10, S11, S13, and X2.
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Summary, Detail, and Hex Dump Views

The Summary View displays various information such as Frame Number, Time, Length, Mes

addresses, and so on. Any field from the protocol headers can be added to Summary view, i

configurable. User can select a frame in Summary View to analyze and decode each frame i
displays the frame information in HEX and ASCII octet dump.

sage Types, IP source and destination
i.e., summary fields are completely user-
n the Detail View. The Hex dump view

ﬁ PacketScan 64-bit - o X
File View Capture GStatistics Database Call Detail Records Configure  Help
| B O] Stn/E[E| =@ B0 F(6]FF] 5] bl % [ GoTo |
Device Frame# TIME (Date) Length (Bytes) Emor Length/Protocol Type Packet Type Source P Address Des &
MAC MAC IPv4
-/ T I N T 0
2 1 2012-04-16 13:58:50. 200243000 82 Intemet [P{IP+4) 192.168.1.14; 255,255
2 2 20120416 135860, 705427000 36 Internet [P[IPv4) SIP 192.168.1.200 192168
2 3 2012-04-16 135850 706003000 354 Intermet [P{IPv4) SIP 192.168.1.103 192168
2 4 2012-04-16 135860, 707643000 358 Internet [P[IPv4) SIP 192.168.1.703 192168
2 5 2012-04-16 135850, 707205000 820 Internet [P{IPv4) SIP 192.168.1.103 192168
2 E 20120416 1358:52.826730000 942 Internet [P(IPv4) 19216811 192168
2 7 2012-04-16 135854 106662000 E4 Internet [P{IPv4) 1921681 61 22400
] 0 9194 R A EEAEA 180an0NNA £A lntarmat DIDA1 109 1ER1 nn ¥
< >
Device? Frame=0 at 2012-04-16 13:58:48 358273000 OK Len=82 **% Right click to SHOW-HIDE 1.
Ethernet Frame Data
============ MAC Layer ============ =
0000 Destination Address = xFFFFFFFFFFFF
0006 Source Address = =0016760CFED4
000C Lengths/Protocol Type = =0800 Internet IP({IFwd)
============ [Py4 Layer ============ =
000E Version = 0100.... (4}
O000E Internet Header Length (In 32 bit words) = ..0101 (5}
Differentiated Services Field =
000F Differentiated Services Codepoint = 000000, . Default
000F Explicit Congestion Notification = ......00 Hot-ECT (Mot ECH-Capable Transport)
IF Hdr Ho TCE SegnentationQffload =
0010 Total Length = 68 (=0044)
nni1?  Tdentificatiom = 24277 (=CFTI0Y A
< >
Hex Dunp of the Frame Data
FF FF FF FF FF FF 00 16 76 0C FB D4 08 00 45 00 FEEEEE v 40 E
00 44 SE DO 00 00 80 11 57 43 CO AR 01 46 C0 AR D*P ¢ WCA" F&~
01 FF 04 01 07 9B 00 30 94 C4 &5 76 51 39 &5 &0 7 1 0120w09TF
£3 6A 6B 78 63 2B T4 38 33 32 GE 59 62 41 45 75 Sikxc+zB32nYhiEu
7B 32 36 BC 42 T2 44 44 38 50 67 48 64 B3 TA TE v261BrDI8PgHdozw
41 41 Ak
= SIPCSeq [££ sPcaliD [£2 sPFram | =2 SIPMethad SIPTo |E Frame Count(SIP CSed) ~
INWITE (0 1620788079-5060-3(@192.1...  4000(&192.168.1.60 INVITE (0 10006&@192.168.1.... 2
total INWITE (0) total 1620788073-5060-3(@..  total 4000E192.168.1... total INVITE (0) total 1000@192.1... 2
INWITE (0 211eal?68e7e463d@dGY.. test3@192.168.10.14 INWITE (0 testd(@192.1681.. 1
total INWITE (0) total 2112202687 e463d@...  totaltestI@192,168.1... total INVITE (0) total test@192.1... 1
INWITE (0 211ea0268e7e463d@dGY..  testd@192.168.10.45 INWITE (0 test3@192.1681.. 1
total INWITE (0) total 211ea0268e7e463d@. . totaltest4@192.168.1 ... total INVITE (0] total test3@1592.1.. 1
INWITE (0 GLPG-483633760331 0001(2192.168.1.200 INWITE (0 0001921680, 1
total INWITE (0) total GLPG-483633760331 total 0001@192 168.1... total INVITE (0) total 0001@1592.1.. 1
ACK ) 1620788079-5060-3(2192.1..  4000(@192.168.1.60 ACK ) 1000(@192.168.1.... 2 v
A(_,_\ PSP Lol 4PARTARATA FARA A Lol ANANSRT AN A PR 1ol 4 isitAnnERAAn Y A 5
Call ID | Call Status Frotocol | Call Originating (Nurmber f Address) | Call Destination (Number / Address) ‘ Call Start Date & Time Call Dur
0 Terminated SIF 0001(@192.168.1.200 0001@192.168.1.103  45232-57353-00 00:00:00.5 00:50:13.4%
1 Completed  MEGACO aaln/2 /30000 45232-57359-00 24608:154... 00:29:13.08
2 Terminated SIF 4000(2192.168.1.60 1000@192.166.1.60  45232-57359-00 02:00:00.7.. 04:32:05.1¢
3 Terminated SIF testd(@192.168.10.45 test3@192,168.10.14  45232-57359-00 03:00:00.5... 00:47:15.02
< >
CA\Program Files\GL Communications Inc\F|19 043 Frames

Different Views

© GL Communications Inc.
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Real-time and Offline Analysis

Users can capture and analyze packets through real-time analysis or analyze the recorded data in offline mode. All captured or filtered
traffic can be recorded into a trace file. The recorded trace file can be used for offline analysis or exported to a comma-delimited file or

ASClI file.

Il Card & Stream Selection n =101 x|

Save Load Default

[E{I Capture File Options Stream / Interface Selection =
n‘] Card & Stream Selection Ethemet Boards |
';1:];' Capture Filter Adapter for generic dialup and VPN capture
l—‘-ﬂ . o Intel(R)] PRO/1000 PM Network Connection (Microsoft's Packet Scheduler) 19...
LV} Gul8: Pratocal Options Intel(R) PRO/1000 MT Network Connection (Microsoft's Packet Scheduler]

o
< | 2l i B

Real-time Capture

Filtering and Search

Filter and search capabilities adds a powerful dimension to the PacketScan™ analyzer. These features isolate required frames from
original frames in real-time/offline. Users can record all or filtered traffic into a trace file. To analyze only particular frames of interest,
user can select real-time capture filters which also includes protocol filter.

Allows real-time filtering based on parameters set in Data Link layer, MAC layer, IP, TCP/UDP, and more. The offline filter allows
filtering based on Frame Number, Time, Length, Message Types, etc. The search capability helps user to filter for a particular frame
based on specific search criteria.

&7 View Filter
Save Load Default -
P lsel I d s d Default
@ elect summary columns to di... T Peckel Type Vokue Save Load Defaul
\jr.Mmu checked options i ECE:LT e [ Captare Fite Optons
}?5 estocol sandaed selection 58 Mac §f Card & Stream Selection ™ Record Frames As1s @) I Packet Skicng Length] 14
527 Network/User side selection © Length/Prolocd Type ey Capture Fiters
: © PacketType o Fier Select
(&) Time Formt © aRP V] Gui & Protocol Options okt 1P Layer
Y View Filter © RARP e z? A \PAcdress | Drecon | IPAddess
Afiv & IPx g i, 12168123 <> [y ]
iew Search © nep © © MaC
a8 P

(la=Tcp Connection Options g z;‘:: > W 1P Addess

|E]§ Periodic Trace Saving Options © LLCMaC) v @ g [':D';

= - . 8
[»—« Startup Options oS 2 w’ ®® GTPP 3
£530ata Link Groups A1 Ssloctod <l

ol Fic Fil =

T, View FontSize Eafer [ Field  Fiter Valuo ® g o Note : Enter ™ for ANY P Adcress

s ® FT
INI Decode Options @ NGCP Delete

7 Define Summary Columns G 2 @ @ Hecaco v
5 Aggregate Summary Columns Conditions for al selections

O Capture Options  AND® OR | | @ Include O Exclude Deactivate Sel Deastivate 4l @ Include C Exchde DesciivateSel | Deaciivaie Al |

Real-time / Offline Filter
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5G Analyzer

GL’s PacketScan™ 5G protocol analyzer supports monitoring of 5G networks. It captures, segregates, monitors, and collects statistics
on all calls over N1/N2, N4, N8, N10, N11, N12, and N13 interfaces of the 5G network. GL's 5G Protocol Analyzer is an optional module
available within PacketScan™ on purchase of additional licensing.

& PacketScan 64-bit - m] b3

File View Capture Statistics Datobase Call Detail Records Configure  Help

il 1 Se] Suniel =le| w00 55| F|%| 5= bl %] | coto |

Device Frame#t TIME (Rektive) Longth (Btes) Emo Length/Protocol Type Packet Type Source [P Address Destination [P Address
MAC MAC 1Pv4 Pv4

a 54 00:00:04.071183000 B0 ARP

/o 55 00:00:04. 078305000 E0 ARP

Ja 56 100:00:04.52001 0000 217 Internet IPIPw4] 1921681210 239,265.255.250
o 57 00:00:04. 530250000 217 Interet IPfIPw4] 192188121 233.255.255 250
v =3 00:00:04.679133000 158 Intemet IF(IFP4] 19216813101 192.168.13.106
R 53 00:00:04. 756584000 60 ARP

S B0 00:00:04.7691 77000 130 Internet IFIF4] 192.168.13.106 19218813101
S =1l 00:00:04.779202000 126 Internet IPIPw4] 19216812101 192.168.12.106

0030 Length 112 (=0070}

0032 TSH 448 (=000001C0}
0036 Strsam Identifisr = 0 (=0000)

0038 Stream Ssquence Humber 446 (=010}
0034 Fayload Protoool Identifier =0000003C HGAP

NGAP—FDU - CHOICE
Extensibility Marker 0

Choice Index 0

Initistingiesssge SEQUENCE
ProceduraCode = INTEGER
Contents 15 id-InitialUEHessage
procedursCriticality ENUKERATOR
Contents 0 reiest(0)
Yalue Open Type
Length EH
InitialUEHcssage SEQUENCE
Extensibility Harker 0

ProtocollE-Container
Tteration Count
Protocol ITE-Container

SEQUENCE OF
[

Instance 0

Protoool IE-Field - SEQUENCE
ProtooolIE-ID INTEGER
Contents 85 1d-RAN-UE-NGAF-ID
procedureCriticality ENUHERATOR
Contents 0 reject(0)
Value Open Type
Length 2
RANUE-HGAP-ID INTEGER
Iength Determinant 1
Contents 36
Protoool [E-Container Instance 1
Protocol [E-Field SEQUENCE
FrotooolIE-ID - INTEGER
Contents 39 1d-HAS-PDU
procedursCriticality ENUKERATOR
Contents 0 reject(0)
Value = Open Type
Iength 44
WAS PDU SEQUENCE
HAS—EDU = OCTET STRING
\Capture Rate : 0.02 Mbps |C:\Program Files\GL Communications Inc\Packe [Captured 10 242 frames [Missed Frames: 0
¥4 Packet Dats Analyzer - Surmary View — O X
File Wiew Call Sumary Protocal Configurations  GUI Configurstions  Help
FFloEmHYT > = 55T % We ~[NINZ Intertace -] [Show All Calls <|call Count: 1 |
Cal Surnmary | 1P Registration Summary | Alert Summary |
Callé StartTime: Duration IMEISY RanlleNgapld
< >
ColumnWidh _F—————" [~ Absolute Tining [~ Show Lalest
oHE BF BUSF uoM - I Complete Stack
E ~HGAP Lager - ~
Jr— Initiacingfessage (0)
. Inttisringiessage
S0z POST fnaust-suth/vl Jue-suthenticatio - Promouretone e -
proceduraCrivicalicy o rejeceion
POST Jnusiueau v /suci0-001-01-000 Vaiue
el G35 InitialUBMessage
200 Protocol TE-convaines & Toems
51001 4 BEGE Trew °
s ProtocolIE-Field
51002 <4 GEEE ProtocolTE-ID 85 1d-DAN-UE-NCAD-ID
QpuninkNAS Transpot - Authenlication . procedurstriicalicy o reaEemio)
E ;012 alue
PAN-UE-NCAP-1D B
UpinkNASTranspor - Authentication Re 12 Toen N
ProtocolIE-Field
PUT Jnaust-suthss! ProtocolIE-ID 38 1d-HAS-PDU
51002 6556 procedureCriticality 0 reject(O)
&7 Value
51002 4 6856 WAZ-PDU
i [ — X7EDD4171000DOL0DF1 1000000000
A STiarspnt Sy o 12 e *
ProtecolIlE-Field
51001 POST rvdmueau/v1/msi-00101 301204 6566 ProtoclIE-ID 121 1a-UserLocationInforuatio:
procedureCriticality 0 reject(n)
UplikNAS Transpor - Secuity Mods Cor 12 Value
UserLocationintsruation userlocasionInfornanioni (1)
M 201 userLocationln ornationllk
s (e = aheceT
. y A [P
1006 PUT /nudm-uecm/v T Jimsi-00101 30129041631 PP seee oo 001
201 mic
s 4 e86 nRCeliTaencivy 000DD0000DE0000000000000000G0
ear
- BET /nuciseinv2/ims {001 11301 2041831 frssai - LM Tdenticy
c 001
2p0 mie 01
51006 4 6566 TAC ®0OO000L
BET /nucin-sdim/v2/imsi 00101301 2041631 /am-dat Ioew E
51006 A omeae 6666 ProtocolIE-Field
200 ProtocolIE-ID 30 id-RRCEstablichuentCause
51005 4 BEGE v procedureCriticality =0 rejectio)
< > I« >
Ealk Rate Y, Call Flow { Call Summary

5G N1N2 Interface Call Graph
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Encapsulating Security Payload (ESP) Deciphering

PacketScan™ analyzer supports Encapsulating Security Payload (ESP) to decrypt ESP packets on both IPv4 and IPv6 by providing ESP SAs
value.

B Protocol Capture Configuration - O X
Save Load Default

Capture File Options Capture Fiters | Hardware Fiters |

nt Card & Stream Selection [~ Record Frames Az |s ™ Packet Slicing  Length |14
%? Capture Filter
. . Filter 5 election
Gui & Protocol Options - o
Lajers [¥_Filter all ESP data
e Protocol 3
& MAC W Decode Encrppted ESP Papload
@ VLAN Extract
g 1P 24 Lewvels] © Original Encrypted Payload
1P [Outer) &
Deciphered Payload
B ¥ ESP P Y
@ SAl >
= B Ten | ESPShs Edit . |
ESP SAs X
Save Load
IP Protocol | SrcIP | Dest IP | SPI | Encryption | Encryption Key | Authentication | Authentication Key |
IPv4 192,168.12.86 192,168.12.45 Ox05d2eded AES-CBC [RFC3502] 0x97D055ABC4EDS 26C394DCOF2CCEESCFY  HMACMDS-96 [RFC2403] 0x6CC1CTBESD2D 253286 386E7B7C2623E3
IPv4 192.168.12.45 192,168.12.86 0x467113ba AES-CBC [RFC3502] 0x97D055ABC4ED8 26C394DC0F2CCEEGCFY  HMACMDS-96 [RFC2403] 0x6CC1CYBEI02D253286386E/B7C2623E3
IPv4 192.168.12.86 192,168,12.251 Oxd02382c2 AES-CBC [RFC3502] 0x97D055ABC4EDS26C394DCOF2CCBESCFS  HMAC-MDS-96 [RFC2403]  Ox6CC1CTBES02D253286386E7/B7C2623E3
IPv4 182,168,12,251  192.168.12.86 0x129e7b1a AES-CBC [RFC3502] 0x97D055ABC4ED826C394DCOF2CCBESCFY  HMAC-MDS-96 [RFC2403]  Ox5CC1C7BES02D253286386E7/B7C2623E3
IPv4 152.168.12.90 192.168.12.45 Oxa5e725% AES-CBC [RFC3602] 0x37D055ABC4EDS26C394DCOF2CCEESCFS  HMACMDS-96 [RFC2403] 0x6CC1CTBES02D253286386E7B7C2623E3
IZud IERT- NPT 497 458 37 90 Ox052Tedch EcCBC [DEC207] LG OOEE AR ENR A I0ANCAEOCCREACES  HMAC N e e [DFE-2a0T]  Nusre 40 7RFO0 20253286 386E TR 7C 262363
B PacketScan 64-bit - a X |7BES02D253286386E7/B7C2623E3
File View Cepture §tatlstlcs Qatabase Call Detail Records ganfgure He\p FEES020253286386E/B7CA623E3
J 3 & ﬂ_vj 0 GoTo
Device TegiFtzcaTpe Destination IP Address Source Address =
1Pv4 23
/Kl __ 192.16¢ 1921 ] -
1 1 0000:00515721000 Intemet IP(IPv4) 1921681286 192.168.12.45
1 2 00:00:01.537143000 Intemet IP(IPv4) 1921681286 1921681245
1 3 00:00:03.558945000 Intemet IP(IPvd) 1921681286 192.168.12.45
1 4 00:00:04.626310000 Intemet IP(IPv4) 1921681290 1921681245
1 5 00:00:05143077000 Intemet IP(IPv4) 1921681290 1921681245
1 3 00.00.06.165570000 Intemet IP(IPv4) 1921681290 1921681245 »
o & = Pl ermeres erecTerts -
[Devicel Frane=0 at 00:00:00.000000000 OK Len-822 %%x Right click to SHOU/HIDE layer details or copy ***
Ethernet Frame Data
MAC Layer =
0000 Destination Address = xE0DSSEADFEFD
0006 Source Address = xFCAA1492AB2F . .
000C Length/Protocol Type - %0800 Internet IP(IPvd) Before Deciphering
IPv4 Layer = = =
000E Version = 0100.... (4)
000E Internet Header Length (In 32 bit words) = 0101 (5)
ifferentiated Services Field =
000F Differentiated Services Codepoint = 000000.. Default
000F Ezplicit Congestion Notification - .00 Not-ECT (Not ECN-Capable Transport)
IP Hdr No TCP SegmentationOffload -
0010 Total Length = 808 (x0328)
0012 Identification = 31131 (x79CD)
0014 Reserved Bit - Not Set
0014 Don't fragment - u ... Not Set
0014 More fragments = .0 Not Set
0014 Fragment Offset = 0 (...00000 00000000
0016 Time To Live = 128 (x80)
0017 Protocol = 00110010 Encap Security Payload
0018 Header Check Sum = x2403
0014 Source IP Address = 192.168.12.86 (xCOABOCS6)
001E_Destination IP Address = 192.168.12.45 (xCOABOC2D)
S, rotoco. Ayer
T7 Tatencior Tndew 57709536 (=OSDZEDED)
0026 Sequence Number = 1 (x00000001)
ESP Payload Data = x49F74319A723AF44. . . BFA3074B9ICEDS534 (Length=780)
B2 PacketScan 64-bit - [u] X

<
File View Capture Statistics Database Call Detail Records Configure Help

o] B S| Mm@ B00(w (| 783 )] 00 ] %I [0 _GoTo |

Off-line Viewing.

Device | Frame# TIME (Relative) Length/Protocol Type Packet Type
MAC MAC
/ I I Y
1 00.00,00515721000 769 Intemnet IP(IPy4) sip 1921681286 |sz 1681245
2 00:00:01.537143000 769 Intemnet IP(IPv4) sip 1921681286 1921681245
3 00:00:03 558345000 769 Intemnet IP(Py4) sip 1921681286 1921681245
4 00:00:04.626310000 764 Intret IPIPv4) sip 1921681290 1921681245 -
. = e —— e petes e A T E
|0018  Header Check Sum = %2403 ~
001A Source IP Address = 192.168.12.86 (xCOABOCS6)
001E Destination IP Address 192.168.12.45 (xCOA80C2D)
- = UDP Layer 7 0
0022 Source Port 5060 (x13C4) After Deciphering

0024 Destination Port
0026 Length (Header + Data)
0028_Checksun

S060 (x13C4)
735 (x02DF)
x16FB

= SIF Layer

INVITE sip:0001@192.168.12.45 SIP/2.0

Via: SIP/2.0/UDP 192.168.12.86:5060; branch=z9hG4bK-29-103772070-10509-4472
Max-Forwards

Allow: INVITE.BYE,CANCEL,ACK, INFO,OPTIONS, SUBSCRIBE, NOTIFY, REFER, REGISTER, UPDATE
From: 0001 <sip:0001@192.168.12.86>; tag=FronTag-26-103772070-10506-4472
To: 0001 <sip:0001€192.168.12.45>

all-ID: GL-MAPS-28-103772070-10508-44720192.168.12.86

Seq: 1 INVITE

ontact: 0001 <sip:0001@192.168.12.86>

ontent-Type: application/sdp

= Content-Length: 238

0001 31062954 1 IN IP4 192.168.12.90
SIP Call

IN IP4 192.168.12.90

00

audio 1034 RTP/AVP 0 8 101

rtpnap: 0 PCHU/B000

= a=rtpnap:8 PCHA/8000

rtpnap:101 telephone-event/8000

=fmtp:101 0-15

a=ptine:20

a=sendrecv v

Off-line Viewing. [ r_|56 Frames

ESP Deciphering

© GL Communications Inc.
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Aggregate Summary Column Group

The enhanced feature of the protocol analyzer is aggregate column groups which are very flexible and comprise aggregate columns
from the same or different protocol layers and prioritizes the column groups based on the requirement.

If the user has five different aggregate columns depending on the requirement to prioritize some columns, then the group of aggregate
columns is created with the highest priority. Accordingly, the group columns values are displayed. The aggregate columns comprising a
group will have the same prefix and suffix index as ~0, ~1 ... *N.

® ' Aggregate Summary Columns - a X
Save Load Default
B Select summary columns to di...
Add Delete Aliases Reorder Reverse Use '_'in the name for multiline headers
@[{ Menu checked options
J .
g?g Protocol standard selection Name Display Format Summary Columns Separator
)0 Network/User side selection Group~0 Col_Alias Value [ SIP Method_SIP F
T | SIP From_SIP
7 Time Format = [5| SIP To_SIP
& View i SIP Call ID_SIP
View F £
Y Mienekimes SIP CSeq_SIP
Bﬂ View Search Group~1 Col_Alias Value Payload type_RTP g
@0: TCP Connection Options ||| SSRC identifier RTP
= 'S Sequence Number_RTP
Periodic Trace Saving Options [ TimeStamp_RTP
2 . Marker bit_RTP
F-J Startup Options
b Group~2 rg Concat rg Source Port_TCP -2
Lt,g.'l Data Link Groups Destination Port_TCP
FFr View Font Size
NI Decode Options
Define Summary Columns
Aggregate Summary Columns
‘-E}m Capture Options

Aggregate Summary Column Group

The updated results are as shown in the below screenshot. Here the root aggregate Group~0 summary columns are displayed first and
then Group~1 and Group~2 as per the assigned priority.

% PacketScan 64-bit -
File View Capture Statistics Database Call Detail Records Configure Help

=i B 2o @tz =e] B0 FIS[RIE 60 fl %l 0 GaTo

il el el - | e
MAC MAC

3 [ 00:00:00.000310480 SIP INVITE , From: 0001@192.168.12.122 , To: 0001@132.168.12.123 , CalHD: GL-MAPS-1164-274384921-14456-8240@192.168.12.122 , CSeq: 1 INVITE
4 00:00:00.000611840 416 SIP 100 Trying , From: 0001@192.168.12.122,, To: 0001@132.168.12.123 , CallD: GL-MAPS-1164-274384321-14456-8240@192.168.12.122, CSeq: 1 INVITE Intemet IP(Pv4)
5 00:00:00.001110720 54 SIP 57434 > 5060 Intemet IP(Pv4)
6 00:00:00.001833300 779 SIP 200 0K , From: 0001@192.168.12.122, To: 0001@192.168.12.123 , CalkD: GL-MAPS-1164-274984921-14456-8240@192.168.12.122, CSeq: 1 INVITE Intemet IP(Pv4)
7 00:00:00.002150530 484 SIP ACK , From: 0001@192.168.12.122,, To: 0001@192.168.12.123, CalHD: GL-MAPS-1164-274384321-14456-8240@132.168.12.122 , CSeq: 1 ACK Intemet IP(Pv4)
8 00:00:00.002188670 214 RTP PT= (0) PCMU (& - 8000 Hz - 1 Channel) , SSRC= 832283905 , Seq= 51424 , Time 523337233 , Marker= Set Intemet IP(Pv4)
9 00:00:00.002216600 214 RTP PT= (0) PCMU (& - 8000 Hz - 1 Channel) , SSRC= 833733889 , Seq= 45195 , Time 607215275 , Marker= Set Intemet IP(Pv4)

<

*%% Right click to SHOU/HIDE layer details or copy **

xFCAA149CBF99
xFCAA149CBF9B
%0800 Internet IP(IPv4)

ation Address
0006 Source Address
000C Length/Protocol Type

============ JP Layer ============
000E Version
000E Internet Header Length (In 32 bit words)

Differentiated Services Field
000F Differentiated Services Codepoint
000F E=xplicit Congestion Notification

IP Hdr No TCP SegmentationOf f load

0010 Total Length
0012 Identification
0014 Reserved Bit
0014 Don't fragment
0014 More fragments
0014 Fragment Offset

0100.... (4)
...0101 (S)

000000.. Default
..... 00 Not-ECT (Not ECN-Capable Transport)

809 (=0329)
2
0

8511 (x6FSF)
....... Not Set
. Set

0016 Time To Live 128 (=80)
0017 Protocol 00000110 TCP
0018 Header Check Sum =0000

0014 Source IP Address

001E Destination IP Address
============ TCP Layer ============

0022 Source Port

0024 Destination Port

0026 Sequence Number

002A Acknowledgement Number

002E Data Offset

002E Reserved

192.168.12.122 (=COAB0C74)
192.168.12.123 (=C0AB0C7B)

57494 (=E096)
5060 (x13C4)
3414694555 (=CB881A9B)
3548904125 (=D387FABD)
0101 55 (5)

...0000 (0)

L I T T T T I T T I T T I I I I

Off-line Viewing. VC:\Users\Archana\Desktop\Aggregate Summary Columr |11 Frames

Display of Aggregate Summary Column Group in Summary View

© GL Communications Inc.
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Call Detail Records and Statistics View

Important call specific parameters like call status, release cause, parties involved and more are displayed in call trace view.
Additionally, users are provided with the option to search a particular call detail record from the captured traces.

Statistics can be obtained for all frames both in real-time as well as offline mode. Various statistics can be obtained to study the
performance and trend in the VolP network, based on protocol fields and different parameters.

Statistics x
Field Mames SIP CSeq
Use Type [single selection
1 Diameter-Fx - ype (sind ]
& Diameter-Lte
o 5P o
B SIPCSeq
: g:E 'E?Dl:D Statistic Type(s) [caloulated. multiple selection)
B SIP Method
# SPTo
@& SIPd
- SMS [SIF]
-8 RTCP
Eg RTP ‘Yalug Set
- H.263+
-8 RTP Extended Payload
-8 MPEG-2 Audio
-8 MPEG-2 Yideo
- P 'l D]
B8 T.38
< & N Add/Mod | Remove |
Selected Statistic Information
Field Mame Use Type Statistic Type ~ Femove Sel
Fr. e Perc
SIP Call 1D Tatal Minirnurn, M asirmurn, Sum, Remave Al
SIP From Tatal Minimurm, Masimum, Sum,
. - s Aoy

Define Statistics View

000C Length Frotocol Type
== === IPv4 Layer - -

Version 010
Internet Header Iength (In 32 bit words)
Differentiated Services Field
Differentiated Services Codepoint
Explicit Congestion Hotification

IP Hdr No TCP SegnentationOffload

0 (1)
0101 (5)

ooooon Default
oo

B PacketScan 64-bit — O X
File View Capture Statistics Database Call Detail Records Configure Help

- LR I IEAEAREAEA Aol % [B GoTs
Device Frame®t TIME (Date) Length (Eytes) Eror Length/Protocel Type Packet Type Source IP Address Destination IP Address ~

MAC MAC IPvd Pvd.

2 0 2012-04-16 1358:48 356273000 a2 Intemet |P(IPy4) 192168 1.255
-/El [nternet |FilPsd) [ ]
Sz I 2012046 135850, 705427000 36 Intetnet IFIP4] sIP 192.158.1.200 1921681103
ez 3 20120416 13:58:50. 706003000 54 Intemet PIPv4) SIP 1921681103 1921681200
e 4 2012-04-16 1358:50 707648000 355 Intemet |PIPv4) 5IP 1921661103 192.1681.200 ©
s P et Er ey ety = il jnl B PSS N
Deviced Frame=1 at 2012-04-1¢ 13:58:50 200249000 OK Len=82 *xx Right click to SHOW-/HIDE layer details or coja
Ethernet Frame Data

== === MAC layer ==
0000 Destination Address =FFFFFFFFFFEF
0006 Source address =0013208E22C3

%0800 Internst IF(IFvi)

Not-ECT (Not ECN-Capsble Transport)

Total Length 68 (=0044)
Tdentification 3583 (x0DFF)
Reserved Bit i Not Set .
EA o Vioe Ao s
SIPCSeq | SIP CallID SIP Fram ‘ =8 SIPMethod SIPTa Frame Count{SIP CSeq) ‘ Frame %(SIP CSeq) ~
INWITE (0) 1620788073-5060-3@192.1 4000@132.168.1.60 INWITE (0) 1000@192.168.1 2 100
total INYITE (0) total 1620788073-5060-3@ total 4000@132.168.1... total INVITE (0) total 1000@1921.. 2 100
INWITE (0} 211eal?6Ge7edfld@dGY.. testi@192.168.10.14  INVITE (0) testd(@152.168.1 1 100
total INVITE (0} total 211eal268e7e4b3d@.. iotaltest3@192.168.1... total INVITE (0) total testd@192.1... 1 juli]
INVITE (0 211eal26Ge7ed63d@dAGY.. test4@192.168.10.45 IMNWITE (0 test3@192.168.1 1 juli]
total INVITE (0} total 211eal26Be7edB3d@... iotaltestd@192.168.1... total INVITE (0) total test3@192.1. 1 juli]
INVITE (0 GLPG-483633760331 0001(@192.168.1.200 INVITE (0 0001(@182.168.1 1 juli]
total INVITE () total GLPG-483633760331 total D00TE@192.168.1... total INVITE (0) total 000T@192.1... 1 oo
ACK (1) 1620788079-5060-3@192.1 4000(@192.168.1.60 ACK(1) 1000192.168.1 2 oo
total ACK (1) total 1620788073-5060-3@, total 4000@192.168.1... total ACK (1) total 1000@192.1... 2 100
ACK(T) 211eal26Ge7e463d@dGY.. test3@192.168.10.14  ACK(1) testd@192.168.1 1 100
total ACK (1) total 211ea0268e72463d@...  totaltest3@192.168.1... total ACK (1) total testd@192.1.. 1 100 v
. R A P i e R RS - -- N
CalllD | Call Status Protocol ‘ Call Originating (Number / Addrass) ‘ Call Destination (Nurmmber / Address) ‘ Call Start Date & Time Call Duration Protocol Specific Info
0 Terrninatad SIP 0001@192.166.1.200 0001@192.168.1.103  45232-57355-00 00:00:00.5 00:50:13.478600  <SIPCallD> GLPG-48363
1 Completed  MEGACO aaln/2 p/30000  45232-57368-00 24606:184 00:29:13.080600  <Context D> 0 <Release
2 Terminated 3P 4000(2192.168.1.60 1000(@192.168.1.60  45232-57369-00 02:00:00.7 04:32:06.181800  <SIPCallD> 1620783079-6
3 Terminated SIP testd@192.168.10.45 test3t@192.168.10.14  45232-57353-00 03.00:00.5. 00:47:15.034300  <SIPCallD» 211eal2Bge?

C:\Program Files\GL Communications Inc\Packet! 19 043 Frames

Call Detail Records and Statistics View
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Packet Data Analysis (PDA) — Summary View

Features

e Call Quality Of Service (QoS) for all calls with E-Model based (G.107) Mean Opinion Score [MOS (ITU-T, G.107, E-model)] and R-factor

with individual and summary statistics presented in graphical and tabular formats

Provision for H.263+ and H.264 video capture and video conference monitoring capability

Calculates minimum, maximum, and average round trip delay values for SIP calls

Supports decoding of AMR and AMR_WB codec with luUP Header

Save calls in HDL, PCAP, or PCAPNG file format for further analysis

Ability to copy the cell value to clipboard (Notepad)

The PDA Summary View can also export all terminated call details as a text file (CSV format) during the live capture. This feature

requires activating the Export Terminated Calls option from PDA prior to live capturing

e This structured text file can be imported into Excel® using a custom add-in (Excel-Dashboard-Tool-IP.xIsm) to generate different chart
types such as call volumes, call duration, call failure causes, CMQOS, LMOS, packet loss and more

e Individual and summary statistics presented in graphical and tabular formats

e Graphs are provided for key statistics for network monitoring and troubleshooting. Graphs available include — Active Calls, Average
Jitter, E-Model MOS/R-Factor/Packets Discarded, RTP Packets Summary, ladder diagram for T.38 based fax calls and call signaling, Gap,
litter, Gap/litter Distribution, Wave and Spectral Display for media stream analysis, VolP calls and more

e Displays a summary of signaling, audio, and video parameters such as Source/Destination Video Channels, Media Type, SSRC, Average
Delay/Gap, Packet Counts, Media Delivery Index and Frame Rate for all video calls

e (Calls and sessions are classified as active, completed, or failed giving the user an idea about the calls and its status in the network
Filter CDRs (Call Detail Records) based on parameters such as caller, time, message count, etc.
Generates VolP Key Performance Indicators (KPI) Reports: Call Success Ratio, Calls Per Second, Post Dial Delay, Error Code Distribution,
Answer Seizure Ratio, and Call Duration

e Creates SIP Registration KPI Reports: Register messages per sessions ,Registrar(s) distribution, Registration(s) vs Deregistration(s) Over
Time, Error code distribution

e Export KPI Report in PDF Format

e Generates alert summary when particular vital parameters go beyond a specified value

Summary View

TA Summary view displays summary of data transmission in each direction including calling number, called number, call id, start time,
duration, missing packets, max/min RTD, average RTD and so on. It includes separate statistical counts on total packets, calls, failed calls, and
more for SIP, H.323, MEGACO, BICC, CAMEL, ISUP, LTE, RTP, GSMA, 1uCS, SCCP, and ED-137 based calls. The user can get the statistics of active
calls, purged calls, and so on.

Call Summary - Signaling, Audio, and Video QoS Statistics

The Call Summary displays the signaling, audio, and video parameters of each call for SIP, RTP, MEGACO, H.323, LTE, BICC, ISUP, CAMEL,
GSMA, 1uCS, SCCP, and ED-137 protocols. Video QoS parameters such as Codec Info, Frame Rate, Missing Packets, Delay, Gap, Video Frame
Count, Out Of Sequence count, Duplicate Packets count, Media Delivery Index (MDI), etc. are displayed for all video calls with H.263 and H.264
codecs.

14 Packet Data Analyzer - Summary View - [u] x
File View Call Summary Protocol Configurations GUI Configurations  Help
=
GEOL R T > 2 X % = [se ~|[Show all Calls -l
Call Surmaty | Registiton Summary | Alert Summary |
Caller Callee. Duration VoiceQuality L VoiceQuality R ConversationalMos_L
200 3 :00:
F 2 4000@19: .60 1000@192. Good Good 420
¥ 3 test4@192,168.10.45 test3@192, Good Good 416
< >
Signaling Parameters | Value Audio P arameters [ Value ~ | Video Parameters | value
Caller O001@132.1661... | Sic ATP Channel 192.168.1.200: 10 S1c Video Channel
Calles 0001G@192.168.1 Sre Media Type PCMU/S000 Ste Media Type
Calld GLPG-483633760.. | Sic SSAC 3365460417 Sic S5
Call Status. Terminated Sre Packets Count 1273 Ste Packets Count
Stc Missing Packets / %) 0/000 51 Missing Packets 7 72)
CallIritisted Time 2012-04-16 1358 Sre Duplicate Packets / (%] 0/000 Sre Duplicate Packets / (%]
(Call Esteblished Time 201204161355 | Sic Outof Sequence Packets / (%) 0/000 Sic Out of Sequence Packets / (%)
CallStop Time 2012-04-16 1353 Sre Conversational MOS/R-Factar 420793 Sre Vides Frame count
Call Duation 000030121 Stc Listering MOS/A Factor 420793 Sic Frame Rate(Framestsec)
Call T ermhinator Caller Sre GoodCMos/FaiCMos/PoaCMos [Seconds] %/0/0 Sre AvgDelay
Call Failre Reason S1c Vaice Qudly Good Stc dvalian
Sre Diecarded Packets / (%] 0/000 Sic MDI [DFMLR]
Session Request Delay (msec) 2221 Stc Average Inter rival iter (RTCP) il Sic dwohDIDFMLA)
Session Disconnect D elay [msec] 10,469 Sre Average Jitter 058
Post PickUP Delay [msec) 4505469 1o Average Delay 0 Dest Video Channel
Sre Average Gap 2017 Dest Media Type
Total Signaling Frames 7 Dest S51c
Dest RTP Channel 192.168.1.103 10. Dest Packets Count
CallType Dest Media Type FCML/A000 Dest Missing Packels /(%]
SubCalType Dest SSRC 3380545537 Dest Duplicate Packets /)
PTTCount 0 Dest Packets Count 1269 Dest Out of Sequance Packets ¢ %)
SquelchCount 0 Dest Missing Packets / (%] 0/000 Dest Video Frame count
PTTHCount 0 Dest Dupicate Packets / (%) 0/000 Dest Frame Rate(Frames/sec)
FTTSCount 0 Dest Out of Sequence Packets / (%) 0/000 Dest AwgDelay
PPSCTCount 0 Dest Conversationl MOS/H Fastar 420793 Dest vglian
CPSCTCount o Dest Listering MOS/R-Factor 420793 Dest MDI (DFMLR]
Dest GoodChos F aiCHos/PaoiChos [Seconds) 20000 Dest AvghiDIDFMLR)
Dest Vaice Dualiy Good
Dest Discarded Packes / (%] 0/000
Dest Average Inter Ariival Jitter (RTCF) 0
Desst Average diter 054 ©
<[ v [\ TP Packets Graph ), Average Jiter Distrbution 3, EVodel 138 Analyss b, Call Graph  Call Summary /-

Call Summary, Audio and Video Statistics

© GL Communications Inc.
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Packet Data Analysis (PDA) — Summary View (Contd.)

Graphs in PDA — Summary View

Active Calls — A line graph, depicting the Number Of Calls Vs Time.
Average litter Distribution — Distribution of the Average lJitter values across the Total Sessions.

Active Calls Graph _ Average Jtter Disrbution ), EModel )\ RTP Packets Graph )\ T.38 Analysis )\ Cal Graph )\ Call Summary /

Active Calls

No Of Calls
- -
L i

o
1

o
1

o

Time

Totadl Sessions

Average Jitter Distribution

1

T
2

T
3

T Y T T

Y T T T Y Y Y Y
4 S 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Jtter (msec)

Active Calls Graph )wmam[&m}\ RTP Packets Gaph )\ T.38Analyss ) CallGraph )\ Call Summay /

Active Calls and Average Distribution Graphs

E-model - This graph provides R-factor, MOS and packets discarded against number of sessions- all these three graphs show statistics of

terminated calls.

e R-Factor — A bar Graph that plots R-Factor across No of Sessions

e MOS - A bar Graph that plots Mean Opinion Score values across No. of Sessions

o Packets Discarded — A bar Graph that plots Packets Discarded across No. of Sessions
o RTP Packets Graph — Plots and compares out of ordered packets, missing packets and duplicate packets against Total Audio

Packets

Document Number: PKV100-01

R-Factar M0OS Packets Digcarded |

E-Model

Goodvoicedual

Fairvoicedual

Mean Qpinian Score, (MOS)

PooryoiceQual

0.0 100.0 200.0 300.0 400.0 500.0 B00.0
Mo of Sessions

1| >|)\ RTF Packets Graph )\ Average Jitter Distribution )\E—ModeI)( T.38 Analysis )\ Call Flows )\ Call Summary /
E-Model Graph

© GL Communications Inc.
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Packet Data Analysis (PDA) — Summary View (Contd.)

T.38 Analysis - Fax (T.38 data) over VolP monitoring and decoding capability.
Call Graph - Displays the message sequence of SIP, SIP ED137, MEGACO, and H.323 captured VolP calls.

o4 Packet Data Analyzer - Summary View - o0 x
File View Call Summary Protocol Configurations GUI Configurations  Help
Z1re " WD e mog s F ¥ |I [sip ~|[show Fax calls - Call Count: 1
Call Summary | SIP Registration Summary | Alert Summary |
StartTime Duration R
! 122, 2010-07.270 671 00:02:43.962 [__pcvuaono [ ecvursono ]|

< >

Column Width  F—————" [~ Absolute Timing [~ Show Latest

Time Framet §7.120.213197 122166105193 [_Frd_| @ conpise stack
TRITE HAC Laver
00,00.000 0 5080 5050 Destination Address %00301AR0F4EC
Source Address x0019D15CB75%
00.00.457 ¥ 5060 INVITE 5080 Length/Protocol Type #0800 Internet IP(IDvd)
————— IDw4 Layer
Version 0100.... (4)
Internet Header Length (In 32 bit words) ..0101 (5)
Differentiated Serwvices Field
00.03.429 3 5060 4 SIP/2 0180 Ringing 5060 Differentiated Services Codepoint 000000. . Default
Explicit Congestion Notification __..00 Not-ECT (Not ECN-Capab.
0.07.926 4 5080 e SIP/20200 0k 5080 IP Hdr No TCP SegmentationOffload
Total Length 387 (x0183)
00.08.252 5 5080 ACK 5050 Identification 38436 (x5624)
Reserved Bit Not Set
0008313 3 £002 HIEGEMT 00 6002 Don't fragment not Set
More fragments Not Set
008520 7 5060 4 INVITE f— i::Egm;r;tL(l)‘f,:’sEt oL ;;;:E?DD 00000000)
Protocol 00010001 UDP
00.09.847 58 5060 STz 2O GOE0 Header Check Sum HRSRO
ACK Source IP Address 122 1€€.105.153 (xTAREESCL)
00.09.881 ] 5060 o 5060 Destination IP Address €7.120.213.197 (:4378DSCS)
UDP Layer
1251 889 3237 s050 BYE 5060 Source Port S0€0 (x13C4)
Destination Port 5060 (x13C4)
™ SIP/2.02000K Length (Header + Data) 367 (m01EF)
02.51.889 3228 5060 g 5060 Cheeksum i ——
SIP Layer
SIP/2.0 101 Dialeg Establishement
< > || via: s1E/2.0/UDP €7.120.213.197:5060;branch=z9nG4bE-501dade

[ » Average Jtter Distibution 3, E-Modsl 3, 138 Analysis % Call low / Call Summary /

™A Packet Data Analyzer - Summary View = m] X
File View Call Summary Protocol Configurati GUI Confi i Help
& s @ -
oMWY D> = 4 F % Wse - show Al calls ~ Call Count: 824
Call Summary I SIP Registration Summavyl Alert Summaryl
Call= Caller Callee StartTime Duration Voi L Voi R Pa; L Pa Result ErrorCode )
0001@19 68 9 0001@19 68 9 0 06-0 0 < 9 00:01:00.0 P P Pa 0
2 0002@192.168.12.92  0002@192.168.12.94 2023-06-01 15:01:34.482 :00.033 MuLAW_2/8000  MulAW_2/8000 Pass 0
3 0003@192.168.12.92  0003@192.168.12.94 2023-06-0115:01:34.533  00:01:00.045 PCMA /8000 PCMA /8000 Pass 0
4 0004@192.168.12.92  0004@192.168.12.94 2023-06-01 15:01:34.583 00:01:00.037 ALAW_2/8000 ALAW_2/8000 Pass 0
5 0005@192.168.12.92  0005@192.168.12.94 2023-06-0115:01:34.623  00:01:00.049 G729/8000 G729/8000 Pass 0
6 0006@192.168.12.92  0006@192.168.12.94 2023-06-0115:01:34.684  00:01:00.041 G7298/8000 G7298/8000 Pass 0
7 0007@192.168.12.92  0007@192.168.12.94 2023-06-0115:01:34.715  00:01:00.043 GSM/8000 GSM/8000 Pass 0 v
< >
Column'Width _——————" | Absolute Timing [~ Show Latest
Time Framett 1921681282 1921681234 [_Find ][ conplete staci]
MAC Layer ~
Destination Address *%€CE2ED3EEB30
. Source Address *xS4BEF737BCTS
00.00.020 J 5060 SIP/2.0100 Trying 5050 Lenq:h/P:cto;:4T:;ex = %0800 Internet IP(IDv4)
SIP/2.0 180 Ringing Version 0100.... (4)
00.00.029 2 5060 5060 Internet Header Length (In 32 bit words) ....0101 (S)
SIP/2.0 200 0K Differentiated Services Field
00.00.153 9 5060 5080 Differentiated Services Codepoint 000000.. Default
ACK Explicit Congestion Notification = ...... 00 Not-ECT (Not ECN—
00.00.163 " 5060 5060 IP Hdr No TCP SegmentationOffload
BYE Total Length = 7€1 (x02F9)
01.00177 3984 5060 5060 Identification i 15592 (x3CE8)
S Reserved Bit Displays Not Set
IP72. K Don't fragment - . Not Set
01.00.187 3985 5060 5060 Hare Eragaants decoded e Boe Bar
e information of =0 (...00000 00000000)
Time To Live 128 (x80)
Protocol the selected SIP - go010001 voe
Header Check Sum = x0000
Source IP Address message = 192.168.12.92 (xCOAB0CSC)
Destination IP Address = 192.168.12.94 (xCOABOCSE) w
< > [l < 5

4 bl)‘ Average Jitter Distributi )\EModel)\ T.38 Analysis )\Cil How< Call Summary 7

SIP, MEGACO, H.323, T.38, GSMA IuCS, SCCP Call Graph
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Packet Data Analysis (PDA) — Detail View

Features

e Provides further detail statistics on the two (or one) RTP sessions that are part of a single call

e RTP sessions include the graphical representation of R-Factor statistics which includes Quality Metrics with R-Factor and MOS
Factors graphs, Jitter Buffer Statistics, Degradation Factor, Burst Metrics, and Delay Metrics

e R factors/MOS is supported for audio codecs such as p-Law, a-Law, G726 (40, 32, 24, 16 kbps), G726 (40, 32, 24, 16 kbps) with VAD,
GSM610, G729, G729B, AMR, ILBC (20, 30 msec), SPEEX, EVRC, EVRCB, SMV, G711, G722, and G722.1 application.

Packet Data Analysis (PDA) - Detail View

This display assists in any comparisons that are to be made between the two RTP sessions of a call. Each frame of the selected session is
dissected and its contents are displayed in a tabular form for easier viewing and comparisons. Vital aspects from the RTP frame needed for
close analysis are included in the table.

£ Packet Data Analyzer - Detail View - o iEl
File View Detail View Protocol Configurations | GUI Configurations | Help
GIEmMR D> =453 %A ~|[Show All Sessions ~l
Call Summay | Fiegistraton Summary | Alert Sunmary |
Packet# | Sequen... | RTP ... | Payload Type | Paylo... | Packet Sequ...| Gap(ms] | Ga.. | Delay [ Jiter [ A [ Packet# | Sequen.. | RTP... | Payload Type | Paylo... | PacketSequ... | Gap(ms) | Ga... | Delay | Jiter | ~
M5 41763 4325, PCMU/8000 160 Session In Pr. 0.00 000 O 0.00 M3 47038 3301 PCMU/B000 11 Session In Pr. 0.00 000 0 0.00
€ 41764 4325, PCMU/8000 160 SessionInPr.. 20.06 2000 0 0.00 n 47033 3301 PCMU/B000 160 SessionInPr.. 1881 2000 1 008
7 41765 435, POMU/BO0D 160 InSequence 1353 2000 O 003 13 47040 3301 PCMU/RODD 160 InSeauence 2050 2000 O 010
8 41766 4325. POMU/BO0D 160 InSequence 1352 2000 O 006 15 47041 301 PCMU/RODD 160 InSeauence 1953 2000 O 013
10 41767 435. PCMU/ROD 160 InSequence 2150 2000 1 014 17 47042 301 PCMU/GOOD 160 InSequence 2149 2000 1 021
12 41788 43%5. PCMU/BOOD 160 InSequence 1953 2000 0 017 19 47043 301 PCMUBODD 160 InSequence 1952 2000 O 023
14 41769 4325. PCMU/BOOD 160 InSequence 1953 2000 0 013 2 47044 301 POMU/BOO0 160  InSequence 1953 2000 0 02
186 a1770 4325, PCMU/8000 160 InSequence 2049 2000 0 020 23 47045 3301 PCMU/B000 160 In Sequence 1947 2000 0 027
18 a7 4325, PCMU/8000 160 InSequence 1957 2000 0 022 ) 47045 3301 PCMU/B000 160 In Sequence 2051 2000 0 028
20 0772 4325, PCMU/8000 160 InSequence 2051 2000 0 023 27 47047 3301 PCMU/B000 160 In Sequence 1953 2000 0 023
22 a773 4325, PCMU/8000 160 InSequence 1952 2000 0 025 23 47048 3301 PCMU/B000 160 In Sequence 2055 2000 0 o3
24 41774 435. PCMU/BOOD 160 InSequence 2075 2000 O 028 El 47043 301 POMU/BO0D 160 InSequence 1948 2000 0 033
2% 41775 435. PCMU/BOOD 160 InSequence 1931 2000 0 031 33 47050 301 PCMU/ROOD 160  InSeauence 2051 2000 O 034
28 41776 43%5. PCMU/BOOD 160 InSequence 1950 2000 0 032 v| % 4051 300 PCMU/BIOD 160 InSequence 1953 2000 0 0% v
Heading [ Value ~ [ Heading [ Vale ~
SSAC 3365466417 SSAC 3380545537
Source IP Address 192166.1.200 Source [P Address 1921681.103
Destination IP Address: 1921681103 Destination IP Address 1921681.200
Source Port 1024 Source Pc 1024
Destination Port 1024 Destination Port 1024
RTP Packets Count 12n RTP Packets Count 1268
RTCP Packets Count 2 RTCP Packets Count 1
Packets With Marke Bit 1 Packets With Marker Bit 1
Total Audio Bytes 203201 Total Audio Bytes 22721
RTCP Sender's Reports 2 ATCP Sender's Reports 1
RTCP Receiver's Reports 0 RTCP Receiver's Reports 0
Out Of Sequence Packets \ % 040.00 Out Of Sequence Packets \ % 08000
Missing Packets \ % 040,00 Missing Packets \ % 0%\000
Duplicate Packets § % 01000 Duplicele Packes \ % 08000
MOS-C0 \ Conversational R 420893 MOS.CQ \ Conversational i 420093
MOS-LQ \ Listening R 420493 MOS-LQ \ Listening R 420193
G.107R %2 G.107R 2
Nominal MOS \ Nominal R 420493 v | Nominal MOS \ Nominal R 420493 v
RTP Statistics ( RTCP ), Gap Greph ), Jiter Graph ), Gap Distibution Graph ), Jiter Distrbution Graph ), MOS Graph ), Inband Events ), RTP Evers ), Wave Graph ), Spectral Display ), _R-Factor Statistics

Traffic Analyzer Detail View
Graphs in PDA — Detail View
Gap/lJitter graphs - Plots the Gap (in milliseconds)/Jitter versus the packet number

Gap Distribution Graph - Number of packets with a particular value of gap is plotted against the (gap) value

Jitter Distribution Graph - Number of packets with a particular value of jitter is plotted against the jitter value

Gap Distribution
7004
600
500
- Jitter Distribution
= 400
=
3 3004
300
2504 -
200
2004
100 | | P
| a
=
S 1504
et Ik
5 10 15 20 25 30 35 40 45 50 ¢
Gap (in ms 1004
v | EESEDSHGS  Right Gap Distibution
<[ » ]\ RTCP ") Gap Graph ), Jiter Graph ), Gap Distribution Graph {* Jtter Distribution Graph ), MOS Grag 504

: ; n I IHIH.”HHHHHD

Y f T T Y - g u Y Y u 7 f f

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34
Jtter (in msec)
v LeftJitter Distiibution v

Right Jitter Distribution
Rl |§ RTCPS Gap Graph S Jiter Graph S Gap Distrbution Graph ), Jitter Distribution Graph ( MOS Graph \ Inband Everts )\ RIP Events ) Wave Graph ) Spectral Dig

Gap/lJitter Distribution Graph
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Packet Data Analysis (PDA) — Detail View (Contd.)

Graphs in PDA - Detail View
MOS Graph — Plots Mean Opinion Score values throughout the duration of the call.
Wave graph — Displays the amplitude of the incoming signal in a selected call as a function of time.

Spectral Display — Displays the power of incoming signal while the capturing is going on as a function of frequency.

Degradation Factor — A pie chart plots and compares different statistics such as Good Quality, Packets discarded, Echo level, Packet
loss, and Regency against total Packets for each individual sessions.

Tene Baze Display Mode

o s | Q) Q[ s
|

Wave Graph

9,000 4

6,000 4

3,000 4

Amphtude
o

-3,000 4

-6,000 4

9,000 4

T
0.6 0.7
Time in Seconds

VS —

<[> [\ RTCP ), GapGraph ) JeterGraph ), Gap Distibution Graph 3\ Jtter Distibution Graph 3, MOS Graph ), nband Everts 3, RTP Events )\, Wave Graph { Spectal Dispiay ), Rfactor Satistics /.

Degradation Factor

Recency

Echo Level

Noise Level-

Signal Level 4

Delay

Voice Encoder/Decoder

Packets Discard-

Packet Loss ]

0 2 4 6 8
0 - No Impact, 10 - Severe Impact
Quality Metrics >\Degadaion Fador/< Burst Metrics )\ Jitter Buffer Stats /
7] | » |> RTCP)\ Gap Graph )\ Jitter Graph )\ Gap Distribution Graph )\ Jitter Distribution Graph )\ MOS C

Wave Graph and Degradation Factors

© GL Communications Inc.
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Packet Data Analysis (PDA) — Detail View (Contd.)

R-Factor Statistics

Quality Metrics based on E-model includes R-Factor and MOS Factor. R-Factor bar graph will display statistics such as R Listening, R
Conversational, R-G107, and R-Nominal values.

MOS Factor bar graph will display statistics such as MOS CQ, MOS PQ, and MOS Nominal values during a call.

Jitter Buffer Statistics — A pie chart plots and compares packets received, packets discarded and packets lost against total Packets for
each individual sessions. Also provides a tabular data on average.

Total Packets(received + Discarded + lost) 1215 Total Packets(received + Discarded + lost) 1225
Packets Received 974 Packets Received 991
Packets Discarded 0 Packets Discarded 0
Packets Loss 241 Packets Loss 234
Packet delay variation 20.06 msec Packet delay variation 23.75 msec
Max Packet delay variation 36.50 msec Max Packet delay variation 53.75 msec
Avg mean Packet delay variation 2.44 msec Avg mean Packet delay variation 13.06 msec
Max Avg mean Packet delay variation 11.81 msec Max Avg mean Packet delay variation 97.13 msec
< >l < >
Jitter Buffer Statistics Jitter Buffer Statistics
I 974 Received: 974 I 991 Received: 991

0 Discarded: 0

B 241 Lost: 241
974 991

, 0 Discarded: 0
B 234 Lost: 234

o @

\ Quality Metrics >\ Degradation Factor >\ Burst Metrics >\.iner Buffer Stats / I Quality Metrics >\ Degradation Factor )\ Burst Metrics >\.iner Buffer Stats /
«|» |> RTCP>\ Gap Graph >\ Jitter Graph )\ Gap Distribution Graph >\ Jitter Distribution Graph )\ MOS Graph )\ Inband Events )\ RTP Events >\ Wave Graph )\ Spectral Display )\R-Fadof Statistics /

Jitter Buffer Statistics

Other Features in PDA

Play Audio and Write to File

The Play Audio plays the selected call to the PC speaker. Write to File is similar to the Play Audio option. The basic difference being that
the output is written to a file instead of playing to the speaker.

PDA can monitor video calls and display both audio and video RTP streams in summary view.

Play - Jitker Options oo Wirite To File - litter Options >
Options Jitter Buffer Option Dpt'f'ns At i Daen
& i C Satc © D . O 1 (" Static " Dynanic
* Corecte atic: (= N
~ .ﬁ.l d = Asls Jitter Buffer Len IW msec
Flz Jitker Buffer Len 100 Mses
r~ £ Eatract Dynamic Jitker Buffer Oplion
Extract Dynarmic Jitker Buffer Option Mix: Dption MinDelay |40 msec
. . .
s Lt Min Delay |40 Mses M Max Delay  [100 MEEs
o Mix A " Steren
O Stereo seEeey 100 free  Separate W Fil with Last Packet _ Set Defaul
lﬁ [+ Fill with Last Packet Set Default [ Start from beginning
o File: Record
[ Start fram beginning [ E
Ok I Lancel | C:A\Program Files\GL Communications InciPacketScanhSample. .
Play Audio
Cancel

Write To File

© GL Communications Inc.
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Other Features in PDA (Contd.)

Save Call

The Save Call feature enables the user to save a particular call either in GL's proprietary *.HDL file format or in Ethereal *.PCAP file
format or *.PCAPNG file format. Call Summary details could also be saved for a particular call as a *.rtf file. This is especially useful to
get data from real-time traffic locations to the lab for detail analysis of a flawed call.

Save Call x|

Calliz) Selected Callls)
CallMum_2 CallMurn_1
CallMum_3

ol

" HOLFile % PCAPFile € PCAPNG ¥ Call Summany
Path ID:\.Prngram FilesGEL Communications InchPacketScan\ExampleshOthe _I
¥ Overwite Files  Save Calls) Edt |
Save Call

RTP/RTCP Statistics, Inband Events, Outband Events
The user can get the complete details of a single selected call such as total packets count, SSRC, RTP packet count, RTCP packet count,

total Audio bytes, and more.

Inband Events display Inband DTMF and MF digits as they are received with details such as Timestamp, Type, Event, On-Time, Power,
and Frequency. Outband Events display RTP events as per RFC 2833 or 4733 with details such as Timestamp, Event, Power, and
Duration.

Triggers and Action Settings

Triggers and Action Settings allow the user to filter calls based on certain SIP, RTP, MEGACO, H.323, GSMA, and IuCS parameters
followed by a set of actions for the completed calls.

The filtered file can be saved in either GL’s proprietary HDL file, Ethereal PCAP, or PCAPNG file format. It extracts fax image for the
selected fax calls.

Additionally, a summary of call signaling and audio parameters can be saved as *.rtf file, or generate Call Detail Records in CSV file
format along with voice files for each direction. The CSV files can be used for further analysis and retrieval of calls of interest.

Triggers and Action Settings - Untitled [ ¥]
Eile
Trigger List (- Filter Selection
Triggerl = SIP -
¥ Calling Party
Called Party

Fax Calls

Incomplete Calls

Failed Calls

Sip Error Code

Call Duration (mins)

Session Request Delay (msecs)
Session Disconnect Delay [msecs] LI

Enter Trigger Name Enter String Value x
Trigger1 [— Conditions
C And @ O
_Add | Dekete | Activate | DeAclivate
= Save Call ToFile 0 Save 0
ave Call To File Options ave Options
Save Cal ’ 2 &
Audio Recording File Name Mask " HDL File
User Defined |2%4_%¢_2%M_%D_%h-%m%s  PCAP File
Sencem Files Destination Directory  PCAPNG

Alert Summary
Call Detail Record lC: \Program Files\GL Communications

Call Summary
[ Extract Fax Image - 4 L b
Create File Options - If File Exists

& Ovewite  Skip Operation (~ Append Sequence Number

o
Trigger and Action Settings

© GL Communications Inc.
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Other Features in PDA (Contd.)

Alert Summary

PacketScan™ PDA generates alerts when particular vital parameters go beyond a specified value and display in Alert Summary table.
The user can specify the criteria based on which the alerts are to be generated. The tab provides an active list of the alerts that have
occurred during the test session in tabular columns.

=10l x
Fle Wiew Help
B
] \
Call Surmmary | Registraton Summary Alert Surmary |
Call | Pratacol | tezzage | Type | Threshald | Walue | Caller | Callee | Callld |
1 SIP mos value between 3 to 4 Warning | 2.00-4.00 357 0005@192.168.1.236  0009@1592.168.1.234 GLPG143457205760
2 SIP mos value between 3 to 4 warning  2.00-4.00 339 000EET92.168.1.236 O006E152.168.1.234 GLPG143617205763
3 SIP mos value between 3 ta 4 Wwarning  2.00-4.00 277 0008@192.168.1.236  0002@1592.168.1.234 GLPG143617205769
3 SIP mos value between 1to 25 Crifical ~ 1.00-2.50 236 0008@192.168.1.236  0008:1592.168.1.234 GLPG143617205769
4 SIP mos value between 3 to 4 Warning | 2.00-4.00 3.48 0003@192.168.1.236  0009@1592.168.1.234 GLPG143617205772
5 SIP mos value between 3 to 4 warning  2.00-4.00 330 0011@192.168.1.236 0011@1592.168.1.234 GLPG143777205778
E SIP mos value between 3 ta 4 Wwarning  2.00-4.00 277 0012@192.168.1.236  0012@1592.168.1.234 GLPG143927205781
5 SIP mos value between 1to 25 Crifical ~ 1.00-2.50 bl 0012@192.168.1.236  0012(21592.168.1.234 GLPG143327205781
7 SIP mos value between 3 to 4 ‘warning | 2.00-4.00 2.27 0001@192.168.1.231  0001@&1592.168.1.237 GLPG13407127763382
7 SIP mos value between 1to 25 Critical ~ 1.00-2.50 227 0001@192.168.1.231  0001@&1592.168.1.237 GLPG13407127763382
3 SIP mos value between 1to 25 | Critical  1.00-2.50 1.47 0002@192.168.1.231  0002@1592.168.1.237 GLPG13417127763987
El SIP mos value between 1to 25 Crifical ~ 1.00-2.50 1.04 0003@192.168.1.231  000321592.168.1.237 GLPG13425567763992

Alert Summary View

Packet Data Analysis (PDA) — Registration Summary

Provides the registration summary of each SIP registration including the user agent, registrar, status, registered time, expiry time,
time to live, remaining time, registration request delay (RRD), and Re-registration Attempts

Provides graphical view of the active registrations and registration trace of each registration

s Packet Data Analyzer - Summary View - O *
File View Call Summary Help
VE " " 5
¢F o Wl |Show All Registrations _~|Call Count: 14153
Call Surmary  SIP Registration Summary ]Alen Summary] )
Cal | Method | RegisterRiequestTime | Userdgent | Riegishiar Fesul Status | EnoiCode | CallD FegisteredT ime: | Fequests | Resp
4 DeRegister 20231004 22473, 4086501944 stag-att]-007-cts2 k...  Passed De-Reagistered 1] Q2o BB Tprwi<R. . 2 2
5 DeRegister 2 . 0280110842293 one. att het Pazzed De-Registersd 1] pi2UICH4RYLm3z. . 2 2
E Fiegister 210410342947 386 scEf-att] i Failed Failed 480 SgannalCFryp3lloT 1 1
T M : r I— TN o0 I
8 Fiegister 20231004 23:47:3 02800681 04377 one. att.net Fassed Fiegistered 1] Sf7dBe77hch4hadd. 20231004 23473 2 2
3 Fienister 20231004 23:47:3 310280068351803 one. att.net Failed TimeOut a 1735520760_28600 2 2
10 Flegister 20231004 23473 H0170866262501 sosh-attl.imsgroupd- .. Passed FRegistered ] 1734145595 11609, 2023-10-04 23473, 2 2 .
11 Dicivk s AN N4 72479 1NI0NNTI7C7 49 OIS R N Ceited Tien o n [RETa = e 1 2
< >
Column Wwidth  |F—————" [~ Absolute Timing | Show Latest
Time Framett 2001:1890c:1176:1:1 2001:18902:103¢:1:17 Find | ™" Complete Stack
SIP Layer =———=——==—=—x ~
00:00:00.000 A0 5050 EE IR 5060 RECISTER sip:smile.cricketwireless.net SIDP/2.0

[2001:1890:£c:117€::1:1] :50€0;branch=z9%nG4bK409c82409€c7138¢
L 0.0, ranch=z5%hG4bE_0001_1451442011-140006233€143404; 1=
[2€00:381:a7€8:7blb:0:10:28a3:9¢c01] :28100; received=2€00:381:3

00:00:00.000 467

00:00:00.108 1203

Require: Path

SIF/2.0 200 0K, Contact: <sip:3101507503814459@[2€00:381:a760:7blb:0:10:282a3:9c01]:8100%; +sip.
00:00:00.177 1751 5080 5080 To: <sip:31015075038144%@smile.cricketwireless. ness

From: <sip:31015075033144%@smile.cricketwizreless.net>;tag=e532840L

Call-ID: vUbJ40_375zRh94ZsCEfSCmg..@2€00:3281:a762:7blk:0:10:28a3:9c01

CSeqg: 2 REGISTER

Expires:
Zllow: INVITE,ACK, OFTIONS, CRNCEL, BYE, UEDATE, TNFO, REFER, NOTIFY, MESSRGE, PRACK
Supported: path

Usez-Rgent: SM-Al3EU-ALl36USQUEDWHS Samsung IMS 6.0

W

Brthmriratinme Néimast reslm=Temila ~riclatoiralass et ossrmema="21101507507

< > < >

Registration Graph  }, Registration Trace

Registration Summary

© GL Communications Inc.


https://www.gl.com/images/brochures/packetscan-brochure-alert-summary-view.jpg
https://www.gl.com/images/brochures/packetscan-brochure-registration-summary.jpg

Page 18

Filtered Calls using Filter Expressions

The PacketScan™ analyzer offers the option to filter call detail records based on parameters such as caller, time, and message count.
The expression supports the following mathematical operators: ==, <=, >=, I=, <, >, &&, | |. For example, the filter expression
"'ErrorCode==400]| | ErrorCode>600" will display calls with ErrorCode equal to 400 and calls with ErrorCode greater than 600 as shown
in the below screenshot.

o4 Packet Data Analyzer - Summary View = O x
File View Call Summary Protocol Configurations GUI Configurations  Help
/:JE LW E - £l b, 4 SIP j |Shuw Filtered Calls j Call Count: 6
||_ErrorE0de==4DD | ErrorCodexG00 | g J

Call Summary l SIF Registration Summeary | Alert Summany |

Payload R ErrorCode | FailureCause | CalliD EndTime PostDialDelay SessionDisconnectDe

Displaying Filtered Calls using Expressions

KPI Report for SIP Calls

The SIP Call Summary KPI Report includes KPls for the following:

e Call Success Ratio: Displays graph for "Successful" and "Unsuccessful Calls", including counts and percentages (%)
e Calls Per Second: Shows graph "Total", "Passed", and "Failed Calls per second."

e Post Dial Delay: Shows delay counts in milliseconds (0-250ms, 251-500ms, etc.)

e Error Code Distribution: Lists Top 10 Call Failure Causes with counts and percentages (%)

e Answer Seizure Ratio: Shows "Answered" and "Unanswered Calls", with counts and percentages (%)

e Call Duration Distribution: Provides call counts for different durations (0-1 sec, 1-10 sec, etc.)

# SIP-CALL KPI CHART - [m| x

ICE” Success Ratio Calls Per Second Post Dial-delay Error Code Distribution  Answer Seizure Ratio Call Duration Distribution I

Call Success Ratio Save as PDF

Total Call(s): 824

Call Status
Successful Calls - 758 (91.990%)
I InProgress Calls - 0 (0.000%)
B Unsuccessful Calls - 66 (8.010%)

Aed Q=

SIP-Call KPI Chart

© GL Communications Inc.
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KPI Report for SIP Registration

The SIP Registration Summary KPI Report includes KPIs for the following:

Page 19

Register Messages per Session: Shows a graph for the distribution of Register Requests
Registrar(s) Distribution: Displays a graph for the number of Registration sessions per Registrar
Registration(s) vs Deregistration(s): Illustrates a graph comparing the distribution of Register and Deregister counts with

percentages (%)

Registration(s) Over Time: Show the graphs for "Successful", "Failed", and "Total Attempts" per second

Deregistration(s) Over Time: Displays a graph for "Successful" and "Total Attempts" per second

Registration(s) - Deregistration(s) Over Time: Shows a graph for overall "Register & Deregister attempts", "Register & Deregister
passed"”, and "Register & Deregister failed" attempts per second Register messages per session

§ SIP-REGISTER KPI CHART

- O X

IREQ'5tE’ messages per session Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) Over Time Registrationis) - Deregistration(s) Over Time I

Register Requests Distribution

J500] 2487 (30.5%)

2150 (26.4%)

Save as PDF | —

Total Register Message(s): 24063

AEd Q=

2000 4
@
£ 1500 -
S
i
[
wi
] 1098 (13.5%)
I 1028 (12.6%)

1000

500 521 (6.4%)

408 (5.0%)
266 (3.3%)
189 (2.3%)
0 . ‘ . : . T T
2 1 3 4 5 6 7 Others

Register messages per session

Total Registration Session(s): 8147

SIP-

Registration KPI Chart
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Supported Protocol Standards

The supported protocol standards in PacketScan™ are 5G N1IN2, N4, N8, N12, N13, SIP-3261, MSRP, MEGACO 3525, MEGACO 3015,
H.323, SS7 SIGTRAN, ISDN-SIGTRAN, GSMA over IP, GPRS over IP, UMTS over IP, and LTE.

Supported Protocols Supported Protocols

MAC NIN2, N4
IP/TCP /UDP >G N8, N10, N11, N12, N13
ICMP ISUP ITU
SIP, SIP Extensions SS7 SIGTRAN ISUP ETSI
MSRP ISUP ANSI
RTSP Q931
RTCP ISDN-SIGTRAN DASS2
RTP DPNSS
MEGACO BSSAP+
MGCP GSMA over IP BSSAP-LE (BSSMAP-LE/DTAP-LE)
H245 CC, MM, RR
RAS
SMG
ISDN H225 GPRS over IP
SNDCP
STUN
SIP, MSRP, RANAP
DNS UMTS over IP
MEGACO, MGCP, NSAP
RTP DHCP
SMTP >1AP
LTE X2AP
POP3
S6a, S6d, 513
HTTP
FTP Rx
SNMP Cx/Dx
38 Gx
RFC 2833 Zn/zh
H263 Wx
Diameter
STP Gx
IPv6 Gy
PPPOE Gq
ISUP ITU Sh/Dh
Skinny Rf/RO
Wg/Wm/Wa/Wd/Pr

For more information, refer to Protocol Supported in PacketScan™ webpage
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Buyer’s Guide

Item No Product Description

PKV100 PacketScan™ (Real-time and Offline)
PKV101 PacketScan™ - Offline

Item No Related Software

PCD103 AMR Narrowband Codec for PacketScan™
PCD107 Optional Codec — AMR Wideband
PCD104 EVRC Codec for PacketScan™

PCD105 EVRC-B Codec for PacketScan™

PCD106 EVRC-C Codec for PacketScan™

For more information on Codecs refer to Voice Codecs

PKV400 TCP Analytics

PKV105 SIGTRAN Analysis

PKV103 IP Based GSM and UMTS Analysis

PKV110 IMS Protocol Decodes (Optional with PacketScan™)

PKV107 LTE (Long Term Evolution) Analyzer (Optional with PacketScan™)
PKV112 5G Analyzer (Optional with PacketScan™)

PKV113 Offline 5G Analyzer (Optional with PacketScan™ and NetSurveyorWeb™)
PKV104 FaxScan™ — Decodes T.38 Fax images in TIFF format from captured PCAP files
PKV170 NetSurveyorWeb™

PKV171 Network Surveillance Agent Toolkit

PKV172 Network Surveillance for GSM — GPRS Systems

PKV169 NetSurveyorWeb™ Lite

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) www.gl.com - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) info@gl.com


https://www.gl.com
https://www.gl.com/inforequestform.php
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://www.gl.com/packetscan-all-ip-packet-analyzer.html
https://www.gl.com/voice-codecs.html
https://www.gl.com/tcp-analytics.html
https://www.gl.com/sigtran-network-protocol-analyzer.html
https://www.gl.com/protocol-analyzer-for-wireless-and-ip-networks.html
https://www.gl.com/protocol-analyzer-for-wireless-and-ip-networks.html
https://www.gl.com/lte-network-protocol-analyzer.html
https://www.gl.com/fax-analysis-over-ip-tdm-pstn.html
https://www.gl.com/web-based-network-monitor-analysis-wireless-ip-tdm.html
https://www.gl.com/distributed-probe-level-web-based-network-monitoring-system.html
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Buyer’s Guide (Contd.)

Item No Related Software

PKS118 MAPS™ ED137 Radio (Includes PKS102 and PKS107)

PKS119 MAPS™ ED137 Telephone (Includes PKS102)

PKS117 MAPS™ ED137 Recorder (Includes PKS102)

PKS107 RTP EUROCAE ED137

PKV169 NetSurveyorWeb™ Lite

Item No Related Hardware

PKV120 PacketScan™ HD — High Density IP Traffic Analyzer w/ 4x1GigE - includes PKV100 — Online (not Offline) for tempo-

rary audio codec support

PKV122 PacketScan™ HD — High Density IP Traffic Analyzer w/ 2x10GigE - includes PKV100 — Online (not Offline) for tem-
porary audio codec support

PKV123 FastRecorder™ and PacketExtractor™ (Optional with PacketScan™ HD)

PKV301 LAN Switch w/ Mirror Port

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more information, refer to PacketScan™ - Analyzer webpage.
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https://www.gl.com/air-traffic-management-maps-ed137-recorder-emulation.html
https://www.gl.com/distributed-probe-level-web-based-network-monitoring-system.html
https://www.gl.com/packetscan-high-density-network-monitoring-appliance.html
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