PacketScan™ IP Multimedia Subsystem (IMS)
Protocol Analyzer for Wireless & IP Networks
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PacketScan™ IMS Protocol Analyzer
(S6a, S6d, S13, Cx/Dx, Gx, Rx, Sh, and Gy/Ro)

Overview

Internet Protocol (IP) Multimedia Subsystem, popularly known as “IMS”, is built on Session Initiation Protocol (SIP) as the base to
further support packaging of voice, video, data, fixed, and mobile services on a single platform to end users. It provides a unique
convergence platform for different types of networks — whether it is mobile, satellite, broadband, cable, and fixed networks, with a goal
of building an efficient interoperating networks.

GL's IMS Protocol Analysis option (PKV110) is available with additional licensing with PacketScan™ Analyzer (PKV100) or PacketScan™
HD Analyzer (PKV120/PKV122).

With the IMS Protocol Analysis option, PacketScan™ can capture, decode and analyze all SIP packets used to setup sessions as well as
the Diameter signaling used for accessing subscriber data and charging data on IMS networks. PacketScan™ permits continuous
monitoring of communication over IMS network over S6a, S6d, S13, Sh, Cx/Dx, Gx, Gq, Gy, Rx, Rf, Ro, Zn, Zh, Dh, Wa, Wd, Wg, WX,
Wm, and Pr interfaces. PacketScan™ also supports wide range of voice code for SIP-MS calls such as AMR, AMR WB, EVS, OPUS, and
many more . Visit Voice Codec webpage for more details.

GL’s PacketScan™ an All-IP monitoring and analysis probe, along with NetSurveyorWeb™ allows centralized monitoring of entire LTE-
IMS network.

For more details, visit IMS Network Protocol Analyzer webpage.

Main Features

e Real-time and Offline Analysis

e Capture and Decode all SIP and Diameter Interfaces with Traffic - Voice, Fax, Video, & more
e Includes Protocol Analysis & Traffic Analysis Views

e Support for Filter and Search Features

e Support for variety of Voice and Video Codec Options

e Use as Stand alone or Network Probe with Central Monitoring System - NetSurveyorWeb™

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) www.gl.com - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) info@gl.com
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Protocol Stack and Standards
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Protocols
SIP
SIP

Extensions

RTP, RTCP
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Standard / Specification Used
RFC 3261

RFC 3262 - Reliability of Provisional Responses in the SIP

RFC 3311 - The Session Initiation Protocol (SIP) UPDATE Method

RFC 3455 - Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-
Generation Partnership Project (3GPP)

RFC 3515 - Session Initiation Protocol (SIP) Refer Method

RFC 3310 - HTTP/SIP Digest Authentication Using Authentication and Key Agreement (AKA)

RFC 3263 - Locating SIP Servers

RFC 3550

RFC 3525, RFC 3015

3GPP TS 29.272 V12.6.0 (2014-09)

3GPP TS 29.329 V12.4.0 (2014-09)

3GPP TS 29.229 V12.3.0 (2014-09)

3GPP TS 29.229 V10.1.0

3GPP TS 29.212 V12.6.0 (2014-09)

3GPP TS 29.209 V6.7.0 (2007-06)

3GGP TS 32.225, 3GPP TS 32.299 & IETFRFC 4006), 3GPP TS 29.061 V10.3.0
3GPP TS 29.214 V14.1.0 (2016-09)

3GGP TS 32.225, 3GPP TS 32.299 and IETFRFC 4006),3GPP TS 29.061 V10.3.0
3GGP TS 32.225, 3GPP TS 32.299 and IETFRFC 4006),3GPP TS 29.061 V10.3.0
3GPP TS 29.109 V10.0.0 (2011-03) and 3GPP TS 33.220 V10.0.0 (2010-10)
3GPP TS 29.109 V10.0.0 (2011-03) and 3GPP TS 33.220 V10.0.0 (2010-10)
3GPP TS 29.329 V11.0.0

3GPP TS 29.234 V10.1.0 (2011-06)
3GPP TS 29.234 V10.1.0 (2011-06)
3GPP TS 29.234V10.1.0 (2011-06)
3GPP TS 29.234 V10.1.0 (2011-06)
3GPP TS 29.234 V10.1.0 (2011-06)
3GPP TS 29.234 V10.1.0 (2011-06)

For more details on supported protocols, visit Protocols Supported in PacketScan™ webpage.

© GL Communications Inc.
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Summary and Detail Views

Displays Summary, Detail, Hex dump, Statistics, and Call Detail Views. Any protocol field can be added to the summary view, providing
users more flexibility to monitor required protocol fields. User can select a frame in Summary View to analyze and decode each frame
in the Detail View.

Hex dump View displays the frame information in HEX and ASCII format, the contents of this view can also be copied to clipboard.
Statistics View displays statistics based on frame count, byte count, frames/sec, bytes/sec etc. for the entire capture data.

The detail decode view of SIP-IMS call displays the following

o MAC layer
e |PV6 (or IPv4) layer
e GTPIP and UDP Layer
e SIP 3261
A Packet Data Analyzer - Summary View = o X
File View CallS y Protocol Config GUI Config Help
P ot I | A= 2N R A n [sip _~||Show Al Sessions ~
wswlﬁmm3w1m5w|
41 3365468417 PCMU/8000 1273 420/93 420/93 0/000 0/000 0/000 0/000 2001 000 000 0 0 216571897 1/ 0687000 000070000
4l 3380545537 PCMU/8000 1269 420/93 420/93 0/000 0/000 0/000 0/000 2001 000 000 0 0 216171881 1/ 0687000 013070115
< >
[
Signaling Parameters |Vaho | Audo Parameters IV&: IA Video Parameters |Vahe IA
Caler 0001@192.163 Stc RTP Channel 192163.1.200 Ste Video Channel
Calee 0001@192.1€8. Sic Media Type PCMU /2000 Sic Media Type
Calld GLPG-4836337. Sic SSRC 3365462417 Sic SSic
Cal Status Tesminated Sic Packets Count 1273 Sic Packets Count
Sic Missing Packets / (%) 0/000 Stc Missing Packets / (%)
Cal Indisted Tme 2011:021016: Stc Duplcate Packets / (%) 0/000 Sic Duplicate Packets / (%)
Cal E stablished Time 2011-021016: Src Out of Sequence Packets / (%) 0/000 Stc Out of Sequence Packets /(%)
Cal Stop Time 20110210 16: Stc Conversatonsl MOS/R-F actor 420/93 Sic Video Frame count
Cal Duration 00.00:25.483 Sic Listening MOS/R-F actor 420793 Stc Frame Rate(Frames/sec)
Cal Terminator Caller Sic Discarded Packets / (%) 0/000 Sic AvgDelay
Cal Falue Reaton Sic Average Inter Arival Jitter (RTCP) 0 Sic AvgGap
Sic Average Jiter 000 Sic MDI (DF:MLR)
Session Request Delay (msec) 1.663 Sic Average Delay 000 Stc AvgMDI(DF:MLR)
Session Disconnect Delay (msec) 0.905 Sic Average Gap 200
Post PickUP Delay (msec) 128905 Dest Video Channel
Dest RTP Channel 1921681103 Dest Media Type
Total Signaling Frames 7 Dest Media Type Dest S$Sic
Dest SSRC 3380545537 Dest Packets Count
Dest Packets Count 1269 Dest Missing Packets / (%)
Dest Missing Packets /(%) 0/000 Dest Duplicate Packets / (%)
Dest Duplicate Packets / (%) 07000 Dest Out of Sequence Packets / (%)
Dest Out of Sequence Packets / (%) 0/000 Dest Video Frame count
Dest Conversational MOS/R F actor 420/ Dest Frame Rate(Frames/sec)
Dest Listening MOS/R- Foclot 420/93 Dest AvgDelay v
Active Calls Graph )\ RTP Packets Graph )‘ Ammumm )\Em)\ Tssm )\Cdﬁ'wh )\(‘J&—.y/

Figure: Detail View of SIP
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The detail view of Diameter interface displays
the following:
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Figure: Detail View of Diameter Sé6a Interface
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Search and Filters

Similarly any protocol field can be added to the Advanced filtering and search features to drill down to specific frames for detail trou-
bleshooting. Filter and search capabilities adds a powerful dimension to the IMS analyzer. These features isolate required frames from
original frames in real-time/offline. Users can record all or filtered traffic into a trace file.

Figure: Filters and Search View

Consolidated Configurations

~ Fiter Selecti ~Ethemet Encoded TPID Value————— |~ Capture Fiers
il sip-2543 - - Filter Selection———— IP Layer
@& DataLink ﬁl_ayefs—
=8 MAC
© VLANID E g I“;Ac Eany <> 192.168.1.50
© Ethemet Encoded TPIL v
@ Higher Layer Protocol & 0 TCP
© ARP L & UDP
$ RARP =& sCTP
& Netware Intemet Packet E Y SIP
® Logical Link Control @ RTP
Q Internet Datagram Protocol Fo] e MGCP
Q DECnet Routing Protocol v - - & MEGACD ] Note - Enter ™ for ANY IP Address
<« | » Activate Deactivate @ HI3
o _Add | _Deete |
Layer | Field | Filter Value
& Include € Exclude Deactivate Sel | Deactivate Al |
5 et | Jo|
~~ Conditions for all sel
l(‘ AND (' OR | l & Include " Exclude | Deactivate Sel | Deactivate All |

e Provides a consolidated interface for all the important settings required in the analyzer. All the configuration settings done in
any of these options can be saved to a file, loaded from a configuration file

o Allows the captured frames to be saved to a trace file using different conventions such as user-defined prefixes, date-time
prefixes, total number of files, file size, frame count, or time limit

o Allows user to decode required interfaces and to enter the custom values for each protocol as per network setup

Diameter Application ID for $6/513 interface:

IMS
Settings.

[_eov |

Default | Expand |

@ Configuration Editor of PacketScan (All-in-one) Settings. C:\Program Files\GL Communica... — [m] X

iameter Application ID for Cx interface: 016777216
Diameter Application ID for Dx interface: 016777218
Diameter Application ID for Zn interface: 016777220
Diameter Application ID for Zh interface: 016777221
Diameter Application ID for Wx interface: 016777219
Diameter Application ID for Gq interface: 016777222
Diameter Application ID for Gy interface: 016777225
Diameter Application ID for Sh interface: 016777217
Diameter Application ID for Dh interface: 016777223
Diameter Application ID for Gx interface: 016777224
Diameter Application ID for Rf interface: 33
Diameter Application ID for Ro interface: 44
Diameter Application ID for Wg interface: 535
Diameter Application ID for Wm interface: 66
Diameter Application ID for Printerface: 016777230
Diameter Application ID for Wa interface: 77
Diameter Application ID for Wd interface: 88

16777251 16777252

Collapse | Bt |

Figure: IMS Configuration Settings

© GL Communications Inc.
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Traffic Analyzer—Summary View

Call Summary, Signaling, Audio, & Video QoS Statistics

The Call Summary displays the signaling, audio, and video parameters of each call for SIP, RTP, MEGACO, H.323, GSMA, IuCS, and SCCP
protocols. Video QoS parameters such as Codec Info, Frame Rate, Missing Packets, Delay, Gap, Video Frame Count, Out Of Sequence count,
Duplicate Packets count, Media Delivery Index (MDI), etc are displayed for all video calls with H.263 and H.264 codecs.

1o Packet Data Analyzer - Summary View - o X
File View Call Summary Protocol Configurations GUI Configurations Help
o uN I > w3 w2 % W[se ~|/Show ANl Sessions =~
Cal Summasy | Regisraton Summary | Alet Sumemary |
Cas SSRC Payload Packe| Conversabf Listening | Packets |Missing | Duplcate |0utOf | Average |Average |Average |Average |Cumustivi Max/Min Gap |Maw/M MaxMin | MawMin
M iscard Gaolms} Inker Delay | Jiter RTDelafms)
Caller.( 1,103 Calld GLI StatTime: 20110210 g
4 1 3365468417 PCMU/B000 1273 420/93 420/93 0/000 0/000 0/000 0/000 2001 000 000 0 0 216571897 1/-1 0687000 000070000
rdl 3380545537 PCMU/8000 1263 420/93 420/93 0/000 0/000 0/000 0/000 2001 000 000 0 0 216171881 1/ 0687000 0130/0115
< >
Signaling Parameters | Vale | | Ao Pacametess | Value | A | Video Parametess | Value I3
Caler 0001@192168. Sic RTP Channel 192168.1.200 Sic Video Channel
Calee 0001@192 168, Sic Media Type PCMU/2000 Sic Media Type
Calld GLPG-4836337. Sic SSRC 3365468417 Sic SSic
Cal Status Teminated Sic Packets Count 1273 Sic Packets Count
Stc Missng Packets / (%) 07000 Stc Missng Packets / (%)
Cal Intisted Time 20110210 16: Sic Duplcate Packets / (%) 0/000 Sic Duplcate Packets / (%)
Col Established Time 20110210 16: Stc Out of Sequence Packets / (%) 0/000 Stc Out of Sequence Packets / (%)
Cal Stop Time 20110210 16: Stc Conversational MOS/R-F actor 420/93 Stc Video Frame count
Cal Duration 00.00:25.489 Stc Listening MOS/R-F actor 420/93 Stc Frame Rate(Frames/sec)
Cal Tesminator Caller Stc Discarded Packets / (%) 0/000 Stc AvgDelay
Cal Faluse Reaton Stc Average Inter Arival Jitter (RTCP) 0 Sic AvgGap
Sic Average Jiter 000 Sic MDI (DF MLR)
Session Request Delay (msec) 1669 Sic Average Delay 000 Sic AvgMDI(DF-MLR)
Session Disconnect Delay (msec) 0.905 Sic Average Gap 200
Post PickUP Delay (msec) 128905 Dest Video Channel
Dest RTP Channel 1921681.103 Dest Media Type
Total Signaling Frames 7 Dest Media Type PCMU/8000 Dest SSic
Dest SSRC 3380545537 Dest Packets Count
Dest Packets Count 1263 Dest Missing Packets / (%)
Dest Missing Packets / (%) 0/000 Dest Dupiicate Packets / (%)
Dest Dupiicate Packets / (%) 0/000 Dest Out of Sequence Packets / (%)
Dest Out of Sequence Packets / (%) 0/000 Dest Video Frame count
Dest Conversational MOS/R Factor 420/ Dest Frame Rate{Frames/sec)
Dest Listening MOS/R-Factor 420/ v | Dest AvgDelay v
Active Cals Graph )\ TP Packets Gragh )\ Average Jter Dirbuion )\ E-Model ) 1.3 Analysis )\ Call Graph ), Call Summary /

Figure: Traffic Analyzer—Call Summary, Audio/Video Statistics

Graphs Traffic Analyzer—Summary View

e Active Calls — A line graph, depicting the Number Of Calls Vs Time

o Average lJitter Distribution — Distribution of the Average Jitter values across the Total Sessions

E-model - This graph provides R-factor, MOS and packets discarded against number of sessions- all these three graphs show
statistics of terminated calls

R-Factor — A bar Graph that plots R-Factor across No of Sessions

MOS — A bar Graph that plots Mean Opinion Score values across No. of Sessions

Packets Discarded — A bar Graph that plots Packets Discarded across No. of Sessions

RTP Packets Graph — Plots and compares out of ordered packets, missing packets and duplicate packets against Total Audio
Packets

T.38 Analysis - Fax (T.38 data) over VolP monitoring and decoding capability

e Call Graph - Displays the message sequence of captured VolP calls

Active Calls
14
14
RFactoe [THOS | Packets Discarded |
@
a 14 E-Model
S
~ 04 Above 4.1
:’ 37-40
3
O T T T T T T T ;
. . . “@. “@. %. 2. %. g
R, R, R R R R R R |4,
2 9 ( 44 2] (4 < 2
Time
\ Active Calls Gwh/( Average Jitter Distribution )\ E-Model )\ RTP Pac s
0' 2:70 4('10 680 360 1,0‘00 1,2'00 1,4,00 x,s‘ac 1,8'00 2.0‘00
No of Sessions
Active Calls Graph )\ Average Jiter Distrbution )\ E-Model {_ RTP Packets Gaph )\ T.38Analysis )\ Call Gaph )\ Cal Summary //

Figure: Active Calls and E-Model Graph
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Traffic Analyzer - Detail View

This display assists in any comparisons that are to be made between the two RTP sessions of a call. Each frame of the selected session is
dissected and its contents are displayed in a tabular form for easier viewing and comparisons. Vital aspects from the RTP frame needed for
close analysis are included in the table.

1A Packet Data Analyzer - Detail View -
Eile View Detail View Protocol Configurations GUI Configurations Help

EE mW |9 > w8 x % % W[se ~|[show All Sessions ~
Call Summary ]Reg'sumSumwﬂ Alest Summary |
= = Packet# | S .| RTPT...| Payload Type | Payloa.. | Packet Seque... | Gaplms) | Gap...| A
M5 41763 430%.. POMU/BO00 160  SessonlnPo.. 000 000 M3 47038 33015.. PCMU/BO00 160  SessonlnPo.. 000 000
6 41784 43056 POMU/BO00 160 SessionlnPro. 2006 2000 1 47033 33015 PCMU/BO00 160  SessionlnPro. 1881 2000
7 41765 43056 POMU/BO00 160  InSequence 1953 2000 13 47040 33015.. PCMU/B000 160 InSequence 2050 2000
8 41766 430%.. PCMU/BO00 160  InSequence 1952 2000 15 47041 33015.. PCMU/BO00 160 InSequence 1953 2000
10 41767 43056 POMU/BO00 160  InSequence 2150 2000 17 47042 30015.. PCMU/BO00 160 InSequence 2143 2000
iF] 41763 43256 POMU/BO00 160  InSequence 1953 2000 19 47043 33015.. PCMU/BO00 160 InSequence 1952 2000
" 41763 4305.. PCMU/BO00 160  InSequence 1953 2000 21 47044 33015.. PCMU/BO00 160 InSequence 1953 2000
16 41770 43056 POMU/BO00 160  InSequence 2043 2000 F<] 47045 33015 PCMU/BO00 160  InSequence 13947 2000
18 Q771 4356 POMU/BI00 160 InSequence 1957 2000 % 47046 33015 PCMU/BO00 160  InSequence 2051 2000
2 Q772 4305. POMU/BO00 160  InSequence 2051 2000 2 47047 33015.. PCMU/BO00 160 InSequence 1953 2000
2 41773 43056 POMU/BO00 160  InSequence 1952 2000 E] 4748 30015. PCMU/BO00 160 InSequence 2055 2000
2 1774 43056 POMU/BI00 160 InSequence 2075 2000 El 4749 33015. PCMU/B000 160 InSequence 1948 2000
F 41775 43056. POMU/B000 160 InSeauence 1931 2000 ¥ | 33 47050 33015.. PCMU/B000 160 InSeauence 2051 2000 V
< > < >
H | Vaue | ~ [ He: | Value [ ~
SSRC 3365468417 SSRC 3380545537
Source IP Addess 1921681.200 Source IP Address 1921681103
Destination IP Address 132168.1.103 Destination IP Address 1921681.200
Souce Port 1024 Souce Port 1024
Destination Port 1024 Destination Pot 1024
RTP Packets Count 127 RTP Packets Count 1268
RTCP Packets Count 2 RTCP Packets Count 1
Packets With Markes Bit 1 Packets With Markes Bit 1
Total Audo Bytes 203201 Total Audio Bytes 20221
RTCP Sender's Reports 2 RTCP Sender's Repotts 1
RTCP Receiver's Reports 0 RTCP Receiver's Reports 0
Nut Nf Senvence Packets \ X n\nm | Nut Nf Sersence Packets \ % n\nmn M
[« T ]\ RTP Statistics {RTCP )\ Gap Graph ) JeterGraph ), Gap Distrbusion Graph ), Jeter Distrbution Graph )\ MOS Graph )\ Inband Events )\ RTP Events ), Wave Graph ), Spectal Display )

Figure: Traffic Analyzer—Detail View
Graphs in Detail View

Gap/lJitter graphs - Plots the Gap (in milliseconds)/Jitter versus the packet number
Gap Distribution Graph - Number of packets with a particular value of gap is plotted against the (gap) value.
Jitter Distribution Graph - Number of packets with a particular value of jitter is plotted against the jitter value

Gap Distribution
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Figure: Gap/lJitter Distribution Graph

Graph { MOS Graph ) Inband Events ) RTP Events ) Wave Graph ), Spectral D

Document Number: PKV110-01
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Graphs in Detail View (Contd.)

MOS Graph — Plots Mean Opinion Score values throughout the duration of the call.
Wave graph — Displays the amplitude of the incoming signal in a selected call as a function of time.
Spectral Display — Displays the power of incoming signal while the capturing is going on as a function of frequency.

Degradation Factor — A pie chart plots and compares different statistics such as Good Quality, Packets discarded, Echo level, Packet
loss, and Regency against total Packets for each individual sessions.

Tewe Bace Zoom Display Mode

5 See gj 3] RA v Degradation Factor

Wave Gragh Recency

Echo Level 4

Noise Level-

Signal Level

] Delay -

0.6 07
Time in Seconds

vaiceEncoceroecocer |

Packets Discard—

<[> [\ RTCP ) GaoGaoh )\ JeerGaoh )\ Geo Dstibuton Gragh )\ Jter Dstrbution Gragh )\ MOS Gagh )\ inband Everts )\ RTP Events ), Wave Graph [~ Spactl Daglay ), Rifacter Satatics /.

Packet Loss }

T T T T

0 2 4 6 8

0 - No Impact, 10 - Severe Impact

\_Qualty Metrics >DegadaionFador/< Burst Metrics )\ Jtter Buffer Stats /
] > ]\ RTCP )\ GapGraph )\ JiterGraph ), Gap Distribution Graph ) _Jater Distribution Graph ) MOS

Figure: Wave Graph and Degradation Factors

R-Factor Statistics

Quality Metrics based on E-model includes R-Factor and MOS Factor. R-Factor bar graph will display statistics such as R Listening, R
Conversational, R-G107, and R-Nominal values.

MOS Factor bar graph will display statistics such as MOS CQ, MOS PQ, and MOS Nominal values during a call.

Jitter Buffer Statistics — A pie chart plots and compares packets received, packets discarded and packets lost against total Packets for
each individual sessions. Also provides a tabular data on average.

Total Packets(received + Discarded + lost) 1215 Total Packets(received + Discarded + lost) 1225
Packets Received 974 Packets Received 991
Packets Discarded 0 Packets Discarded 0
Packets Loss 241 Packets Loss 234
Packet delay variation 20.06 msec Packet delay variation 23.75 msec
Max Packet delay variation 36.50 msec Max Packet delay variation 53.75 msec
Avg mean Packet delay variation 2.44 msec Avg mean Packet delay variation 13.06 msec
Max Avg mean Packet delay variation 11.81 msec Max Avg mean Packet delay variation 97.13 msec
< > ||«

Jitter Buffer Statistics Jitter Buffer Statistics

I 974 Received: 974 B 991 Received: 991

» 0 Discarded: 0
B 241Lost: 241

» 0 Discarded: 0
B 234 Lost: 234

\ Quality Metrics ), Degradation Factor ) Burst Metrics ), Jitter Buffer Stats / Qualty Metrics ), Degradation Factor ) Burst Metrics ), Jitter Buffer Stats /
<[ > ]\ RTCP ), Gap Graph ) Jitter Graph ) Gap Distribution Graph ), Jtter Distribution Graph ) MOS Graph ), Inband Events ) RTP Events \ Wave Graph ), Spectral Display ) R-Factor Statistics /

Figure: Jitter Buffer Statistics

© GL Communications Inc.
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Play Audio and Write to File

The Play Audio plays the selected call to the PC speaker. Write to File is similar to the Play Audio option. The basic difference being that
the output is written to a file instead of playing to the speaker.

PDA can monitor video calls and display both audio and video RTP streams in summary view. Users can record video calls to a file in
QuickTime format, which can be viewed by VLC player.

Record Video

Record Video option is available for both auto detected RTP calls and SIP calls. Supported video codecs are: H263++ CIF 190 kbps,
H263++ CIF 350 kbps, H263++ CIF 512 kbps, H263++ QCIF 128 kbps, H263++ QCIF 64 kbps, H263++ QCIF 80 kbps.

I
| o
|

’f P'UNW D » v & W D[SIP :”SholedcoSesslonsOnby j
Cal Summary | Registiaton Summary | Aledt Surmmary |

Casn ISSRC IPW Packet | Convessat] Ln:lumgl?cckel: Mizsing |Dupbcate |OutOf  |Average |Aversge |Average |Aversge | Cumustie] MaxMin |MaMin | MaMn | MaxMin
Received | MOS/R... |MOS/R... | Discard .. | Packets...| Packets | Sequen . | Gaoims] | Deloy Jitter Inter Asmi .| Packet lGao Delow Jiter RTDela

AACaBH000001 Caller testd@192.168.10 45 Calee test @192 168 10.14 Calld 2110502686 7e46330@d5GV2dDQ. Cal StartTine: 2002-10-05 14:30:23 303 Coll Duraton: 00:00:27.778

RTDela

Average I |
(

% 1 20617, POMU.. 1391 383/.. 353/.. 47/ 0/000 6/043 0/000 1983 000 300 5 0 8626 5720 1244 0000 0.000
4l 19892 POMU.. 1355 3%/ 325/7.. 647 0/000 37022 0/000 19% 000 200 15 0 10593. S7/7-20 N.713 0000 0.000
%1 22391 h2%32. 9% n/a na n/a 0/000 0/000 0/000 10010 -1.00 600 n/a 0 17849.. 67/72. 27990.. n/a n/a
L1 18161 h2632. 417 n/a na n/a 07000 0/000 0/000 9987 000 600 n/a 0 110, 33730 3BX n/a n/a
'R«old‘-'ldco X |

Left File Name C\PacketScan\Video\Left ot J
Right FlaName  [PacketScan\Video\Right @ J

Record
< >

Save Call

The Save Call feature enables the user to save a particular call either in GL’s proprietary *.HDL file format or in Ethereal *.PCAP file
format or *.PCAPNG file format. Call Summary details could also be saved for a particular call as a *.rtf file. This is especially useful to
get data from real-time traffic locations to the lab for detail analysis of a flawed call.

Save Call x|

Call[z) Selected Callz)
CallMurn_2 CallMum_1
CallMurn_3

Rl

" HODLFile ¢ PCAPFile ¢ PCAPMG ¥ Call Surnmary

Path ID:'\Pngram FileshGL Communications InchPacketScanhExamplesiOthe |
¥ OvemrteFies  SaveCalls)|  Exit |

RTP/RTCP Statistics, Inband Events, Outband Events

The user can get the complete details of a single selected call such as total packets count, SSRC, RTP packet count, RTCP packet count,
total Audio bytes, and more.

Inband Events display Inband DTMF and MF digits as they are received with details such as Timestamp, Type, Event, On-Time, Power, &
Frequency. Outband Events display RTP events as per RFC 2833 or 4733 with details such as Timestamp, Event, Power, & Duration.

© GL Communications Inc.


http://www.gl.com/images/brochures/packetscan-bro-save-call.gif
https://www.gl.com/images/brochures/packetscan-bro-record-video.gif

Triggers and Action Settings

Triggers and Action Settings allow the user to filter calls based on certain SIP, RTP, MEGACO, H.323, GSMA, and IuCS parameters
followed by a set of actions for the completed calls. The filtered file can be saved in either GL’s proprietary HDL file, Ethereal PCAP, or
PCAPNG file format. It extracts fax image for the selected fax calls. Additionally, a summary of call signaling and audio parameters can
be saved as *.rtf file, or generate Call Detail Records in CSV file format along with voice files for each direction. The CSV files can be
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used for further analysis and retrieval of calls of interest.

Alert Summary

PacketScan™ PDA generates alerts when particular vital parameters go beyond a specified value and display in Alert Summary table.
The user can specify the criteria based on which the alerts are to be generated. The tab provides an active list of the alerts that have
occurred during the test session in tabular columns.

File
~— Trigger List ~— Filter Selection
Trigger1 =2-@ SIP -
¥ Caling Party
@ Called Party
@ FaxCalls
@ Incomplete Calls
@ Failed Calls
@ Sip Enor Code
@ Call Duration (mins)
@ Session Request Delay (msecs)
& Session Disconnect Delay [msecs] LI
Enter Trigger Name Enter Stiing Value
ITriggeﬂ I 2 Conditions
 And & Or
Add | Delete | Activate | DeActivate |
~Action
— Save Call To File Options Save Options——
Save Cal
[ Audio Recording File Name Mask (%" HDL File
User Defined |%1_32¢_%M_%D_%h-%im-%s  PCAPFie
Send e-mail R
Alert Summary 2y SUCEED " PCAPNG
[ Call Detail Record | C:\Program Files\GL Commmunications Ilcas
ummary

Extract Fax Image

~ Create File Options - If File Exists
(& Ovemwite ¢ Skip Operation (~ Append Sequence Number

[ ok | _Concel |

4%
7.5

Eile View Help

ros Packet Data Analyzer - Summary View

Call Summary | Regeteaton Summary AleﬂSumwyl

© GL Communications Inc.

Cattt | Protocol | Message | Type | Theeshold | Value | Caller | Callee | cand
1 SIP mos value between 3 to 4 Waming 2004.00 357 0005@192 168.1.236 0005@192.168.1.234 GLPG143457205760
2 SIP mos value between 3o 4 Waring 2004.00 339 0006@192 1681.236 0006@192.168.1.234 GLPG143617205763
3 SIP mos value between 3to 4 Waring 2004.00 2n 0008@192 168.1.236 0000@192.168.1.234 GLPG143617205769
3 SIP  mos value between 110 25 Criscal 1.00250 23% 0008@1921681.236 0000@192.168.1.234 GLPG143617205763
4 SIP mos value between 3o 4 Waring 2004.00 348 0009@1921681.236 0009@192.168.1.234 GLPG143617205772
5 SIP  mos value between 3to & Waming 2004.00 330 0011@1921681.236 0011@192.168.1.234 GLPG143777205778
6 SIP mos value between 310 4 Waring 2004.00 2m 0012@1921681.236 0012@192.168.1.234 GLPG143327205781
6 SIP mos value between 11025 Cical 1.00-250 23 00120192 1681.236 0012@192.168.1.234 GLPG143327205781
7 SIP mos value between 310 4 Waring 2004.00 227 C001@1921681.231 0001@192.168.1.237 GLPG13407127763382
7 SIP mos value between 11025 Cimcal 1.00-250 227 0001@192168.1.231 0001@192.168.1.237 GLPG13407127763382
8 SIP mos value between 11025 Cical 1.00250 147 0002@192.1681.231 0002@192.168.1.237 GLPG13417127763%67
3 SIP mos value between 11025 Cical 1.00250 1.04 0003@192 1681.231 0003@192.168.1.237 GLPG134255677633%2


https://www.gl.com/images/brochures/packetscan-bro-alert-summary-view.gif
https://www.gl.com/images/brochures/packetscan-bro-trigger-action-settings.gif
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Buyer’s Guide

Item No Product Description

PKV110 IMS Protocol Decodes (Optional with PacketScan™)

PKV100 PacketScan™ (Real-time and Offline)

PKV101 PacketScan™ - Offline

PKV120 PacketScan™ HD — High Density IP Traffic Analyzer w/ 4x1GigE - includes PKV100 — Online (not Offline) for tempo-

rary audio codec support

PKV122 PacketScan™ HD — High Density IP Traffic Analyzer w/ 2x10GigE - includes PKV100 — Online (not Offline) for tem-
porary audio codec support

Item No Related Software

PCD103 AMR Codec for PacketScan™

PCD104 EVRC Codec for PacketScan™

PCD105 EVRC-B Codec for PacketScan™

PCD106 EVRC-C Codec for PacketScan™

PKV170 NetSurveyorWeb™ (Network Surveillance Software) for IP Network

For more details, visit IMS Network Protocol Analyzer webpage.
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