Protocol Analyzer for Wireless & IP Networks- PacketScan™
(SIGTRAN - Optional)
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PacketScan™ SIGTRAN 557 and ISDN
Protocol Analysis

Overview

SIGTRAN protocol decoder software is a VoIP testing tool that permits real-time analysis, call trace, capture, and filtering of SS7 and
ISDN signaling messages over IP.

Gl's

SIGTRAN analyzer within PacketScan™- All IP Protocol Analyzer is an optional module (PKV105) available with additional licensing

with PacketScan™ analyzer (PKV100).

Gl's

SIGTRAN analyzer offers powerful features to capture, monitor, decode, and collect statistics of SCTP, and user adaptation (UA)

layers such as M2UA, M3UA, M2PA, SUA, IUA, ISUP, MAP, CAP, and INAP.

Gl's

PacketScan™ - All IP Protocol Analyzer supports monitoring most of 2G, 3G and 4G protocols over IP network such as GSM, GPRS,

UMTS, SIGTRAN, and LTE, in addition to SIP, MGCP, MEGACO, Skinny, SCCP, Diameter, and H.323.

For more details, refer PacketScan™- All IP Protocol Analyzer webpage.

Main Features

Permits testing and verification of Signaling Gateways
Advanced filtering and search based on any user selected protocol fields

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to monitor
required protocol fields

Trigger intelligent actions based on signaling and traffic conditions

Support for Multi-technology, Multi-protocol

Displays Summary, Detail, Hex dump, Statistics, and Call Detail Views

Hex dump View displays the frame information in HEX and ASCII format, the contents of this view can also be copied to clipboard
Statistics View displays statistics based on frame count, byte count, frames/sec, bytes/sec etc for the entire capture data

Call Detail View displays called/ calling number, released calls, call status, and more

Provides a consolidated interface for all the important settings required in the analyzer. All the configuration settings done in any
of these options can be saved to a file, loaded from a configuration file

Supported on Windows® 10 and above operating system
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Protocol Standards

Supported UMTS IP protocol standards by PacketScan™.

Supported Protocols Standard / Specification Used

SCTP RFC 2960

M2UA RFC 3331

M2PA RFC 4165

SUA ITU RFC 3868

SUA ANSI Internet Engineering Task Force: Draft 2026 (sec.10)
M3UA ITU RFC 3332

M3UA ANSI RFC 3332

MTP3 ITU ITU-Y Q.701-Q.705 / ITU-T Q.782

MTP3 ANSI T1.111.4-1996

IUA RFC 4233 /RFC 5133

BICC BICC pl-080r1, T-REC-Q.1902.2-07/2001, T-REC-Q.1902.3-07/2001
INAP CS1 ITU / ETSI Q1218 and ETS 300 374 1, Sept, 1994

INAP CS2 ITU INAP - Capability Set 2. (Q.1228)

INAP CS2 ETSI INAP - Capability Set 2. (EN 301 140-1-v1.3.4-1999-06)
CAMEL V3 3GPP TS 29.078 V3.15.0

CAMEL V6 3GPP TS 29.078 6.3.0 (2004-09)

MAP R99 3GPP TS 09.02 V7.14.0 (2003-09)

MAP R4 3GPP TS 29.002 V4.18.0

TUP ITU T-REC-Q.723-11/1988

TCAP ITU ITU-TQ.771 - Q.775

TCAP ANSI 1S-41 TIA/EIA, 1S41.1-C, 1S41.5

SCCP ITU ITU-T Q.711-Q.714

SCCP ANSI ANSI rec. T.112 (1996), T1.116.2 (1996)

SCCP ETSI EN 300 009 -1, sept 1996, 3rd edition

ISUP ITU ITU-Q.761, Q.762, Q.763 and Q.764

ISUP ETSI EN 300 356 -1 V3.2.2(1998-08)

ISUP ANSI ANSI-T1.113.1to T1.113.4

DPNSS BTNR 190:June 1992

DASS2 ND1301:2001/03

Q.931 ITU-T Q.931 / Q.932(Facility IE) / Q.955.3 (MLPP Procedures)
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Summary and Detail View of SS7 SIGTRAN

User can select a frame in Summary View to analyze and decode each SS7 SIGTRAN frame in the Detail View.

The detail view of SS7 SIGTRAN call displays the following:

=10l

e MAC Layer

e |P Layer

e SCTP Layer

e MTP3 Layer
e |SUP Layer

0018 Header Check Sunm
001A Source IP Address
001E Destination IP Address
sssssnsnsnss SCTP Layer ssssssssssss
0022 Source Port Number
0024 Destination Port Nuaber
0026 Verification Tag
0024 Checksun
002E  Chunk Type
002F U bit
002F Beginning/Ending bits
0030 Length
0032 TSN
0036 Strean Identifier
0038 Strean Sequence Nuaber
Protocol Identifier
== NTP3 User Adaptation Layer =

003E Version
0040 Message Class
0041 Transfer Message Type
0042 Message Length
Protocol Data
0046  Tag
0048 Length
Originating Point Code
004C Point Code
Destination Point Code
00S0 Point Code
0052 Service Indicator
00S3 Netvork Indicator
0054 Message Priority
00SS Signalling Link Selection
sssssnsnssss ISUP Layer ssssssssssns
0056 Circuit Identification Code
0058 Message Type
Mandatory Fixed Paraneters
0059 Pointer to optional paraneters
Mandatory Variable Length Paraneters
Optional Varisble Length Paremeters

<

XAAAE =]

192.168.1.85 (xCOA801SS)
192.168.1.201 (xCOA801C9)

2905 (x0BS9)

2905 (x0BS9)

1992927916 (x76CIAAAC)

1513447696 (xSA356110)

00000000 DATA Chunk

Ordered DATA chunk

11 Reserved

44 (x002C)

1 (x00000001)

1 (x0001)

1 (x0001)

000003 MTP3 User adaptation Layer(M3UA)

00000001 Release 1.0
00000001 Transfer
00000001 Payload Data
28 (x0000001C)

$28 (x0210)
20 (x0014)

0.32.2(..000001 00000010)

0.32.1(..000001 00000001)
0101 ISDN User Part
10 National Netvork
00 Priority Code 0
0001 (1)

00000001 0000 (1)
00001001 Ansver

x00 (0)
None

None
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Detail View of SS7 SIGTRAN

Summary and Detail View of ISDN SIGTRAN

User can select a frame in Summary View to analyze and decode each ISDN SIGTRAN frame in the Detail View.

The detail view of ISDN SIGTRAN call displays the following:

o MAC Layer A PacketScan (All-in-One)
File View Capture Statistics Database Call Detail Records Configure Help

e [P Layer [ Hlmlul ,?.I%Isél 2C]=0]4s il GoTo |
Destination Port "
o SCTP Layer
b ISDN Q921 user adaptatlon Layer 1 102 InlemelIP[vadl 192183185 1321831201
1 2 98 Intemet IP(IPv4) 192.168.1.85 192.168.1.201
e Q.93x-lLayer 3 1 3 000000061529 &2 Intemnet IP(Pv4) 192168.1.85 192.168.1.201
1 4 00:00:00.078435 62 Intemet IP(IPv4) 192.168.1.201 192.168.1.85
1 5 00:00:05.021452 98 Intemet IP(IPv4) 192.168.1.85 192.168.1.201
1 6 98 Intemet IP(IPv4) 192.168.1.201 192.168.1.85
1 7 62 Intemet IP(IPv4) 192.168.1.201 192.168.1.85
1 8 62 Intemet IP(IPv4) 192.168.1.85 192.168.1.201
1 9 . 102 Intemet IP(IPv4) 192.168.1.201 192.168.1.85
1 10 I]IJ 00:35.037847 102 Intemet IP(IPv4) 192.168.1.85 192.168.1.201
1 11 NNNN-28 N2Q99N a Intamat IDIRGAY 1Q2 1821 2M 1Q21RQ 1 OF N
< >
Q.93x Layer = ~
DOSA Protocol Discriminator = 00001000 Q931/1.451 user-network call control
00SB Call Reference Length = ,.::0010 (2)
005C Call Reference Value 4 (.0000000 00000100)
005C Call Reference Flag 0. FROM side that originated callref
00SE Message Type 00000101 SETUP
00SF IEI Sending complete 10100001 Sending Complete IE Identifier
0060 IEI Bearer Capability 00000100 Bearer Capability IE Identifier
0061 IE Bearer Capability Length 3 (=03)
0062 Information Transfer Capability .00000 Speech
0062 Coding Standard .00..... ITU_T (CCITT) standardized coding
0063 Information Transfer Rate ...10000 64 kbits/s
0063 Transfer Mode {11 JIE Circuit Mode
0064 User Information Layer 1 Protocol (I.T.C) = .00011 A-law Rec G.711
0064 User Information Layer 1 Protocol Ident = .01.....
0065 IEI Channel Identification = 00011000 Channel Identification IE Identifier
0066 IE Channel Identification Length = 3 (=x03)
0067 Info Channel Selection m 01 Bl channel
0067 D-channel Indicator - . The channel identified is not the D-channel
0067 Preferred/Exclusive = Indicated channel is preferred
0067 Interface Type = . Primary Rate Interface
0067 Interface Identifier Present = .. Interface implicitly identified
0068 Channel type/Map elem type = 1 B-channel units
0068 Number/Mao = . Channel is indicated bv the number in the followina octet “
< >
Off-line Viewing ;C:\ProgramFiles(xSG)\GL(‘ icat|18 Frames [ Y

Detail View of SS7 SIGTRAN

Document Number: PKV105-01
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SIGTRAN Call Detail Records

Call Detail Records view of SS7 and ISDN SIGTRAN calls over IP displays the following fields - Call ID, Call status, Protocol, Call Originating
(Number/Address), Call Destination (Number/Address), Call Start Date & Time, Call Duration, and Protocol Specific Information.

= PacketScan (All-in-One) - O R
[File View Capture §tatistics Qatabase Call Detail Records  Configure Help

~
IIIll]lﬂm@ﬂlllIIIIHEIIIIIMMEHEHIIIIIIIIII@MEH@IIIIIﬂﬂﬁﬂ!ﬂlllIIIIIIIIIIIIIIII
1 1 00:00:00.175811 Intemet IP(IPv4) 192.168.1.96 192.168.1.160
1 2 00:00:00.654012 90 Intemet IP(IPv4) 192.168.1.96 182.168.1.160
1 3 00:00:10.704730 94 Intemet IP(IPv4) 192.168.1.96 192.168.1.160
1 4 00:00:10.930458 98 Intemet IP(IPv4) 192.168.1.160 192.168.1.96 v
< >
CallD | CalSmus| Prowocol | Cal Originaing (Nu... | Cal Desinason (Nu... | Cal Start Date & Time | Cal Durason | Protocol Speciic Info | A
0 Completed ISUP RRRRREE] 9999991 2011-05-16 14:31:54.902003 00:00:10.930458 <CIC> 1 <Disposiion> 1 <Release ...
1 Completed IsuP 111112 9999992 2011-N5-18 14'31°54 012N 000010 QANAR7 _<CIC> 9 <Nisnnciinn> 1 <Releace
2 Completed 1SUP 13 9009003 2011 [F8 PacketScan (All-in-One) - oI El
3 Completed ISUP 1111114 9999994 2011 —
4 Completed 1SUP 111115 9999995 2011/ File View Captuve Statlstlcs Database Call Detail Records Ccningure Help
S Compems P it wooe 201 o B T T T I A e e Y o ==
7 c 1SUP 11118 0009098 2011 TIME (Relative) | Length (Bytes) | Emor Lengh/ﬁ%odTypel Pad(Me;gypeI D&nwovrplPMdm I Swvoelll;ﬁddmss | D&n‘?Dum lSwlrJo[:PPm] ~
8 Completed ISuP 1111119 9999999 2011
9 Completed ISUP 11111110 99999910 2011 1 0 00:00:00.000000 134 Intemet IP(IPv4) 192.168.1.201 192.168.1.85
10 Completed ISUP RRRRERE] 9999991 2011 1 1 00:00:00.002111 102 Intemet IP(IPv4) 192.168.1.85 192.168.1.201
1 Completed ISUP 111112 9999992 2011 1 2 00:00:00.002319 98 Interet IP(IPv4) 192.168.1.85 192.168.1.201 %
12 Completed ISUP 11113 9999993 2011 € >
ik Coapind L. RREL 9909994 201103 1p | callSmus | Prowcol | Cal Num... | Cal Dessnason (Number / A... Cal Siart Date & Tme Cal Durason Protocol Info
14 Acive ISUP 111115 9999995 2011
1 Actve IsUP 111116 oot 0 [ Compied [ iSONT ____d11111110] 999999990 | _2012-04-23 16:00:56 444547 | 00:00:35.039220 | <CRV>4 <Release Complete Cause>
16 Acive ISUP 11117 9999997 2011
[
| Off-line Viewing C:\Program Files (x86)\GL Commt .
Off-line Viewing C:\Program Files (x86)\GL Communica |18 Frames Z

SS7 SIGTRAN CDR View and ISDN SIGTRAN CDR View
INI Decode Options

The .INI file configuration enables the user to enter the required custom value for each protocol in the PacketScanProt.ini file (located in
Program Files\GL Communication Inc) to get proper decodes. For SIGTRAN protocols, the following options can be edited to customize

the way the PacketScan™ decodes SIGTRAN protocols.

e SIGTRAN standards — ITU or ANSI

e MAP Protocol Version —R99 or R4

e INAP Protocol Version — CS1 or CS2

e CAMEL Protocol Version —Rel6 or Rel3

e BTNR Protocol Identifier - TUP or IUP

e Maximum and Minimum SSN value for INAP in ITU, ANSI and ETSI
e Call Trace Type — TCAP MAP or TCAP CNAM

=Bl
File Edit Format View Help
[#SIGTRAN_STANDARD] ~

STANDARD_VALUE = 1 ; Set 1 for ITU. Set 2 for ANSI. Set 3 for ETSI.

[#MAP_VERSION]
MAP_VERSION_VALUE = 99 ; Set 99 for Release 99. Set 4 for Release 4.

[#INAP_VERSION]
INAP_CS_VERSION_VALUE = 1 ; Set 1 for INAP CS-1. Set 2 for INAP CS-2.

[#CAMEL_VERSION] . )
ICAMEL_VERSION_VALUE = 3 ; Set 3 for Camel Version 3. Set 6 for Camel Version 6.

[#BTNR_PROTOCOL ]
VALUE = 1 ; Set 1 for IUP. Else TUP.

; SCCP SSN values for Itu.
[#PROTOCOL_DECODE_ITU]

SSNCAP_MIN = 146 ;CAP
SSNCAP_MAX = 146 ;CAP
SSNMAP_MIN =5 JMAP
SSNMAP _MAX = 10 ;MAP
SSNINAP_MIN = 12 ;INAP
SSNINAP_MAX =12 ;INAP

INI Decode Option for UMTS

Document Number: PKV105-01 <_Q_; GL Communications Inc.
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SIGTRAN Statistics

The statistics are calculated based on the SIGTRAN protocol fields. The figure below depicts statistic data based on message types of
SS7/ISDN SIGTRAN protocol decodes in PacketScan™.

A PacketScan (All-in-One) - o
File View Capture Statistics Database Call Detail Records Configure Help
=[h] B O] Mvm[zn[E] =[@] W] F[R[F| -C[-"t] %[0 GoTo |
Device | Frame#| TIME (Relative) | Length (Bytes) | Enmor | Length/Protocol Type | Packet Type | Destination IP Address | Source IP Address | A
MAC MAC P [
/1 1 00:00:00.000050 114 Intemet IP(IPyv4) 192.168.1.160 192.168.1.96
/1 2 00:00:00.000080 114 Intemet IP(IPv4) 192.168.1.160 192.168.1.96
/1 3 00:00:00.000110 114 Intemet IP(IPv4) 192.168.1.160 192.168.1.96
/1 4 00:00:00.000139 114 Intemet IP(IPv4) 192.168.1.160 192.168.1.96
/1 5 00:00:00.000168 114 Intemet IP(IPy4) 192 1681160 192 1681 96
/1 6 00:00:00.000196 114 Intel 7% PacketScan (All-in-One) - B “
(' L 70 0000-00.000225 L, Intg File View Capture Statistics Database Call Detail Records Configure Help
B R IECE R 0RO P —e
= Device | Frame#| TIME (Relative) | Length (Bytes) | Emor | Length/Protocol Type | Packet Type | Destination IP Address | Source IP Address
IniSal address (1) 21 MAC MAC P P
e 2 N T ) B [ B N R N TR
SN 2 1 00.00:00.002111 Intemnet IP(Py4) 192.168.1.85 1921881 201
total Address complete (6) 20 N
Answer (9) 20 s >
otal Answer (9) 20 [£E Message Type |  Frame Count(Message Type) |
Release (12) 20 ALERTING (1) 1
toial Release (12) 2 total ALERTING (1) 1
Release Compiete (16) 14 CALL PROCEEDING (2) 1
o'zl Release Complete (16) 14 fotal CALL PROCEEDING (2) 1
\'C:\Program Fif | SETUP () 1
fotal SETUP (5) 1
CONNECT (7) 1
fotal CONNECT (7) 1
CONNECT ACKNOWLEDGE (15) 1
total CONNECT ACKNOWLEDGE (15) 1
DISCONNECT (69) 1
total DISCONNECT (69) 1
RESTART (70) 1
total RESTART (70) 1
RELEASE (77) 1
total RELEASE (77) 1
RESTART ACKNOWLEDGE (78) 1
fotal RESTART ACKNOWLEDGE (78) 1
RELEASE COMPLETE (90) 1
total RELEASE COMPLETE (90) 1
|C:\Program Files (x86)\GL Con |18 Frames [ 4

Statistic View of SS7 SIGTRAN and Statistic View of ISDN SIGTRAN

Network-Wide Monitoring of SIGTRAN Network

GL’s NetSurveyorWeb™ is a web-based client that can connect to SIGTRAN protocol analyzer probe for monitoring the entire SIGTRAN
network through a web server that facilitates display of call data records, protocol frames, and KPls. This system allows you to deploy
multiple SIGTRAN Analyzer probes to be deployed at strategic locations in a network, transmit and collect voice, data, protocol,
statistics, and performance information, and relay this information to a central / distributed network management system (NMS).

For more details, visit Packet Monitoring and Surveillance System webpage.

Document Number: PKV105-01
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Buyer’s Guide

Item No Product Description

PKV105 SIGTRAN Offline Analyzer

PKV106 Offline SIGTRAN Analyzer (Optional with PacketScan™)

PKV100 PacketScan™ (Real-time and Offline)

PKV101 PacketScan™ - Offline

PKV120 PacketScan™ HD — High Density IP Traffic Analyzer w/ 4x1GigE - includes PKV100 — Online (not Offline) for
PKV122 PacketScan™ HD — High Density IP Traffic Analyzer w/ 2x10GigE - includes PKV100 — Online (not Offline) for

temporary audio codec support

Item No Related Software

PCD103 AMR Codec for PacketScan™

PCD104 EVRC Codec for PacketScan™

PCD105 EVRC-B Codec for PacketScan™

PCD106 EVRC-C Codec for PacketScan™

PKV170 NetSurveyorWeb™ (Network Surveillance Software) for IP Network

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, refer PacketScan™-All IP Protocol Analyzer webpage.
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