PacketScan™ UMTS Protocol Analyzer for Wireless &
IP Networks
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Overview

Universal Mobile Telecommunications System (UMTS) is a 3rd generation mobile technology that can support greater data rates for
voice and video data to the wireless end users. UMTS is capable of handling both Circuit-Switched (CS) as well as Packet-Switched (PS)
data simultaneously through its UTRAN network. It helps in fault diagnosis and troubleshooting of UMTS network

GL's UMTS Analyzer over IP within PacketScan™-All IP Protocol Analyzer is an optional module (PKV103) available with additional
licensing with PacketScan analyzer (PKV100). GL's UMTS Analyzer over IP analyzer offers powerful features to capture, monitor,
decode, and collect statistics of UMTS signaling messages over IP.

For more details, refer PacketScan™-All IP Protocol Analyzer webpage.
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Main Features

Decode and analyze different control plane protocols i.e. NBAP, RNSAP, RANAP and more over IuCS, luH, and IuPS interfaces
Test RNC, MSC, Home NodeB (HnB) and Home NodeB Gateway (HN GW) entities

Supports decoding of AMR and AMR_WB codec with l[uUP Header

Advanced filtering and search based on any user selected protocol fields

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to monitor
required protocol fields

Trigger intelligent actions based on signaling and traffic conditions

Support for Multi-technology, Multi-protocol

Displays Summary, Detail, Hex dump, Statistics, and Call Detail Views

Hex dump View displays the frame information in HEX and ASCII format, the contents of this view can also be copied to clipboard
Statistics View displays statistics based on frame count, byte count, frames/sec, bytes/sec etc for the entire capture data

Call Detail View displays called/ calling number, released calls, call status, & more

Provides a consolidated interface for all the important settings required in the analyzer. All the configuration settings done in any
of these options can be saved to a file, loaded from a configuration file

Allows the captured frames to be saved to a trace file using different conventions such as user-defined prefixes, date-time
prefixes, total number of files, file size, frame count, or time limit

Supported on Windows® 10 and above operating system

Protocol Stack and Standards

Entire GSM IP stack supported by PacketScan™.

CM | MM | RR | SMS |GCC|BCC |[GMM |SMG
RANAP RNSAP
SCCP
NBAP M3IUA GTPv2
SCTP UuDP
IP
MAC

UMTS over |P
Supported Protocols Standard / Specification Used
NBAP 3GPP TS 25.433 V6.3.0 (2004-09)
RANAP 3GPP TS 25.413 V6.3.0 (2004-09)
RNSAP 3GPP TS 25.423 V6.4.0 (2004-12)
SCCP ITU ITU-T Q.711-Q.714
M3UA RFC 3332
SCTP RFC 2960
GMM (GPRS Mobility Management) 3GPP TS 24.008 V5.0.0
cC 3GPP TS 24.008 V5.0.0
MM 3GPP TS 24.008 V5.0.0
RR 3GPP TS 04.18 V8.13.0
GCC (Group Call Control) 3GPP TS 44.068 V9.0.0
BCC (Broadcast Call Control) 3GPP TS 44.069 V9.0.0
SMG (GPRS Session Management) 3GPP TS 24.008 V5.0.0

3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0 GSM 03.38 version

SMS 7.2.0

© GL Communications Inc.
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Summary and Detail View of luH

User can select a frame in Summary View to analyze and decode each UMTS luH frame in the Detail View.

The detail view of UMTS luH call displays the foIIowing:

Ba View Capture Statistics Database Call Detad Records Configure Help

MAC Layer

IP Layer

SCTP Layer

RUA Layer

RANAP Layer

MM, CC, RR, SMS Layer

Internet IP(IPv4)

ProtocolIE-Container
Iteration Count
ProtocolIE-Container

ProtocolIE-Container
ProtocollE-Field
Protocol IE-ID

Kl

0
SEQUENCE OF
4

Instance 0

ProtocollE-Field SEQUENCE
ProtocolIE-ID INTEGER
Contents 7 id-CN-DomainIndicator
Criticality ENUMERATOR
Contents 0 reject(0)
Value Open Type
Length 1
CN-DomainIndicator ENUMERATOR
Contents 0 cs-domain(0)

Instance 1
SEQUENCE
INTEGER

| 1 122 Internet IP(IPv4) 132 188 1K 185 |
4
RUA PDU CHOICE
Extensibility Marker
InitiatingMessage SEQUENCE
Procedure Code INTEGER
Contents 1 id-Connect
Criticality ENUMERATOR
Contents 1 ignore(l)
Value Open Type
Length 96
Connect SEQUENCE
Extensibility Markexr 0
Preanble

Off-line Viewing

[C:\Program Fies (x86)\GL Communicatior 56 Frames

Detail View of UMTS IuH over IP

Summary and Detail View of luCS

User can select a frame in Summary View to analyze and decode each UMTS IP frame in the Detail View.

The detail view of UMTS IP call displays the following:

Document Number: PKV103-01

MAC Layer
IP Layer
SCTP Layer
M3UA Layer
SCCP Layer
RANAP Layer
GMM Layer
MM Layer
CC Layer

= PacketScan (All-in-One) - oIEd
File View Capture Statistics Database Call Detail Records Configure Help
-llil _I z IOI dwu@| =ef NI":I"-I [ W[ %] [k %[0 GoTo |
TIME (Relative) | Length (Byles) Lengh/Pm;‘:ocd Type Dest'naionPIP Address Source IP Address A
I__ﬂ_
1 00:00:00.196462 102 Intemet IP(IPv4) 192 188 58 205 192 168 56 208
1 2 00:00:00.196568 114 Intemet IP(IPv4) 192.168.56.205 192.168.56.208 )
< >
sszsssssssss=z RANAP Layer =ssssszssssas = ~
RANAP PDU = CHOICE
Extensibility Marker =0
Choice Index =0
InitiatingMessage = SEQUENCE
ProcedureCode = INTEGER
Contents = 19 id-InitialUE-Message
Criticality = ENUMERATOR
Contents =1 ignore(l)
Value = Open Type
Length = 65
InitialUE-Message = SEQUENCE
Extensibility Marker =0
Preamble =0
ProtocollE-Container = SEQUENCE OF
Iteration Count =6
ProtocollE-Container = Instance 0
ProtocollE-Field = SEQUENCE
ProtocolIE-ID = INTEGER
Contents = 3 id-CN-DomainlIndicator
Criticality = ENUMERATOR
Contents = 1 ignore(l)
Value = Open Type
Length =1
CN-DomainIndicator = ENUMERATOR
Contents = 0 cs-domain(0) v
< >
Off-line Viewing C:\Program Files (x86)\GL Commu 5 331 Frames )

Detail View of UMTS IuCS over IP

© GL Communications Inc.
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UMTS Call Detail Records over IP

It displays the following fields - Call ID, Call status, Protocol, Call Originating (Number/Address), Call Destination (Number/Address), Call
Start Date & Time, Call Duration, and Protocol Specific Information.

PacketScan (All-in-One) - o
File View Capture 5tatistics Database Call Detail Records Configure Help
= ] E| S 'H|“;|“.| £|‘?|¥| [0 80| ] [0 | GaTo |
Device | Frame# | TIME {Relative) Length (Bytes) | Emor | Length/Protocol Type| Chunk Length Destination IP Address | Source IP Address | Destination Port |
MAC SCTP IP IP
LA 0 -13921315.609494 182 Internet IF(IFy4) 192.168.1.165 192.168.1.84
U 1 -139213.15.463236 102 Internet 1F(IPvd) 192.168.1.84 192168.1.165
S 2 13921315.462834 130 Internet 1P[IPw4) 192.168.1.84 192.168.1.165
A 3 1382131542391 118 Internet IF(IF+4] 192.168.1.165 192168.1.84
S 4 133213:15.418300 130 Internet IP(IPuvd) 192.168.1.84 192168.1.165
LA 5 -13921315.389857 106 Internet 1P Fyvd) 192.168.1.165 192.168.1.84
U B -139213:15.3888583 114 Internet 1F(IPvd) 192.168.1.84 192168.1.165
S 7O13921315.374888 122 Internet 1P[IPw4) 192.168.1.165 192168.1.84
L1 A 139131/ 371580 130 Internet 1PTPwd) 192 1R 1 R4 192 1RA 1 1RR v
< >
callD | cailStaus| Protocol | Cal Originasng (Number... | Call Destnason (N... |  Call SartDae & Tme |  Cal Durason | Protoool Speciic Info | »
3 Compileted UMTS 405060000000000-1MS| 0345090005 2012-04-23 14:05:41...  00:00:06.8732.. «<Call Type> Call Selup <5LR>5 ..
4 Completed UMTS  405060000000000-IMS| 8254268000 2012-04-23 140554 00:00:07 3865.. <Call Type> Call Seup <5LR=6 ..
5 Compleied UMTS  405060000000000-IM3I 2012-04-23 14:06:08....  00:00:00.0288... «Call Type> Locafon Updaie <5.. w
< >
Off-line Viewing |C:\Program Files (xBE)\GL Commun| 428 Frames [ A

UMTS Statistics

The Statistics are calculated based on the UMTS protocol fields. The figure below depicts statistic data based on message types of GSM

Phase2+ in PacketScan™.

CDR View

b

PacketScan (All-in-One)

- oEE

File View Capture 5Statistics

Database Call Detail Records  Configure  Help

o || B || Ja|on|z( @]

B AN e A s | O ==

Device | Frame# | TIME (Relative)

Length (Bytes) | Emor Message Type

SCCP

Length/Protocol Type
MAC

Destination IP Address
IP

Source IP Address A
IP

TN 100000

e 1 00:00:00.136462
A 2 00:00:00.136563
A 3 00:00:00.252463
<

Internet [P[IPv4]
Intermnet [P[IPw4]
Intermet [P[IPwd]
Internet [P{IFw4]

102
114
122

CC conrection confirm
D77 data farm 1
D71 data form 1

192.168.56.208
192.168.56.205
192.166.56. 205
192 168.56.205

1592 168.56.205
132.168.56.203
132.168.56.203
152 168.56.208 v

| ZE Message Type

| Frame Couni/Message Type) |

CF: connecfion request (1)
fotal CR conneciion request (1)
CC connecon confirm (2)

fotal CC connecon confirm (2)
RLSD released (4)

total RLSD released (4)

RLC release complete (5)

fotal RLC release complete (5)
DT1 data form 1 (6)

fotal DT1 daia form 1 (6)

. % s a % o s

|CA\Program Files (x86)\GL Comrr |5 331 Frames

Document Number: PKV103-01

Statistic View

© GL Communications Inc.
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UMTS IuCS Call Flow Analysis in PDA

Displays a UMTS IuCS call graph with decode of the selected message displayed to the right of message sequence.

|

q

f Tratfi Analyzer - Summary View =lox||
Fie View CellSutmary Seftings Help 1
| {:‘E? OlEW S| » w3 2% % W IIuCS Calls L”ShowAll Sessions Ll
Cal Sunmary | Registiaton Sumwmary | Alet Sumemary |
Cal# Issnc Iwaad Packet | Conversat| Listering | Packets ‘Mumg Dus Iouor I o8 l 00 |Average |Average | Cumuatie] Maxin !MulMin ll
Received | MOS/AR... |MOS/R... | Discard .. | Packets. | Packets | Sequen. | Geplms] | Delay Jitter Intes A | Packet .. | Gap Deey |,
EICAIN000001 Caler. 313655353811 Calloe:4040500000000011 Calld:1 Cal StantTime:201310-17 1241:25.951 Call Duratiorc 00:02:50.000018
! 2353703297  AMR/8000 248 411/.. 4n/.. 0/000 0/000 0/000 0/000 2001 0.00 000 0 0 4005.. 207412
o] 2353413243 AMR/3000 248 41/ 4n/.. 07000 0/000 0/000 0/000 2001 0.00 000 0 0 4000.. 2071
-| | >
) a|| =emsemssenes BANAP Layer seesssssssss - :]
TimeStamp 1921681228 192168125 PANAP PDU = CHOICE
T T Extensibilicy Marker -0
I Choice Index =0
InitiatingMessage = SBQUENCE
00.00005 25000 4 CONNECTION COMPLETE 26000 ProcedureCode = INTECER
Contents « 19 id-InitialUE-}
00.00.007 25000 < AUTHENTICATION REQUEST 26000 Cricicalicy = ENUMEDATOR _I
AUTHENTICATION RESPONSE et ey
1 P Value = Open Type
0000012 25000 » 26000 Langeh s
SecuntyModsConlrol InitialUE-Meszage = SEQUENCE
00.00.017 25000 < %000 Extensibility Marker =0
- Preaxble =0
00.00.022 25000 Ll 1= 26000 ProtocollX-Container = SEQUENCE OF
Iteration Count -6
0000028 25000 ‘ IDENTITY REQUEST 26000 Protocolli-Container = Inztance 0
TMSI REALLOCATION COMMAND ProtocolIE-Field = SEQUENCE
25000 26000 ProtocolIE-ID = INTECER
0000035 ‘ Contents =3 “-c"-bo-‘"ﬂf‘ﬂ
00.00.039 TMSI REALLOCATION COMPLETE > ~Il4 | >

INI Decode Options 3

The .INI file configuration enables the user to enter the required
custom value for each protocol in the PacketScanProt.ini file
(located in Program Files\GL Communication Inc) to get proper

decodes.

mode. Also, set the luCS_GSMA_PROCESS_FLAG to 1 to decode
UMTS signaling messages over IP.

Achive Cals Groph ) Average Jites Distibubion ) E-Model ) RTP Packels Gioph 3 1.38Anaysis ) Call Graph { Call Surmary /

UMTS IuCS Call Flow Ladder Diagram

PacketScanProt - Notepad

File Edit Format View Help

[#PROCESS_IUCS_GSMA_CALLS]

For UMTS protocols, user can enter the FDD or TDD
[#UMTS_DDMODE ]
DDMODE_VAL = FDD

[#NBAP_SCTP_PPID]
SCTP_PPID_VAL = 10

;To Process Iucs and GSMA Calls
Set IuCS_GSMA_PROCESS_FLAG to 1 else set it to ©

TuCS_GSMA_CALLS_PROCESS_FLAG= ©;

INI Decode Option for UMTS

Network-Wide Monitoring of UMTS Network

GL’s NetSurveyorWeb™ is a web-based client that can connect to UMTS protocol analyzer probe for monitoring the entire UMTS

network through a web server that facilitates display of call data records, protocol frames, and KPIs. This system allows you to deploy
multiple UMTS Analyzer probes to be deployed at strategic locations in a network, transmit and collect voice, data, protocol, statistics,

and performance information, and relay this information to a central / distributed network management system (NMS).

For more details, refer NetSurveyorWeb™ webpage.

Document Number: PKV103-01
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Buyer’s Guide

Item No Product Description

PKV103 IP Based GSM and UMTS Analyzer, requires PKV100

PKV109 Offline GSM and UMTS Analyzer, requires PKV101

PKV100 PacketScan™ (Real-time and Offline)

PKV101 PacketScan™ - Offline

PKV120 PacketScan™ HD — High Density IP Traffic Analyzer w/ 4x1GigE - includes PKV100 — Online (not Offline) for

temporary audio codec support

PKV122 PacketScan™ HD — High Density IP Traffic Analyzer w/ 2x10GigE - includes PKV100 — Online (not Offline) for
temporary audio codec support

PKV170 NetSurveyorWeb™ (Network Surveillance Software) for IP Network

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, refer PacketScan™-All IP Protocol Analyzer webpage.
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