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Overview

SS7 (Signaling System 7) separates the information required to set up and manage telephone calls in the Public Switched Telephone
Network (PSTN) onto a separate packet switched network (Signaling Network). It uses Message Signal Units (MSUs), Link Status Signal
Units (LSSUs), and Fill-In Signal Units (FISUs) as signal units. The main protocols include MTP (Message Transfer Part — Level 1 to 3), SCCP
(Signaling Connection Control Part), and ISUP (ISDN User Part).

GL’s SS7 Analyzer supports decoding different SS7 layers like MTP2, MTP3, ISUP, TUP, SCCP, INAP (CS1, CS2), IUP, BICC, BISUP, BTUP
and many application layer protocols from GSM/GPRS/UMTS network like MAP, CAMEL(CAP), and so on. The SS7 Analyzer supports
decoding of both Low Speed Links (LSL) of 56 kbps or 64 kbps DSO0 links or high-speed 1.544 Mbps or 2 Mbps unchannelized T1 E1 High
Speed Signaling Links (HSL).

GL Communications supports the following types of SS7 analyzers:

e Real-time SS7 Analyzer (Pre-requisites: GL's T1 E1 internal cards or USB T1 E1 external units, required licenses and Windows®
Operating System)
e Remote/Offline SS7 Analyzers (Pre-requisites: Hardware dongle and Windows® Operating System)

SS7 Analyzer also supports Packet Data Analyzer with recording capabilities. Packet Data Analysis (PDA) is an outstanding tool for live
monitoring of signaling and traffic over TDM. Allowing users to monitor live TDM networks including capture, analysis, and reporting of
every call-in detail.

For more details, refer SS7 (C7) Protocol Analyzer webpage.
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Main Features

Display Features

Displays Summary, Detail, Hex-dump, and Statistics Views

Detail View:

— Displays decodes of a user-selected frame from the summary view
— Provides options to display or hide the required protocol layers

— Contents of this view can also be copied to clipboard

— Provides option to toggle detail view vertically or horizontally as feasible for the user

Summary View displays MTP2, MTP3 information, SS7 Message types, Called and Calling number, SCCP message type, SSN, INAP
information, IUP information, BICC message type, and more in a tabular format

Statistics View displays call and MSU statistics at any link or entire link set

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to monitor
required protocol fields

Option to combine data from multiple columns under one column

Option to create multiple aggregate column groups. These groups can be prioritized as per users requirement to display the
summary results efficiently

Supported Protocols

SS7 ITU, SS7 ANSI, SS7 ETSI, SS7 CHINA, and SS7 UK
Supports analysis of GSM/UMTS MAP interfaces supported are:

— B (Interface b/w the MSC and its associated VLR); C (Interface b/w the HLR and the MSC); D (Interface b/w the HLR and the
VLR); E (Interface b/w MSCs)

— F (Interface b/w MSC and EIR); H (Interface between HLR and AuC)
— J(Interface b/w the HLR and the gsmSCF)
Supports analysis of SSP-STP (A link, E link), STP-STP (B link, C link), and SSP-SSP (F link) interfaces

Filtering / Search

Advanced filtering and search based on any user selected protocol fields
Allows the user to automatically create search/filter criteria from the current screen selection

Capturing Streams

Streams can be captured on the selected time slots (contiguous or non-contiguous), sub-channels or full bandwidth
Frames can be transmitted/captured in either 64 kbps, 56 kbps, n x 64 kbps, or n x 56 kbps data channels (hyper-channels)
Capable of decoding protocols from GSM/GPRS network i.e. MAP, CAP, etc.

Supports decoding of frames with FCS of 16 bits and 32 bits, or none

© GL Communications Inc.
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Export Options
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e Exports Summary View information to a comma delimited file for subsequent import into a database or spreadsheet

e Capability to export detailed decode information to an ASClII file

Remote Monitoring

e Remote monitoring capability using GL's Network Surveillance System

Call Detail Record

o Call details recording feature includes data link groups that help in defining the direction of the calls in a given networkand form
logical groups comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links

Packet Data Analyzer (PDA)

e Provides options to capture voice, digits, tones or FAX traffic and segregates, captures, and collects statistics on TDM calls

e Provides graphical representation of call analysis, such as ladder diagrams of protocol

Summary, Detail, and Hex dump Views

The analyzer displays Summary, Detail, and Hex Dump Views in different panes. The Summary View displays Frame Number, Time,
Length, BSN, BIB, FSN, FIB, SCCP message type, called / calling number, and so on. The user can select a frame in Summary View to
analyze and decode each frame in the Detail View. The Hex dump View displays the frame information in HEX and ASCII octet dump
format. Each line in the detail view displays field offset and upon selection of this offset the corresponding hex dump view bytes are
highlighted. The contents of detail and hex dump view can also be copied to clipboard.

B S57 Protocal Analysis SS7 ITU 63-bit - m] X
File View Capture Statistics Database Call Detail Records  Configure Help
|| 8 S | & go/oww | %[ W[ C]-0] dal [ [0 GoTo |
Dev TSlot SubCh Frame#t TIME (Relative) Len Ermor 0oPC DPC Message Type Circuit Identifice o
MTP3 MTP3 ISUP ISUP
12 1 DOOU UO 728875 555 348 Release Complete 1
1 23 2 00:00:06.101875 1 3 346 555 Blocking 1
2 23 3 00:00:06.845500 13 555 346 Blocking acknowledgement 1
1 23 4 00:00:17.390000 13 346 555 Unblocking 1 >
e = = P = e =) Y 3 .
Cardl TimeSlot=23 Frame=0 at 00:00:00.000000 OK Len=13 *%% Right click to SHOU/HIDE layer d a
HDLC Frame Data + FCS
ss=========== MTP? Layer ============ =
0000 BSN = 0000001 (1)
0000 BIEB =1.......
0001 FSH = .0000010 (2) v
< >
mex Dump of the Frane Data.
31 82 08 85 2D A8 09 16 Ul 00 12 E9 4D 11— &M
z; Device # I Frame Count(Device #) I
1 10
total 1 10
2 9
total 2 9
Call ID Call Status | Disp|  CallingNum | Called Num | Call Start Date & Time | Call Duration | _Release Complete Cause | DevNo| TS| oPC| DPC ~
Eo ClaArR 1 9987095800 8978675400 2013-03-1518:32:21.805000  00:00:06.843000 Naormal call clearing 1 23 346 555
& ClaA 3 9967095821 8978675421  2013-03-1518:36:23.475375  00:00:24.091750 x00 2 23 555 346 v
< >
C:\Program Files\GL Communications Inc\Ust |19 Frames y/

Summary, Detail, and Hex dump Views
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Real-time and Offline Analysis

Users can capture and analyze SS7 frames using either real-time or remote analyzers, and record all or filtered traffic into a trace file. The
recorded trace file can be used for offline analysis or exported to a comma-delimited file, or ASCII file. The raw data capturing requires
user to specify timeslots, bit inversion, octet bit reversion, user/network side, FCS, and hyper channel selection options.

Recorded trace file can be played back on T1 E1 using the HDLC file Playback application.

% " Protocol Capture Configuration

| Save Load Default

Capture File Options A

File View C:

" Nx56 Kbps (Bits 2-8)

I” Bit Inversion 1<->0

[]‘] Card & Stream Selection PORTACTIONS | Pott\TS (00 (01 (02 (03 (04 (05 |06 |07 |08 |09 |10 |11 |12 (13 (14 (15 (16 |17 (18 |19 |20 (21 |2 |3
Y Capture Fiter VIX[@E L] ooeae || [ I I 11T
AR [
|;‘=J Gui & Protocol Options LLQ& 2 g g B L

Data Transmission Rate All Port Settings Row (Port) Select, Clear, Paste Operations

Single Channel HDLCFCS

 64kbps o= Feectil

" 32bits

(" 56 kbps ' None

Hvoer Crarne e o]

(& Nx64kbps & User

" Nx56 Kbps (bits 1-7) " Network

Paste All

¢ 5 Paste Clipboard to Port List
Multiple Hyper-Channels :
‘o 1‘;:: 1;;3 kbps I Octet Bit Reversion | Paste List
R (MSB <->1S8)
-

Stream / Interface Selection

Save / Load All Configuration Settings

Protocol Configuration window provides a consolidated interface for all the important settings required in the analyzer. This includes
various options such as protocol selection, startup options, stream/interface selection, filter/search criteria and so on. All the
configuration settings can be saved to a file and then loaded for future operations, or user may just revert to the default values using

the default option.

P ;Sdcctmycmtodwhy
'EM""MW“ ¥ View Latest Frame/Packet
JL, protocol standard selection
527 NetworkjUser side selection [ Enable Periodi Trace Saving
€ e o 21
Y Wen Clt Saveirc [ tProbe E1 Anahzer T «®ekmr
ﬁﬁ View Search -
4 | A-Law Samples FrameRelsy Oree
5= 1cP Connaction Options S are D acview EProffesameles
) periodic Trace Saving Options D am OGers (LDProtocol Classifier Raw
= | ger 6303 CProtocokclassiier
/_ =¥ Satup Optons | 6n2Frame QM Releasenotes
13502 Link Groups | D ExFiles Chdc_fsdn C)5e80s
F. | caldata Obe () signaing transitions
Fy View Font Sze ) capdata ) tsdnEmudator 55t
==l INI Decode Options ) ComA Cmac ass7
- |22 Dighal Echo Canceler Camaps ) StripChart
L Ooon Smmery Cohmas 3 docs Camppp Ootest_cdr
O Capture Options \ e (CIMed Fies CITRAU
= ) Fiter Fles 2 Network Survedlance 2 XRY Uiy
< | |
File name: [ES7Pionabzec Ack | | Save |
Saveastype:  [Configuation Files (*ACF) | Cancel

Save / Load Configuration
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Filtering and Search

Users can record all or filtered traffic into a trace file and also can create search/filter criteria automatically from the current screen
selection. The filter and search options add a powerful dimension to the SS7 Analyzer that isolates required frames from the captured
frames in real-time/remote/offline.

In real-time capturing, filter based on length of frames can be set. The frames can be filtered after completion of capture based on BSN, BIB,
FSN, FIB, Status Field, OPC, DPC, SSN, CIC, Called and more.

Similarly, search capability helps user to search for a particular frame based on specific search criteria.

|, Space Delimited Length List to Exclude
|57

Exclude FISU | [Exclude LSSU]  ClearaLL |

~ Fiter Selection - Frame Length N or Range Min-Max———————
J§ SS71TU - [6
=9 Datalink
W Frame Length(s)
@ Enor Frames Only
© OK Frames Only
@ Frame Number(s)
© Cad Timeslot. Subchan >
w & MTP2
* & MTP3
= & sccp
% & MAP RS9
% & MaAP R4 -
« | ;F' | Activate | Deactivate
— Al Selected
Layer | Field | Filter Value
Data Link Frame Length(s) 6
4 | 2
Condions for all selections -
" AND (< OR J ‘ ( Include  Exclude Deactivate Sel | Deactivate All |

Real-time and Offline Filter
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Aggregate Column Group

The enhanced feature of the protocol analyzer is aggregate column groups. The user can also create multiple aggregate column groups
and prioritize the groups as per the requirement to display the summary results in an efficient way.

If the user has five different aggregate columns and wants to prioritize some columns, the user can create a group of aggregate
columns with the highest priority and will display only the columns of chosen priority. If the values are null, then the next group values
are displayed. The aggregate columns comprising a group will have the same prefix and suffix index as ~0, ~1 ... “N. The group~0 is the
root aggregate group that has the highest priority.

B ' Aggregate Summary Columns = m] X

Save Load Default

B Select summary columns to di...

Add I Delete I Aliases | Reorder | Reverse Use '_'in the name for multiline headers
?ﬁ Menu checked options
) 3
“gf;g Protocol standard selection Name | Display Format | Summary Columns | Separator
g‘fﬁ Network/User side selection Group~0 FS Concat e Calling Address Signal_ISUP --->
¥ Called Address Signal_ISUP
Time Format — - —
ol Group~1 [=| <Col_Alias>Value 'S Cause Value_ISUP
Y View Filter ‘Group~2 'S Concat 'S Message Type_ISUP &

f[ﬂView Search

@& TCP Connection Options
Periodic Trace Saving Options
) Startup Options

@Data Link Groups

F}FView Font Size

INI Decode Options

. Define Summary Columns

Aggregate Summary Columns
E:ﬁ‘ Capture Options

Aggregate Column Group

The updated results are as shown in the figure below. Here the root aggregate group™~0 summary columns are displayed first and then
Group~1 and Group~2 as per the assigned priority if the higher group values are null.

B 57 Protocol Analysis $S7ITU 64-bit - a X
File View Capture Statistics Database Call Detail Records Configure Help
=[] 8 <|o] @vua] =e] W F8wE] [ ] B[] oo
Dev TSlot SubCh FrameH TIME (Relative) Len Group™0 Emor OPC DPC Message Type A
MTP3 MTP3 ISUP
/I -} I 00.01:14.730000 38703580 8675400 Inital address
2 23 7 00:01:15.602750 16] Address complete 555 346 Address complete
2 23 8 00:01:17.633625 14| Answer 555 3486 Answer
/1 23 9 00:01:20.966625 18] <Cause Value>Nomal call clearing 346 555 Release
2 23 10 00:01:21.633000 14| Release Complete 555 346 Release Complete
/2 23 1 00:05:16.460375 38| 9987095821 > 8978675421 555 346 Initial address
1 23 12 00:05:17.189375 16| Address complete 346 555 Address complete
1 23 13 00:05:19.208250 14] Answer 346 555 Answer
2 23 14 00:05:40.552125 13| Reset Circuit B5i5] 346 Reset Circuit
1 23 15 00:05:41.226750 14] Release Complete 346 555 Release Complete v
< >
Cardl TimeSlot=23 Frame=6 at 00:01:14.790000 OK Len=38 *x* Right click to SHOW/HIDE layer details (a
HDLC Frame Data + FCS
==zmzzzzasax NTP2 Layer =s=ss=s=s=z= =
0000 BSN = .0000100 (4)
0000 BIB = 1. (1)
0001 FSN = .0000101 (5)
0001 FIB =1....... (1)
0002 LI = ..100001 MSU Format
============ NTP3 Layer ============ =
0003 Service Indicator = ....0101 ISDN User Part
0003 Priority Code = ..00. Priority Code 0
0003 Sub-service field =10...... National Network
0004 DPC = 5.5.5(00101101 ..101000)
0005 OPC = 3.4.6(10... ... 00001001 ... .0110)
0007 Signalling Link Code = 0001.... (1)
============ ISUP layer =========z=z= =
0008 Circuit Identification Code = 00000001 ....0000 (1)
D004 Message Type = 00000001 Initial address o
Moode b mmee T vemAd Dmmameam P, -
< >
[C:\Program Files\GL Communications Inc\Usb E[19 Frames [~

Display of Aggregate Column Group in Summary View
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Call Detail Record and Statistics View

Important call specific parameters like Call Id, Calling No, Called No, Call duration, status of each call (i.e. active/completed along with
the messages), OPC, DPC, CIC, and more are calculated based on signaling messages and displayed in Call Detail Record View.
Additionally, users are provided with the option to search a particular call detail record from the captured traces. Call Detail Recording
feature includes data link groups that help in defining the direction of the calls in a given network and form logical groups comprised of
unidirectional (either 'Forward' or '‘Backward') data links.

Various statistics can be obtained to study the performance and trend in the Frame Relay network based on protocol fields and
parameters.

Fah 55T Protocol Analysis S57 TU =a] x|
File “iew Capture Stetistics Dstabsse Call Detail Becords  Configure  Help
|| -B| <[] Awm[zm|@| =|@ Bowm/en] %%/ -0 [ GoTo |

Diev St... SCCP Meszage Type

e 23 1 00:00:00.728875 14 2 1 2 1 1 34E 555

N 23 2 00:00:08.101875 13 2 1 3 1 1 555 3486

2 23 3 00:00:08.345500 13 3 1 3 1 1 346 GBS

| 23 4 00:00:17.390000 13 3 1 4 1 1 555 346

/2 23 5 000018115750 13 4 1 4 1 1 345 555 ﬁ
4 »

ZE Device # | ? hessage Ty... | Frame Count{iMessage Ty... =
1 Inifal address (1) 2

1 Address complete ... 1

1 Ansier (8 1

1 Release (12) 2

1 Feleage Complete .. 1

1 Reset Circut (1) 1

1 Blocking (197 1

1 Unblocking 20) 1 =l
calip | calgans|  Disp callng Num Galiad Mum Call Start Date & Time Gall uration | Release completa Cause | pevio | 15| opc| pec|  cic
@'0 ClairR 1 SUETOSEE00 EUTEETEL00 2013-03-15 183221 205000 000006 243000 Normal call clearing 1 Ex 348 555 1
‘@H Claall 3 QUETOREEE] FUTHETEAR] 2013-03-15 18:36:23 4T5375 Q0:00:24 021750 OO 2 23 555 AR 22
@.2 CIrR 4 QUETOIEE0L SOTEETEA04 2013-03-15 1837111 266750 00:00:20.716625 Recovery on fimer expiry 1 23 346 BEE 3
< \ 0]
Off-line Wiewing C:\Program Files (x86)WGL Communications Inctl 19 Frames

Statistics and Call Detail Record Views

© GL Communications Inc.
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Detail Packet Analysis (PDA)

Packet Data Analysis (PDA) is an outstanding tool for live monitoring of signaling and traffic over TDM. Packet Data Analysis (PDA) is
distributed with GL's CAS, ISDN, SS7, and GSM protocol analyzer. Allowing users to monitor live TDM networks including capture,
analysis, and reporting of every call-in detail.

GL's Packet Analyzers can capture TDM traffic over different transmission lines, including T1, E1, T3, E3, and OC-3 STM-1 / OC-12 STM-4.
PDA then processes the captured frames, identifies, and segregates calls based on signaling parameters to generate reports.

Performance metrics for each call includes Caller & Callee id information, call duration, status, call-initiated time, call established time,
call stop time, call terminator, call failure reason, and total signaling frames. Graphs are provided for key values to give a pictorial
representation of the statistics.

A Packet Data Analyzer - Summary View = a X
File View Call Summary Protocol Configurations GUI Configurations Help
4E|T A = ” "
E O MW | > w| g x| F F| W isup _~||Show All Sessions ~|
Call Summary I Alert Summary |
Call = StartTime ReleaseCause TransitNetworkIdentifi¢
_n_“__
2 2013-03-15 18 36:23 Reset Circuit
< >
Active Calls ‘ Counter Type Counters
‘ Total ISUP Packets 19
1.0 ISUP Calls 3
|| 1SUP Active Calls 0
‘ ISUP Completed Calls <)
0.8 ISUP Purged Calls 0
= ‘ ISUP Failed calls 1
3 0.6 || 1SUP TimedOut Calls 0
2 ‘ ISUP InitialéddressMessage 3
Z 0.4 ‘
' \
|
0.2 ‘
0.0 T T T T T T T T T T T T T T }
. . “*. . . . . @. “*. . “*. . . . .
2 2 2 2 2 2 2 2 2 2 2 2 2 25 ‘
% e L e v o Y v D % < > % > |
Time |
Active Calls Graph (" Call Graph  Call Summary / OverAl ), ISUP {CAMEL ) MAP  INAP /

Call Capture Option with PDA

Scripted ISUP Emulation using MAPS™

GL's MAPS-SS7 is an advanced protocol simulator/tester for ISUP simulation over TDM (T1 E1). MAPS-SS7 can simulate Service
Switching Point (SSP) and ISUP Signaling specification as defined by the ITU-T standards. MAPS-SS7 functionality covers the ITU and
ANSI variant of SS7 implementing MTP2, MTP3, and ISUP protocols.

For more details, visit MAPS™ SS7 Protocol Emulator webpage.

Scripted MAP Emulation using MAPS™

GL's MAPS™ MAP (Mobile Application Part) Emulator is an advanced protocol simulator to simulate MAP messages and signaling over
D & H interface in GSM/UMTS networks as defined by 3GPP standards.

For more details, visit MAPS™ MAP Emulator webpage.

© GL Communications Inc.
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Supported Protocol Standards

The supported protocol standards in SS7 analyzer are SS7 ITU, SS7 ANSI, SS7 ETSI, SS7 CHINA, and SS7 UK.

Supported Protocols
MTP2 (ITU)
MTP3 (ITU)

MTP2, MTP3 ANSI

ISUP ITU / ANSI / ETSI /
UK/ CHINA

Test & Network Manage-
ment Messages (ITU, CHI-
NA / ANSI)

SCCP ITU / ANSI / ETSI
CNAM

TCAP ANSI 1S-41
TUPITU

TCAP ITU / ANSI / ETSI

INAP CS1ITU / ETSI

INAP CS2 ITU / ETSI

CAMEL V3 / CAMEL V6

MAP R99 / MAP R4

BISUP
BICC

IUP ITU (BTUP)

Proprietary Extensions To
C7 Interconnect User Part
(1IUP).

Specification Used
ITU-T Q.703
ITU-T Q.704

T1.111.4-1996

ITU-Q.761, Q.762, Q.763 and Q.764 / ANSI-T1.113.1to T1.113.4 / EN 300 356 -1 V3.2.2(1998-

08) Part 1/ ND1007:2007/01 TSG/SPEC/007 / Ministry of Posts and

Telecommunications of the People's Republic of China, Technical Specification of ISUP, 1996

ITU-T Q.703, Q.704 / ANSI T1.111.4, ANSIT1.111.7

ITU-T Q.711-Q.714 / ANSI rec. T.112 (1996), T1.116.2 (1996) / EN 300 009 -1, Sept 1996, 3rd

edition
GR-1188-CORE Issue 3, April 2009
TIA/EIA, 1541.1-C / 1S-41.5-C

T-REC-Q.723-11/1988

ITU-TQ.771to Q.775 / T1.114-2000/ ETSI ETS 300 134

Q1218 (10 /95) and
ETSI 300 374 1, Sept, 1994

INAP - Capability Set 2. (Q.1228) / INAP - Capability Set 2.
(EN 301 140-1-v1.3.4-1999-06)

3GPP TS 29.078 V3.15.0 (2003-03) / 3GPP TS 29.078 6.3.0
(2004-09)

3GPP TS 09.02 V7.14.0 (2003-09) / 3GPP TS 29.002 V4.18.0 (2007-09)

Q.2763, Q.2931, Q.2933, Amendment 2 of Q.2931, Q.2941.1 etc.
T-REC-Q.1902.1-200107

T-REC-Q.1902.2-07/2001,

T-REC-Q.1902.3-07/2001

T-REC-Q.1902.4-200107 (pl-080r1),

ND1006:2005/02 PNO-ISC/SPEC/006/

ND1104:2004/11 PNO-ISC/INFO/004

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

XX120 SS7 Analyzer Software

XX121 Call Capture Option for SS7 Protocol with PDA

OoLvi20 Offline SS7 Analyzer Software

Item No Related Software

XX600 Basic Client/Server Scripted Control Software (Included with Basic Software)
PKS130 MAPS™ SIGTRAN

XX648 MAPS™ |SDN

Item No Related Hardware

PTEOO1 tProbe™ Dual T1 E1 Laptop Analyzer (Require Basic Software)
FTEOQO1 QuadXpress T1 E1 Main Board (Quad Port)

ETEO01 OctalXpress T1 E1 Daughter boards (Octal Port)

TTEOO01 tScan16™ T1 E1 Boards

XTEOO1 Dual Express (PCle) T1 E1 Boards

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, refer SS7 (C7) Protocol Analyzer webpage.
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